
Woodbridge Board of Education WBOE 
Policy Committee
Thursday, March 8, 2012 6:00 PM

WBOE Policy Committee March 8, 2012 6:00 
PM District Office Conference Room 40 

Beecher Road South

Agenda

I. Call to Order
II. Review Policy 6141.326 Online Social Networking
III. Review Policy 6141.322 District/School/Staff/Student Sites
IV. Review 4000 Series
V. Adjourn

 



Social Media Policy Policy 6141.326 
 
The Woodbridge School District recognizes that students, teachers, parents, and members of 
the Woodbridge Community engage in the use of social media for personal, educational, and 
professional uses.  

The Woodbridge School District also recognizes that even though some under-age children 
may use social media sites intended only for those aged thirteen and above, it is not the intent 
of the District to encourage inappropriate use of social media sites. The District recognizes its 
responsibility to educate children in the appropriate use of social media and will use social 
media sites designed for use by children under that age of thirteen and that comply with the 
Children’s Online Privacy Protection Act to do so. 

The purpose of this policy is to provide direction on the acceptable use of social media by 
employees of the Woodbridge School District. The intent of the policy is to guide staff in the 
appropriate use of online community sites with students and to maintain professional 
standards in their own use of social media.   

This policy addresses the use of social media sites in student learning activities and in teacher 
and student relationships. The policy also differentiates between online community sites and 
personal social networking sites. 

• Online community sites are used primarily for collaboration and shared knowledge 
building.  

• Personal social networking sites are centered on an individual rather than a group. 
Such sites are used primarily for sharing personal information such as photos and 
updates. 

 
Guiding Principles 

1. Online behavior should at all times demonstrate respect for the dignity of each person. 

2. The Children’s Online Privacy Protection Act, the Children’s Internet Protection Act and 
policies of the Woodbridge School District must always be observed. 

3. Staff and student online interaction must occur only in an educational context using 
school-approved sites. 

4. Staff and students must behave in an ethical manner when interacting and using online 
community sites and resources. 

5. Staff personal social networking online must be congruent with the Connecticut Code 
of Professional Responsibility for Educators (2011). 

6. Professional development programs are provided in school for staff on the appropriate 
use of social media. 

7. Educational programs are provided for students to ensure the appropriate use of 
social network and community learning sites on the Internet. 



Policy 
 
Staff Use Of Online Community Sites For Learning 

• Staff are encouraged to use online learning communities with their students in order to 
achieve educational outcomes.  

• When using online community sites with students consideration must always be given 
to the age and developmental level of the students. 

• Staff must ensure that they prepare students to act in accordance with the guiding 
principles before using online community sites for learning. 

• The use of online community sites must be authorized by the Principal or his / her 
delegate. 

• Parental or guardian permission must be obtained for students to register with online 
learning communities. 

• Students must not be asked to falsify their age or identity to register on any site for 
educational purposes. 

• Staff must respect students’ rights to privacy in academic work, records and results 
when posting online. 

• The learning activity must not be linked back to a student’s own personal social 
network pages.   

• Staff must not use social networking sites as learning tools for students. 

 
Procedures for Using Online Learning Communities with Students 

• Discuss any use of online community sites with the Principal or his / her delegate 
outlining the activity and its educational goals. 

• If not included in the Student Responsible Use Agreement, obtain parental permission 
before students are asked to register with online community websites. 

• Keep a record of the student’s login names. (Students should not publish their real 
names on a public site.) 

• Clearly communicate to students their responsibility for appropriate interaction with 
others and suitable content posting online.   

• Obtain permission from the Principal before school or staff photographs or other 
identifying photographs are posted online. 

• Ensure another teacher or member of the school leadership team has full 
administrator access to the site. 

• Monitor the site frequently and actively review the content. 

 



Staff Are Required To Educate Students Using Social Media Of Any Kind To: 

• Respect themselves and others when publishing or communicating online. 

• Keep communication channels transparent and supervised by adults. 

• Keep personal information private. 

• Not share usernames and passwords with anyone. 

• Report any attacks or inappropriate content directed at them. 

 



Policy  
 
Staff Personal Social Network Pages 

• Social networking sites must not be used by staff as a platform for learning activities 
with students. 

• Staff should not accept students as ‘friends’ on their own social network sites or 
interact with students on social networking sites. 

• Staff are advised to use professional discretion before accepting ex‐students or parents 
of current students as friends.  Understand that the uneven power dynamics of schools, 
in which adults have had authority over former students, continues to shape those 
relationships. 

• Staff must not discuss students or co‐workers or publicly criticize District policies or 
personnel on social networking sites. 

• Staff must not post images that include students on social networking sites. 

• Appropriate professional standards required of staff employed in Woodbridge School 
District must be observed. These standards include but are not limited to documents 
outlined in the supporting document section of this policy. 

 
Basis of Discretion - Maintaining Professional Standards  

Faculty and Staff must use discretion when using social networking sites both personally and 
professionally. Certified personnel should apply the Connecticut Code of Professional 
Responsibility for Educators to all social media. 

• Be transparent.  When using social media educationally, identify yourself with your 
real name. 

• If you use a personal social networking site, you should ensure there is a clear 
distinction between your educational sites and your personal sites.   

• Be judicious. Make sure that you are not sharing confidential information concerning 
Woodbridge School District, its staff, students or parents. 

• Perception can become reality. By identifying yourself as a Woodbridge School District 
staff member, you are creating perceptions about your expertise and about the 
district.  Be sure that all content associated with you is consistent with your work and 
with the district’s professional standards. 

• Weigh whether a particular posting could put your effectiveness as a teacher at risk. 
Post only what you want the world to see. 

• Do not use commentary deemed to be defamatory, obscene, proprietary, or libelous.  

• Exercise caution with regards to exaggeration, colorful language, guesswork, 
copyrighted materials, legal conclusions, and derogatory remarks or characterizations. 

• Exercise appropriate discretion when using social media for personal communications 
with the knowledge that students may use adult behavior displayed on social 
networking sites as a model. 

• Your responsibility. What you write is ultimately your responsibility. Participation in 
social media on behalf of the Woodbridge School District is not a right but an 
opportunity. Ultimately, what you publish is yours and so is the responsibility. 



• Discuss with personal friends the need for discretion when they post images or 
information about you on their own social network pages.   Explain to them that once 
material is posted and identifiable, it is impossible to control its rapid sharing into 
school communities. 

• Conversely, be judicious in your postings to all friends’ sites, and act immediately to 
remove any material tat may be inappropriate from your site whether posted by you 
or someone else. 

• Maintain control of security, privacy and access to your personal pages and 
information. 

• Visit your profile’s security and privacy settings. At a minimum, educators should have 
all privacy settings set to ‘only friends’.   Do not use ‘Friends of Friends’ and ‘Networks 
and Friends’ as these open your content to a large group of unknown people. Your 
privacy and that of your family may be a risk.  

• Be cautious when installing external applications that work with the social networking 
site.  

 
 
 
____________________ 
Adapted from policy for Catholic systemic schools in the Archdiocese of Sydney, Executive 
Director, Dr. Dan White, 17 February 2011. 
 
 
 
(cf. 6141.321-Computer Acceptable Use Policy) 

Legal Reference:  Connecticut General Statutes 

1-19(b)(11) Access to public records. Exempt records. 
 

10-15b Access of parent or guardians to student1s records. 
 

10-209 Records not to be public. 
 

11-8a Retention, destruction and transfer of document 
 

11-8b Transfer or disposal of public records. State Library Board to adopt 
regulations. 
 
46b-56 (e) Access to Records of Minors. 
 
Federal Family Educational Rights and Privacy Act of 1974 (section 438 
of the General Education Provisions Act, as amended, added by section 
513 ofPL 93-568, codified at 20 U.S.C. 1232g.). 
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Legal Reference: Connecticut General Statutes (continued) 
 

Dept. of Education. 34 CFR. Part 99 (May 9, 1980 45 FR 
30802) regs. implementing FERPA enacted as part of 438 of 
General Education Provisions Act (20 U.S.C. 1232g)-parent and 
student privacy and other rights with respect to educational 
records, as amended 11/21/96. 

 
Children's Internet Protection Act of2000 (HR 4577, 
P.L.106-554) Communications Act of 1934, as amended 
(47 U.S.C. 254[h],[I]) Elementary and Secondary 
Education Act of 1965, as amended (20 U.S.C. 6801 et 
seq., Part F) 

 
Public Law 94-553, The Copyright Act of 1976, 17 U.S.C. 
101 et. seq. 

 
Reno v. ACLU, 521 U.S. 
844 (1997) 

 
Ginsberg v. New York, 390 U.S. 629, at 642, 
n.10 (1968) 

 
Board of Education v. Pico, 457 U.S. 
868 (1988) 

 
Hazelwood School District v. Kuhlmeier, 484 U.S. 620, 
267 (1988) 

 

 
 
 
 

Policy adopted: 
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Explanatory Notes/Glossary 
 
Web 2.0 
Web 2.0 is defined as the ‘read‐write’ web; it provides all the services and applications to 
allow individuals to co‐create content, collaborate and share it with others. It supports 
user‐generated content rather than specialized authors or publishers. It uses a variety of 
affordable technologies like blogs, podcasts and wikis, and encourages the social aspect of 
the Web, through the use of social.  These tools are privately used by staff and students and 
increasingly are providing a learning platform for knowledge building. 
 
Social network sites 
Web-based external, commercial, non‐educational media sites for creation of connections 
and maintaining relationships and communities.   There are many types including those 
intended for personal networking and those intended for group collaboration. 
 
Personal social network sites 
Internet services intended for use primarily for private social networking.  
 
Professional online community network sites 
Sites intended for group collaboration and shared knowledge building.  
 
Friends and ‘friending’ 
Friends are those invited to access personal information on social network sites. Friends 
have access to photographs, text postings, and comments on a person’s page.  There is no 
limit to the number of friends a person can have and many teenagers may acquire 
hundreds. The process of friending requires an invitation to be sent to an individual or a 
request to become a friend to be accepted by the owner of the page. 
 
Privacy settings 
The creator of a page can set permissions to control who can view content on the 
page.   The setting ‘everyone’ is usually the default on social network pages; but the page 
owner can also restrict all or parts of the content to be viewed only by ‘friends of friends’, 
‘friends only’, or customize the access to the page. 
 
Registering 
When creating a personal page or registering to join an online community, users must first 
register with the site. This requires the user to provide their name and email address. The 
amount of information required varies. Many sites invite users to add a personal profile 
containing a photo and further personal information. 
 
Supporting Documents: 

• Student Responsible Use Agreement Form 
• Employee Responisble Use Policy 
• Children’s Online Privacy Protection Act 
• Children’s Internet Protection Act 
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Draft 6141.322 
Instruction  
  
District/School/Staff/Student Web Sites and Pages  
  
To enhance communication with students, parents/guardians, staff, community 
members, the public at-large and to foster creativity, the Board of Education encourages 
the development and ongoing maintenance of district and school web sites on the 
Internet.  Web All sites shall support the educational vision of the district and shall be 
consistent with the District’s plans for communications and media relations.    
  
The Board of Education encourages the administration and staff to create and maintain 
World Wide Web sites for the district and individual schools for educational purposes. 
These web sites shall serve as avenues for educating the community, providing 
information about our schools and communicating with the extended school community.  
District and individual school web sites shall be used to share information relating to the 
schools and the district mission. Web These sites may also provide instructional 
resources for staff and students. Materials displayed on web sites are published on the 
Internet. Therefore, the Content published on these sites should be of professional 
quality and consistent with the educational mission of the school system.  
  
The Superintendent shall develop guidelines regarding the content of district and school 
web sites, which shall include standards for the ethical and responsible use of 
information and technology.  These guidelines shall be consistent with law, Board policy 
and administrative regulations.  All web pages published content must comply with 
these guidelines.  
 
The District may develop sites through a variety of methods using a variety of services. 
These policies and regulations apply to such sites. 
  
Failure to comply with this policy and applicable administrative regulations will result in 
discipline, including suspension of district Internet privileges and/or referral to law 
enforcement, if appropriate.  
  
District Web Sites 
The district’s web site provides  District sites provide a resource for obtaining 
information about the district and for informing patrons about instructional program, 
activities and Board policies.  Requests for publication of information on the district web 
site should be directed to the Building Principal and/or Superintendent.  District 
administrators may publish web pages as part of the district’s web site.  Personal 
information, not related to education, will not be permitted. 
 
 
 



Draft 6141.322  March 2012 
 

2 

Instruction  
  
District/School/Staff/Student Web Sites and Pages  
  
School Web Sites 
A school web site provides unique and ever-changing ways to interact with the 
community and improve student learning.  School web sites:  
  

1. Allow an individual school to provide current and complete information to its 
community at large.  

 
2. Give the community a means to communicate effectively with students and 

personnel.  
 

3. Create expanded means for student expression.  
 

4. Provide new avenues for teachers to help students meet high standards of 
performance.  

  
All school web sites shall conform to this policy and its accompanying regulations.  The 
primary purpose of a school’s web sites is to communicate effectively with its 
community.  The Principal or designee shall ensure that the site is maintained in such a 
way that the community receives reasonably current and accurate information.  A 
school may elect to have its web sites serve additional purposes related to its 
educational mission.  
  
When a school allows student publications on its web sites, the purpose of including 
such publications shall be clearly identified in that section of the site.  These 
publications shall be consistent with the mission, goals, policies, programs and activities 
of the district.  All publications shall meet established district and school requirements 
related to student publications and in accordance with state and federal law related to 
student expression.  
  
Staff Web Pages Digital Publication 
Staff may create web pages use digital media to implement curriculum goals, to provide 
instructional resources for other staff members and to facilitate learning. to serve as an 
informational resource about classroom activities.  Staff web pages This use of digital 
media must reflect the educational goals and objectives of the district.  Staff may not 
utilize the Woodbridge Public Schools’ web site or web pages sites sponsored or 
supported by the Woodbridge Board of Education for personal use or for proprietary 
gain. 
  
By choosing to create a web page for educational purposes through the Woodbridge 
Public Schools’ web site, Use of District sites by staff members are required to shall 
comply with all rules and regulations promulgated by the school administration. Any 
violation of this policy or regulations may result in disciplinary action, up to and including 
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termination.  Illegal uses of computers may also result in referral to law enforcement 
authorities.  
  
Content  
The Superintendent or designee shall ensure that web site content protects the privacy 
rights of students, parents/guardians, Board members and other individuals.  The 
Superintendent or designee shall ensure that copyright laws are not violated in the use 
of material on district or school web sites.  The Superintendent or designee may 
establish standards for the design of the district and school web sites in order to 
maintain a consistent identity, professional appearance and ease of use.  
  
No personal information about students or their parents/guardians, including telephone 
numbers, home addresses or e-mail addresses shall be published on a district or school 
site. web page.  Student directory information shall not be published on school or district 
websites.  
  
Student work may be published with parent permission, only if related to a class project 
or other school activity.  Such work shall not reveal personally identifiable information or 
prohibited directory information.  
 
All publication of student pictures or works shall follow the guidelines included in this 
policy. 
  
District and school web sites shall not include content which is obscene, libelous or 
slanderous or which creates a clear and present danger of inciting students to commit 
unlawful acts on school premises, violating school rules or substantially disrupting the 
school’s orderly operation.  
  
The Superintendent or his/her designee shall develop and implement regulations which 
set forth that the web site District sites may only be used for educational and non-
commercial purposes, and that the Board of Education has no responsibility or liability 
for any damages resulting from the use of the web sites.  
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Instruction  
  
District/School/Staff/Student Web Sites and Pages Digital Publications- Regulations  
  
Staff and/or students may submit materials for web site publication to the Building 
Principal who shall ensure that the content adheres to district guidelines and policies.  
All digitally published material to be published must have educational value, relate to 
curriculum and instruction, school-authorized activities and/or support the District’s 
guidelines, goals and policies.    
  
All work should be free of any spelling or grammatical errors.  
  
Prohibited Uses, include but are not limited to:  
 

• Advertising for commercial purposes and/or products.  
 

• Campaigning related to issues, individuals and/or groups.  
 

• Documents that violate an individual’s right to privacy or access the materials, 
information or files of another individual or organization without permission.  

 
• Documents containing objectionable material, point directly to objectionable 

material or violate District policy.  Objectionable material may be determined on a 
case-by-case basis by the building administrator.    

 
• Spreading computer viruses or deliberately attempting to vandalize, damage, 

disable or disrupt the property of the district, another individual, organization or 
the network or any effort to locate, receive, transmit, store or print files or 
messages that are profane, obscene, sexually explicit or use language that is 
offensive or degrading to others.  

  
• Violating copyright laws.  

  
The district’s web server is the property of the district and all work published thereon 
must adhere to district policy.  The Woodbridge School District reserves the right to 
remove any web pages digital publication that violates district policy.    
  
All links to non-district sites must have educational value, relate to curriculum and 
instruction, school-authorized activities and/or support the District’s guidelines, goals 
and policies. 
 
Requests to link outside sites to the district server must be approved by the 
Superintendent or designee.  Staff may not use the district’s web pages district sites to 
provide access to their personal pages on other servers or online services. 
 
The following language will be included on each school web site:  
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The Woodbridge Board of Education maintains this web site to provide relevant 
information concerning the Woodbridge Public Schools.  The Woodbridge Board of 
Education is not liable for any direct, incidental, consequential, indirect or punitive 
damages arising out of access to or use of this site.  The Woodbridge Board of 
Education also assumes no responsibility and shall not be held liable for any damages 
to or viruses that may infect computer equipment or other property as a result of using, 
browsing or downloading any materials, data, images or text from this site or any 
websites linked to this web site.  
  
Pages on This site may provide hyperlinks to other sites that may not be maintained by 
the Woodbridge Board of Education.  The Woodbridge Board of Education does not 
make any warranty, express or implied, with respect to the use of the links provided or 
guarantee the accuracy, completeness, usefulness or adequacy of any resources, 
information, apparatus, product or process available at or from this site.  Accordingly, 
the Woodbridge Board of Education is not responsible for the contents of any off-site 
pages or any other sites linked from this site.  Linking to off-site pages or sites is at your 
own risk.  
  
Copyright Guidelines  
  
As an educational institution, we should be aware of the necessity of conforming to all 
laws, regardless of how they may be perceived on the Internet.  The copyright law and 
the courts have provided exceptions to the rules that govern the behavior of teachers, 
students and schools.  In general terms, teachers, students and schools are allowed to 
make “fair use” of materials for instructional purposes.  “Fair use” has been interpreted 
to include those limited uses which are not likely to deprive a publisher or author from 
income.  
  
“Fair use” of Internet resources by teachers, students, schools or district personnel 
should parallel the use of printed resources.  Teachers and students might make limited 
use of some text and graphics within their own classrooms.  They should not “publish” 
those same materials across other classrooms within the building by posting on the 
World Wide Web any district site.  
 
Teachers, students and district personnel may not make use of others’ materials 
(graphics, text, etc.) when they publish on the Web creating digital publications unless 
they have requested and received formal written permission from the author.  This 
would includes downloading material from non-district sites, another web site’s material 
on the school server.  Unless there is a clear statement that art, photos and text are 
“public domain” or “royalty-free” and available for free. 
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Posting of Student Work/Photographs  
 
The District has an obligation to protect student safety and to balance this with the need 
for open communications when using the Internet.  It is clear that there are significant 
risks, as well as significant advantages, involved with allowing students to be identified 
on the internet.  Therefore, students should not be easily identifiable from materials they 
might publish on the internet.  No directory information should be posted on school or 
district web sites.  
  
Guidelines:  
  

• Only first names be used in published student work.  
• Pictures that are a part of student publishing should not include identifying 

information.  
• Under no circumstances should a student’s home address or phone number be 

included.  
• If replies to published student work are appropriate, the sponsoring teacher’s 

school email address should be the e-mail address displayed, not the student’s.  
• In special circumstances with parent-signed release, identifying information can be 

added.  
  
These regulations provide general guidelines and examples of prohibited use and 
development of web sites, for illustrative purposes but do not attempt to state all 
required or prohibited activities by users.  Employees who have questions regarding 
whether a particular activity or use is acceptable should seek further guidance from their 
building administrator.    
  
Failure to comply with Board policy and/or regulations governing web site use and 
development may result in disciplinary action, up to and including, termination.  Illegal 
uses of computers may also result in referral to law enforcement authorities. 
 
 
Digital Publication of Student Pictures, Names, and Works 
 
In order to share the accomplishments, awards, and happenings in our district, pictures or 
first names of students can be published on a district site, but not both picture and first 
name together.  
 
Student works that do not include personally identifiable information or material of a 
personal nature may be published on a district site using the student’s first name only. 
 
If a parent or guardian chooses to not have pictures, works and/or first names of their child 
appear on any district site, he or she should send a written request to the school principal. 
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If a teacher or the school believes that a student work including personally identifiable 
information or material of a personal nature should be published on a district site, the 
work may be published if a parent-signed release is obtained for the specific work. 
 
No district employee may publish student pictures, names, or works on any non-district 
site without submitting to the principal explicit written permission from the child’s parent. 
 
These regulations may be applied to other forms of publication on other forms of public 
media. 
 
These regulations provide general guidelines but do not attempt to state all required or 
prohibited activities by users. Employees who have questions regarding whether a 
particular activity or use is acceptable should seek further guidance from the principal. 
 
All District sites on which student pictures, names, or works appear must include the 
following: 
 

“Student works and / or pictures accessible through this site are copyright. 
No student work or images including students may, in any form or by any 
means, be reproduced, reposted, redistributed, stored in a retrieval system 
or transmitted without prior written permission.” 

 
Pictures, works, and first names of students in grades Pre-K to Grade 2 shall not be 
published on publicly accessible sites except with permission from the parent. These 
works, pictures and first names may be published on District sites accessible only to 
students, school personnel, and parents using the guidelines stated above. 
 
Pictures, works, and first names of students in grades 3 to 6 may be published on publicly 
accessible District sites using the guidelines stated above, unless parents have specifically 
requested otherwise. 
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