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Student Data Protection 6 
Policy Series: 3000 Students 7 

Policy No. 3650 8 
 9 

Purpose:  10 
The purpose of this policy is to ensure that the District collects, maintains, and uses student 11 
data in a manner that supports educational services and complies with applicable laws. The 12 
District is committed to protecting the privacy, security, and confidentiality of all student 13 
information and will implement safeguards and procedures to prevent unauthorized access, 14 
disclosure, or misuse of student data. For more information, please view our data privacy page 15 
on our Student Services website:  https://provo.edu/student-services/student-data-privacy/ 16 
 17 
Definitions: 18 

1. “Aggregate Data” means data that: 19 
a. Are totaled and reported at the group, cohort, school, school district, region, or 20 

state level with at least 10 individuals in the level; 21 
b. Do not reveal personally identifiable student data; and 22 
c. Are collected in accordance with state board rule. 23 

 24 
2. “Biometric Identifier”  25 

a. Biometric identifier means a: 26 
i. Retina or iris scan; 27 
ii. Fingerprint; 28 
iii. Human biological sample used for valid scientific testing or screening; or 29 
iv. Scan of hand or face geometry. 30 

b. “Biometric identifier” does not include: 31 
i. A writing sample; 32 
ii. A written signature; 33 
iii. A voiceprint; 34 
iv. A photograph; 35 
v. Demographic data; or 36 
vi. A physical description, such as height, weight, hair color, or eye color. 37 

 38 
3. “Biometric Information" means information, regardless of how the information is 39 

collected, converted, stored, or shared: 40 
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a. Based on an individual’s biometric identifier; and 41 
b. Used to identify the individual. 42 

 43 
4. “Cyber security framework” means: 44 

a. the cyber security framework developed by the Center for Internet Security found 45 
at http://www.cisecurity.org/controls/; or 46 

b. a comparable IT security framework. 47 
5. “Data Breach” means an unauthorized release of or unauthorized access to personally 48 

identifiable student data that is maintained by an education entity. 49 
 50 

6. “Data Governance Plan” means a comprehensive plan for managing education data 51 
that: 52 

a. Incorporates reasonable data industry best practices to maintain and protect 53 
student data and other education-related data; 54 

b. describes the role, responsibility, and authority of an education entity data 55 
governance staff member; 56 

c. Provides for necessary technical assistance, training, support, and auditing; 57 
d. Describes the process for sharing student data between the District and another 58 

person; 59 
e. Describes the process for an adult student or parent to request that data be 60 

expunged including how to respond to requests for expungement; 61 
f. describes the data breach response process; and 62 
g. Is published annually and available on the District’s website. 63 

 64 
7. “Destroy” means to remove data or a record: 65 

a. In accordance with current industry best practices; and 66 
b. rendering the data or record irretrievable in the normal course of business of the 67 

District or a third-party contractor. 68 
 69 

8. “Disclosure” means permitting access to, revealing, releasing, transferring, 70 
disseminating, or otherwise communicating all or any part of any individual record orally, 71 
in writing, electronically, or by any other communication method. 72 
 73 

9. “Expunge” means to seal or permanently delete data so as to limit its availability to all 74 
except authorized individuals. 75 
 76 

10. “Metadata Dictionary” means any tool, document, or display that: 77 
a. Defines and discloses all personally identifiable student data collected and 78 

shared by the education entity; 79 
b. comprehensively lists all recipients with whom the education entity has shared 80 

personally identifiable student data, including: 81 
i. The purpose for sharing the data with the recipient;  82 
ii. The justification for sharing the data, including whether sharing the data 83 

was required by federal law, state law, or a local directive; and  84 
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iii. How sharing the data is permitted under federal or state law; and; 85 
c. Without disclosing personally identifiable student data, is displayed on the 86 

education entity's website. 87 
 88 

11. “Optional Student Data” means student data that is neither necessary student data nor 89 
data which the District is prohibited from collecting (as described in Prohibited Collection 90 
of Student Data, below). 91 

a. “Optional student data” includes: 92 
i. Information that is related to an IEP or needed to provide special needs 93 

services but is not “necessary student data”; 94 
ii. Biometric information; and 95 
iii. Information that is not necessary student data but is required for a student 96 

to participate in a federal or other program. 97 
 98 

12. “Significant data breach” means a data breach where: 99 
a. An intentional data breach successfully compromises student records; 100 
b. A large number of student records are compromised; 101 
c. Sensitive records are compromised, regardless of number; or 102 
d. The surrounding circumstances make the breach significant as determined by 103 

the District. 104 
 105 
 106 
District Responsibilities 107 
 108 
The District shall annually provide training regarding the confidentiality of student data to any 109 
employee with access to education records as defined in FERPA. 110 
 111 

The District shall designate an individual to act as a student data manager to fulfill the 112 
responsibilities of a student data manager described in Requirements for Student Data 113 
Manager, below. 114 
 115 
If possible, the District shall designate a records officer pursuant to the Government Records 116 
Access and Management Act as defined in Utah Code § 63G-2-103(27), as the student data 117 
manager.  118 
 119 
The District shall also: 120 
 121 

1. designate a District Information Security Officer. 122 
2. The District shall implement a cyber security framework. 123 

 124 
The District shall create and maintain a District: 125 

1. Data governance plan; and 126 
2. Metadata dictionary. 127 

 128 
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By November 15 annually, the District shall provide the State Superintendent with the following: 129 
1. The name and contact information of the District’s Information Security Officer and its 130 

Student Data Manager; 131 
2. Evidence that the District has implemented: 132 

a. Privacy requirements outlined in: 133 
i. Utah Code Title 53E, Chapter 9, Part 2, Student Privacy; 134 
ii. Utah Code Title 53E, Chapter 9, Part 3, Student Data Protection; 135 
iii. Utah Code Title 63A, Chapter 19, Government Data Privacy Act; 136 
iv. FERPA; and 137 
v. 20 U.S.C. 1232h, Protection of Pupil Rights Amendment; and 138 

b. Other privacy practices identified by the State Superintendent; and 139 
c. A cybersecurity framework. 140 

 141 
The District shall establish an external research review process to evaluate requests for data for 142 
the purpose of external research or evaluation. (See Policy 4495.) 143 

 144 
 145 

Student Data Ownership and Access 146 
 147 
A student owns the student’s personally identifiable student data. The District shall allow a 148 
student or a student’s parent (or in the absence of a parent an individual who is acting as the 149 
student’s parent) to access the student’s student data which is maintained by the District. 150 

 151 
 152 

Data Retention 153 
 154 
The District shall classify all student data which it collects under an approved records retention 155 
schedule. The District shall retain and dispose of all student data in accordance with an 156 
approved records retention schedule. 157 
 158 
If no existing retention schedule governs student disciplinary records collected by the District: 159 

1. The District may propose to the State Records Committee a retention schedule of up to 160 
one year if collection of the data is not required by federal or state law or Board rule; or 161 

2. The District may propose to the State Records Committee a retention schedule of up to 162 
three years if collection of the data is required by federal or state law or State Board rule, 163 
unless a longer retention period is prescribed by federal or state law or State Board rule. 164 

 165 
The District’s retention schedules shall take into account the District’s administrative need for 166 
the data. Unless the data requires permanent retention, the District’s retention schedules shall 167 
require destruction or expungement of student data after the administrative need for the data 168 
has passed. 169 
 170 
A parent or adult student may request that the District amend, expunge, or destroy any record 171 
not subject to an approved retention schedule and believed to be inaccurate, misleading, or in 172 

https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-P2.html?v=C53E-9-P2_2018012420180124
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https://www.govinfo.gov/content/pkg/USCODE-2023-title20/pdf/USCODE-2023-title20-chap31-subchapIII-part4-sec1232g.pdf
https://www.govinfo.gov/content/pkg/USCODE-2023-title20/pdf/USCODE-2023-title20-chap31-subchapIII-part4-sec1232h.pdf
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violation of the privacy rights of the student. The District shall process such a request following 173 
the same procedures outlined to amend a student education record under FERPA, as set out in 174 
Policy 3210 Compliance with FERPA. 175 

 176 
 177 
Notification in Case of Breach 178 

If there is a release of a student’s personally identifiable student data due to a significant data 179 
breach, the District shall notify: 180 
 181 

1. The student, if the student is an adult student; or 182 
2. The student’s parent, if the student is not an adult student. 183 

 184 

Within 10 business days of the discovery of a significant data breach (either by the District or by 185 
third parties), the District shall report the significant data breach to the State Superintendent. 186 
 187 
 188 
Prohibited Collection of Student Data 189 
 190 
The District may not collect a student’s: 191 

1. Social Security number; or 192 
2. Criminal record, except as required in Utah Code § 80-6-103 (Minor taken into custody 193 

by peace officer, private citizen, or juvenile probation officer). 194 
 195 
 196 
Student Data Disclosure Statement 197 
 198 
If the District collects student data into a cumulative record it shall, in accordance with this 199 
section, prepare and distribute to parents and students a student data disclosure statement that: 200 

1. Is a prominent, stand-alone document; 201 
2. Is annually updated and published on the District’s website; 202 
3. States the necessary and optional student data the District collects; 203 
4. States that the District will not collect the student data described in Prohibited Collection 204 

of Student Data, above; 205 
5. Describes the types of student data that the District may not share without a data 206 

authorization; 207 
6. Describes how the District may collect, use, and share student data; 208 
7. Includes the following statement: “The collection, use, and sharing of student data has 209 

both benefits and risks. Parents and students should learn about these benefits and 210 
risks and make choices regarding student data accordingly.”; 211 

8. Describes in general terms how the District stores and protects student data; and 212 
9. States a student’s rights under the student data protection statutes. 213 

 214 

https://provo.edu/policies-procedures-forms/policy-no-3210-compliance-with-ferpa/
https://le.utah.gov/xcode/Title80/Chapter6/80-6-S103.html?v=C80-6-S103_2021050520210901


 

 

The notice may also include additional information relating to student and parent privacy, as 215 
determined by the District. 216 
 217 
 218 
Student Data Disclosure Statement Recipients 219 
 220 

The District may collect the necessary student data of a student into a cumulative record only if 221 
the District provides a student data disclosure statement to: 222 
 223 

1. The student, if the student is an adult student; or 224 
2. The student’s parent, if the student is not an adult student. 225 

 226 
 227 
Optional Student Data Collection  228 
 229 
The District may collect optional student data into a cumulative record only if it: 230 

1. Provides, to an individual described in Student Data Disclosure Statement Recipients, 231 
above, a student data disclosure statement that includes a description of: 232 

a. The optional student data to be collected; and 233 
b. How the District will use the optional student data; and 234 

 235 
2. Obtains a data authorization to collect the optional student data from an individual 236 

described in Student Data Disclosure Statement Recipients, above. 237 
 238 
 239 
Student Biometric Identifier and Biometric Information Data Collection 240 
 241 
The District may collect a student’s biometric identifier or biometric information if the District: 242 
 243 

1. Provides, to an individual described in Student Data Disclosure Statement Recipients, 244 
above, a biometric information collection notice that is separate from a student data 245 
collection notice and which states: 246 

a. The biometric identifier or biometric information to be collected; 247 
b. The purpose of collecting the biometric identifier or biometric information; and 248 
c. How the District will use and store the biometric identifier or biometric 249 

information; and 250 
2. Obtains written consent to collect the biometric identifier or biometric information from an 251 

individual described in Student Data Disclosure Statement Recipients, above. 252 
 253 
 254 
Sharing Student Data 255 
 256 
The District may not share a student’s personally identifiable student data without written 257 
consent, except in conformance with the requirements of this policy and with the Family 258 



 

 

Educational Rights and Privacy Act (“FERPA”) and related provisions under 20 U.S.C. §§ 1232g 259 
and 1232(h). 260 

 261 
 262 
Requirements for Student Data Manager 263 
 264 

The District will designate a student data manager who shall: 265 
 266 

1. Authorize and manage the sharing, outside of the District, of personally identifiable 267 
student data for the District as described in this section;  268 

2. Act as the primary local point of contact for the state student data officer described in 269 
Utah Code § 53E-9-302; and 270 

3. Fulfill other responsibilities described in the District’s data governance plan. 271 
 272 
 273 
Permitted and Prohibited Sharing of Student Data by Student Data Manager 274 
 275 
A student data manager may share the personally identifiable student data of a student with the 276 
student and the student’s parent. Otherwise, a student data manager may only share a 277 
student’s personally identifiable student data from a cumulative record (including sharing 278 
student data with a federal agency) as required by federal law or as follows. Such data may be 279 
shared with: 280 
 281 

1. A school official; 282 
2. An authorized caseworker, in accordance with this policy, or other representative of the 283 

Department of Human Services; or 284 
3. A person to whom the District has outsourced a service or function: 285 

a. To research the effectiveness of a program’s implementation; or 286 
b. that the District’s employees would typically perform. 287 

 288 
A student data manager may share a student’s personally identifiable student data from a 289 
cumulative record with a caseworker or representative of the Department of Health and Human 290 
Services if: 291 

1. The Department of Health and Human Services is: 292 
a. legally responsible for the care and protection of the student; or 293 
b. providing services to the student; and 294 

2. The student’s personally identifiable student data is not shared with a person who is not 295 
authorized: 296 

a. to address the student’s education needs; or 297 
b. by the Department of Health and Human Services to receive the student’s 298 

personally identifiable student data; and 299 
3. The Department of Health and Human Services maintains and protects the student’s 300 

personally identifiable student data. 301 
 302 

https://uscode.house.gov/view.xhtml?req=(title:20%20section:1232g%20edition:prelim)%20OR%20(granuleid:USC-prelim-title20-section1232g)&f=treesort&edition=prelim&num=0&jumpTo=true
https://uscode.house.gov/view.xhtml?req=(title:20%20section:1232h%20edition:prelim)%20OR%20(granuleid:USC-prelim-title20-section1232h)&f=treesort&edition=prelim&num=0&jumpTo=true
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S308.html?v=C53E-9-S308_2023050320230701
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S308.html?v=C53E-9-S308_2023050320230701
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S302.html?v=C53E-9-S302_2023050320230701


 

 

A student data manager may share a student’s personally identifiable student data to improve 303 
educational outcomes for the student where the student is: 304 

1. In the custody of or under the guardianship of, the Department of Health and Human 305 
Services; 306 

2. Receiving services from the Division of Juvenile Justice Services; 307 
3. In the custody of the Division of Child and Family Services; 308 
4. Receiving services from the Division of Services for People with Disabilities; or 309 
5. Under the jurisdiction of the Utah Juvenile Court. 310 

 311 
A student data manager may share aggregate data. A student data manager may not share 312 
personally identifiable student data for the purpose of external research or evaluation except as 313 
follows: If a student data manager receives a request to share data for the purpose of external 314 
research or evaluation, the student data manager shall: 315 
 316 

1. Verify that the request meets the requirements of 34 CFR § 99.31(a)(6); 317 
2. Submit the request to the District’s external research review process; and 318 
3. Fulfill the instructions that result from the review process.  319 

 320 
If the student data manager is informed that the State Board of Education intends to share 321 
student data collected by the District with the Utah Registry of Autism and Developmental 322 
Disabilities, the student data manager shall give notice to the parent of each student whose data 323 
is to be shared of the State Board’s intention to share the data. This notice shall be provided at 324 
least 30 days before the State Board is to share the data. If a parent requests that the State 325 
Board not share the data, the student data manager shall relay that request to the State Board.  326 
 327 
A student data manager may share personally identifiable student data in response to a 328 
subpoena issued by a court. 329 
 330 
In accordance with State Board of Education rule, a student data manager may share 331 
personally identifiable information that is directory information. 332 

 333 
 334 

Third Party Contractors 335 
 336 
The District may provide a third-party contractor with personally identifiable student data 337 
received under a contract with the District strictly for the purpose of providing the contracted 338 
product or service within the negotiated contract terms. 339 
 340 
When contracting with a third-party contractor, the District shall require the following provisions 341 
in the contract: 342 

1. Requirements and restrictions related to the collection, use, storage, or sharing of 343 
student data by the third-party contractor that are necessary for the District to ensure 344 
compliance with the provisions of the Student Data Protection Act and State Board of 345 
Education rules; 346 

https://www.govinfo.gov/content/pkg/CFR-2018-title34-vol1/pdf/CFR-2018-title34-vol1-sec99-31.pdf
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S308.html?v=C53E-9-S308_2023050320230701
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2. A description of a person, or type of person, including an affiliate of the third-party 347 
contractor, with whom the third-party contractor may share student data; 348 

3. Provisions that govern requests by the District for the deletion of the student data 349 
received by the third-party contractor from the District; 350 

4. Except as provided in this policy and if required by the District, provisions that prohibit 351 
the secondary use of personally identifiable student data by the third-party contractor; 352 
and 353 

5. An agreement by the third-party contractor that, at the request of the District, the District 354 
or its designee may audit the third-party contractor to verify compliance with the contract. 355 

 356 
A third-party contractor’s use of personally identifiable student data shall be in accordance with 357 
Utah Code §§ 53E-9-309, 53E-9-310 and FERPA.  358 
 359 
If the District contracts with a third-party contractor to collect and have access to the District’s 360 
student data, the District shall monitor and maintain control of the data. 361 
 362 
If the District contracts with a third-party contractor to collect and have access to the District’s 363 
student data, the District shall notify a student and the student’s parent or guardian in writing 364 
that the student's data is collected and maintained by the third-party contractor. 365 
 366 
 367 
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