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REVISED POLICY - VOLUME 24, NO. 1

PURCHASING

Each year the State of Michigan informs the School of the legal amount for
purchases which require a formal bidding process of a single item.

It is the policy of the Board that the Superintendent adhere to the following:

Seek informal price quotations on purchases that are under the
amount allowed by State statute for a single item, except in cases of
emergency or when the materials purchased are of such a nature
that price negotiations would not result in a savings to the School.

Purchases in a single transaction that are in excess of the dollar amount permitted
by State statute shall require competitive bids and, whenever possible, have at
least three (3) esmpetiive-such bids for substantiation of purchase and shall require
approval of the Board prior te-appreval-to purchase.

Competitive bids are not required for items purchased through the cooperative
bulk purchasing program operated by the Michigan Department of Management
and Budget pursuant to M.C.L.A. 18.1263.

Competitive bids are not required for food purchases, unless food purchased in
a single transaction costs $100,000 or more.

Bids shall be sealed and shall be opened by the Business Office in the presence of at
least one (1) witness. All orders or contracts should be awarded to the lowest
responsible bidder; however, consideration can be given to:

A the quality of the item(s) to be supplied;

B its conformity with specifications;

C suitability to the requirements of the school;

D. delivery terms;

E past performance of vendor.
In addition to the factors above, the Board may consider and provide a

preference to bidders which use a Michigan-based business as the primary
contractor.
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For purposes of this preference a Michigan-based business means a business
that would qualify for a Michigan preference for procurement contracts under
M.C.L.A. 18.1268, which requires that the businesses certify that since
inception or during the last twelve (12) months it has done one of the

following:
A, have filed a Michigan business tax return showing an allocation
of income tax base to Michigan
B. have filed a Michigan income tax return showing income
generated in or attributed to Michigan
C. withheld Michigan income tax from compensation paid to the

bidder's owners and remitted the tax to the Michigan
Department of Treasury

This preference shall not apply to any procurement or project using Federal
funds, nor shall it be used if it would violate any Federal law or requirements.

The Board reserves the right to reject any and all bids.
The Superintendent is authorized to purchase all items within budget allocations.

The Board should be advised, for prior approval, of all purchases of equipment,
materials, and services when the purchase was not contemplated during the
budgeting process.

The Superintendent is authorized to make emergency purchases, without prior
approval, of those goods and/or services needed to keep the school in operation.
Such purchases shall be brought to the Board’s attention at the next regular
meeting.

In order to promote efficiency and economy in the operation of the school, the Board
requires that the Superintendent periodically estimate requirements for standard
items or classes of items and make quantity purchases on a bid basis to procure the
lowest cost consistent with good quality.

Whenever storage facilities or other conditions make it impractical to receive total

delivery at any one time, the total quantity to be shipped but with staggered delivery
dates, shall be made a part of the bid specifications.
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Before placing a purchase order, the Superintendent shall check as to whether the
proposed purchase is subject to bid, whether sufficient funds exist in the budget,
and whether the material might be available elsewhere in the school. All purchase
orders shall be numbered consecutively.

In the interests of economy, fairness, and efficiency in its business dealings, the
Board requires that:

A. opportunity be provided to as many responsible suppliers as
possible to do business with the schoaol;

B. a prompt and courteous reception, insofar as conditions permit, be
given to all who call on legitimate business matters;

C. where the requisitioner has recommmended a supplier, the
Superintendent may make alternate suggestions to the requisitioner
if, in his/her judgment, better service, delivery, economy, or utility
can be achieved by changing the proposed order;

D. upon the placement of a purchase order, the Superintendent shall
commit the expenditure against a specific line item to guard against
the creation of liabilities in excess of appropriations.

The Superintendent shall determine the amount of purchase which shall be allowed
without a properly signed purchase order. Employees may be held personally
responsible for anything purchased without a properly signed purchase order or
authorization.

The Board may acquire equipment as defined in law by lease, by installment
payments, by entering into lease-purchase agreements, or by lease with an option to
purchase, provided the contract sets forth the terms of such a purchase. Such
contracts may extend for not more than ten (10) years.

M.C.L.A. 380.1267, 380.1274 et seq.

Revised 12/11/06
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REVISED POLICY -~ VOLUME 24, NO. 1

NEW SCHOOL CONSTRUCTION, RENOVATION

Before beginning construction of a new school building, or an addition, repair or
renovation of an existing school building, except emergency repairs, the Board of
Education, shall obtain competitive bids on all the material and labor required for
the complete construction of a proposed new hbuilding or addition to or repair or

I renovation of an existing school building which exceeds the State statutory limit
($20,959 for 2009).

This policy does not apply to buildings, renovations, or repairs costmg less than the
statutory limit the—State determined—masimwm—or to repair work normally
performed by District employees.

The Board shall advertise for the bids required under subsection:

A. By placing an advertisement for bids at least once in a newspaper of
general circulation in the area where the building or addition is to be
constructed or where the repair or renovation of an existing building
is to take place and by posting an advertisement for bids for at least
two (2) weeks on the Department of Management and Budget
website on a page on the website maintained for this purpose or on
a website maintained by a school organization and designated by the
Department of Management and Budget for this purpose.

B. By submitting the request for bids for placement on the Michigan
Department of Management and Budget's website for school
organizations, including a link to the District's website.

C. The advertisement for bids shall do all of the following:

1. specify the date and time by which all bids must be received
by the Board at a designated location;

2. state that the Board will not consider or accept a bid received
after the date and time specified for bid submission;

3. identify the time, date, and place of a public meeting at which
the Board or its designee will open and read aloud each bid
received by the Board by the date and time specified in
advertisement;
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4, state that the bid shall be accompanied by a sworn and

notarized statement disclosing any familial relationship that
exists between the owner or any employee of the bidder and
any member of the Board or the Superintendent of the
District. A Board shall not accept a bid that does not include
this sworn and notarized disclosure statement.

The Board shall require each bidder for a contract under this policy,
to file with the Board security in an amount not less than 1/20 of
the amount of the bid conditioned to secure the District from loss or
damage by reason of the withdrawal of the bid or by the failure of
the bidder to enter a contract for performance, if the bid is accepted
by the Board.

The Board shall not open, consider, or accept a bid that the Board
receives after the date and time specified for bid submission in the
advertisement for bids as described in subsection C of this policy.

At a public meeting identified in the advertisement for bids
described in subsection C of this policy, the Board or its designee
shall open and read aloud each bid that the Board received at or
before the time and date for bid submission specified in the
advertisement for bids. The Board may reject any or all bids, and if
all bids are rejected, shall readvertise in the manner required by this
policy.
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The Board may consider and provide a preference to bidders
which use a Michigan-based business as the primary contractor.

For purposes of this preference a Michigan-based business
means a business that would qualify for a Michigan preference
for procurement contracts under M.C.L.A. 18,1268, which
requires that the businesses certify that since inception or
during the last twelve (12) months it has done one of the
following:

1. have filed a Michigan business tax return showing an
allocation of income tax base to Michigan

2. have filed a Michigan income tax return showing income
generated in or attributed to Michigan

3. withheld Michigan income tax from compensation paid
to the bidder's owners and remitted the tax to the
Michigan Department of Treasury

This preference shall not apply to any procurement or project
using Federal funds, nor shall it be used if it would violate any
Federal law or requirements.

G. The—marimum—amount—determined—by—the State—and as—The
competitive bid threshold amount specified in this policy
($20,959 for 2009) is adjusted each year by multiplying the
amount for the immediately preceding year by the percentage by
which the average consumer price index for all items for the twelve
(12) months ending August 31st of the year in which the adjustment
is made differs from that index's average for the twelve (12) months
ending on August 3lst of the immediately preceding year and
adding that product to the maximum amount that applied in the
immediately preceding year, rounding to the nearest whole dollar.
The current exempt amount must be confirmed with the Michigan
Department of Education prior to issuing contracts for construction,
renovation, or repair which exceed the amount listed in this policy.

M.C.L.A. 380.1267

Adopted 12/11/06
© NEoLA 2009
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REVISED POLICY — VOLUME 24, NO. 1

SECURITY- AND VIDEO-SURVELLANCE
FACILITY SECURITY

Threugh—this—pelicy—the Beardof Education provides notice—to—allstudents,—the
puablic-and-its—emplovees—of-thepotential use—eof videoswiveillance and-electronie
monitoringin—order—toprotect District property—preomote seeurit—and-protect-the
health—welfare;-end-satetyof students;staff-anddsitors:

The Superintendent shall develop and supervise a program for the security of the
District's students, staff, visitors, school buildings, school grounds, and school

equipment in compliance with statvte and rwles—of-the-State—The Superntendent

may-authorize-the useofvides/telectronic surveilance systems-in-menitering-ackivity
en—schoel-property: State and Federal law. Such a program may include the use

of video surveillance and electronic monitoring equipment in appropriate
public areas in and around the schools and other District facilities, and on
school buses.

Every effort shall be made to apprehend those who knowingly cause serious physical
harm to students, staff, visitors and Bistriet—Board property and to require
prosecution of those who bring harm to persons and/or property. The Board will
seek repairs-repair to rectify the damage or payment of a fee to cover—repairs the
cost of repair or replacement from the person(s) responsible. A reward may be
offered for apprehending such persons.

Appropriate authorities may be contacted in the case of serious offenses.

In the case of students of this District, the Superintendent is authorized to
recommend sanctions against those who fail to meet their obligations.

Juvenile authorities may be contacted in the case of serious offenses.

The Superintendent is authorized to install metal detectors and video
surveillance/electronic surveillance-systems-in-monitoring aetivity-equipment on
school property in order to protect the health, welfare, and safety of students, staff,
visitors and distriet-Board property, and other security devices which~that would
assist in the detection of guns and dangerous weapons at District—Board-
sponsored/controlled events.
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SMM%&HW%WMM;%HHW

’ Mme&mmm%wm
PHFPOSES:

The Superintendent shall report to the Board, no later than the next Board meeting,
any significant incident involving vandalism, theft, personal safety or other security
risk and the measures being taken to address the situation.

Revised 2/11/08
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NEW POLICY - VOLUME 24, NO. 1

VIDEO SURVEILLANCE AND ELECTRONIC MONITORING

The Board of Education authorizes the use of video surveillance and electronic
monitoring equipment at various school sites throughout the District and on school
buses. The video surveillance/electronic monitoring equipment shall be used to
protect Board property and assets from theft and vandalism, through deterrence and
video documentation. The system is not designed nor intended to protect
individuals from being victims of violent or property crimes, nor to detect other
potentially illegal and undesirable activities that may occur, although information
may be used as evidence in such cases.

The monitoring of actions and behavior of individuals who come onto school
property is a significant factor in maintaining order and discipline and protecting
students, staff, visitors, and school and student property. Video
surveillance/electronic monitoring systems serve to complement other means being
employed in the District to promote and foster a safe and secure teaching and
learning environment for students and staff. The Board recognizes that the use of a
video surveillance/electronic monitoring system does not replace the need for the
ongoing vigilance of the school staff assigned by the building principal to monitor
and supervise the school building. Rather, the video surveillance/electronic
monitoring system serves as an appropriate and useful tool with which to augment
or support the in-person supervision provided by staff. The building principal is
responsible for verifying that due diligence is observed in maintaining general
campus security.
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The Superintendent is responsible for approving where and when to install and
operate fixed-location video surveillance/electronic monitoring equipment in the
District. The building principals and administrators responsible for other facilities
shall be responsible for recommending use of video surveillance/electronic
monitoring. The determination of where and when to wuse video
surveillance/electronic monitoring equipment will be made in a nondiscriminatory
manner. Video surveillance/electronic monitoring equipment may be placed in
common areas in school buildings (e.g., school hallways, entryways, the front office
where students, employees and visitors are permitted to freely come and go,
gymnasiums, cafeterias, libraries), the school parking lots and other outside areas,
and in school buses. Except in extraordinary circumstances and with the written
authorization of the Superintendent, video surveillance/electronic monitoring
equipment shall not be used in areas where persons have a reasonable expectation
of privacy (e.g., restrooms, locker rooms, changing areas). The Superintendent shall
carefully consider and consult with District legal counsel before authorizing
placement in, private offices {unless there is express consent given by the office
occupant), or conference/meeting rooms, or in individual classrooms during
instructional times. Security staff and administrators are authorized to carry and
use portable video cameras when responding to incidents.

Any person who takes action to block, move, or alter the location and/or viewing
angle of a video camera shall be subject to disciplinary action.

Legible and visible signs shall be placed at the main entrance to buildings and in the
areas where video surveillance/electronic monitoring equipment is in use. Signs
shall be reasonably designed to notify people that their actions/behavior are being
monitored/recorded. Additionally, the Superintendent is directed to annually notify
parents and students via school newsletters and the Student Handbook, and staff
via the Staff Handbook, of the use of video surveillance/electronic monitoring
systems in their schools.

Any information obtained from video surveillance/electronic monitoring systems
may only be used to support the orderly operation of the School District's schools
and facilities, and for law enforcement purposes, and not for any other purposes. As
such, recordings obtained through the use of video surveillance/electronic
monitoring equipment may be used as evidence in any disciplinary proceedings,
administrative proceeding or criminal proceeding, subject to Board policy and
regulations. Further, such recordings may become a part of a student's education
record or staff member's personnel file,

Ordinarily video surveillance/electronic monitoring equipment will not be used to
make an audio recording of conversation occurring on school grounds or property.
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The Board will not use video surveillance/electronic monitoring equipment to obtain
information for the purpose of routine staff appraisal/evaluation or monitoring.

Recordings of students will be treated as confidential, to the extent allowed by law.
Copies of video recordings containing personally identifiable information about
students shall not be released except as required or authorized by law. Parents or
guardians of minor students, and students who are eighteen (18) years of age or
older, who are charged with disciplinary viclations may view relevant portions of any
video recording related to the charge, upon written request to the building principal,
provided that viewing the recording does not violate State and/or Federal law (ie.,
the privacy rights of any other students whose Images appear on the recording).
Likewise, school personnel may view relevant portions of any video relating to any
disciplinary charge against them, upon written request to the building principal,
provided that viewing the recording does not violate State and/or Federal law (ie.,
the privacy rights of any students whose images appear on the recording). Absent a
clear legal obligation, confidential recordings will only be released through subpoena
or court order.

The Board shall maintain video surveillance/electronic monitoring recordings for a
limited period. Any request to view a recording under this policy must be made
within seven (7) days of the event/incident. Unless an investigation is being
conducted, recordings may be destroyed after thirty (30) days. If, however, action is
taken by the Board/administration, as a result of a formal complaint or incident,
recordings shall be kept for a minimum of one (1) year from the date of the action
taken. Recordings may also be kept beyond the normal retention period if they are
going to be utilized for training purposes.

This policy does not address or cover instances where school officials record a
specific event (e.g., a play, music performance, athletic contest, graduation, or Board
meeting), or an isolated instance where a classroom is videotaped for educational or
research purposes. Authorized videotaping for educational, instructional and/or
research purposes is permitted and is not addressed by this policy.

The Superintendent is directed to develop administrative guidelines to address the

use of video surveillance/electronic monitoring equipment in school buildings,
school buses and on property owned and/or operated by the Board.
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Video surveillance is to be implemented in accordance with this policy and the
related guidelines. The Board will not accept or tolerate the improper use of video
surveillance/electronic monitoring equipment and will take appropriate action in
any cases of wrongful use of this policy.

FERPA, 20 U.S.C. 1232g

34 C.F.R. 99.1-99.67

Title I of the Electronic Communication Privacy Act of 1986
18 U.S8.C. 2510-2521

© NeoLa 2009
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REPLACEMENT POLICY - VOLUME 24, NO. 1

STUDENT NETWORK AND INTERNET ACCEPTABLE USE AND SAFETY

Advances in telecommunications and other related technologies have fundamentally
altered the ways in which information is accessed, communicated, and transferred
in society. Such changes are driving the need for educators to adapt their means
and methods of instruction, and the way they approach student learning, to harness
and utilize the vast, diverse, and unique resources available on the Internet. The
Board of Education is pleased to provide Internet services to its students. The
Board encourages students to utilize the Internet in order to promote educational
excellenice in our schools by providing them with the opportunity to develop the
resource sharing, innovation, and communication skills and tools which will be
essential to life and work in the 21st century. The instructional use of the Internet
will be guided by the Board's policy on Instructional Materials.

The District's Internet system has not been established as a public access service or
a public forum. The Board has the right to place restrictions on its use to assure
that use of the District's Internet system is in accord with its limited educational
purpose. Student use of the District's computers, network, and Internet services
(Network) will be governed by this policy and the related administrative guidelines,
and the Student Code of Conduct. The due process rights of all users will be
respected in the event there is a suspicion of inappropriate use of the Network.
Users have no right or expectation to privacy when using the Network including, but
not limited to, privacy in the content of their personal files, e-mails, and records of
their online activity while on the Network.

The Internet is an electronic highway connecting computers and users in the
District with computers and users worldwide. Access to the Internet enables
students to explore thousands of libraries, databases, and bulletin boards, while
exchanging messages with people throughout the world. Access to such an
incredible quantity of information and resources brings with it, however, certain
unique challenges and responsibilities.

© NEoLA 2009
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First, and foremost, the Board may not be able to technologically limit access, to
services through the Board's Internet connection, to only those services and
resources that have been authorized for the purpose of instruction, study and
research related to the curriculum. Unlike in the past when educators and
community members had the opportunity to review and screen materials to assess
their appropriateness for supporting and enriching the curriculum according to
adopted guidelines and reasonable selection criteria (taling inteo account the varied
instructional needs, learning styles, abilities, and developmental levels of the
students who would be exposed to them), access to the Internet, because it serves as
a gateway to any publicly available file server in the world, will open classrooms and
students to electronic information resources which have not been screened by
educators for use by students of various ages.

Pursuant to Federal law, the Board has implemented technology protection
measures which block/filter Internet access to visual displays that are obscene,
child pornography or harmful to minors. The Board utilizes software and/or
hardware to monitor online activity of students to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and/or
harmful to minors. Nevertheless, parents/guardians are advised that a determined
user may be able to gain access to services on the Internet that the Board has not
authorized for educational purposes. In fact, it is impossible to guarantee students
will not gain access through the Internet to information and communications that
they and/or their parents/guardians may find inappropriate, offensive, objectionable
or controversial. Parents/Guardians assume risks by consenting to allow their child
to participate in the use of the Internet. Parents/Guardians of minors are
responsible for setting and conveying the standards that their children should follow
when using the Internet. The Board supports and respects each family's right to
decide whether to apply for independent student access to the Internet.

The technology protection measures may not be disabled at any time that students
may be using the Network, if such disabling will cease to protect against access to
materials that are prohibited under the Children's Internet Protection Act. Any
student who attempts to disable the technology protection measures will be subject
to discipline.

The Superintendent shall prepare guidelines which address students' safety and
security while using e-mail, chat rooms and other forms of direct electronic
communications, and prohibit disclosure of personal identification information of
minors and unauthorized access (e.g., "hacking"), cyberbullying and other unlawful
or inappropriate activities by minors online.
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Building principals are responsible for providing training so that Internet users
under their supervision are knowledgeable about this policy and its accompanying
guidelines. The Board expects that staff members will provide guidance and
instruction to students in the appropriate use of the Internet. Such training shall
include, but not be limited to, education concerning appropriate online behavior,
including interacting with other individuals on social networking websites and in
chat rooms, and cyberbullying awareness and response. All Internet users (and
their parents if they are minors) are required to sign a written agreement to abide by
the terms and conditions of this policy and its accompanying guidelines.

Students and staff members are responsible for good behavior on the Board's
computers/network and the Internet just as they are in classrooms, school
hallways, and other school premises and school sponsored events. Communications
on the Internet are often public in nature. General school rules for behavior and
communication apply. The Board does not sanction any use of the Internet that is
not authorized by or conducted strictly in compliance with this policy and its
accompanying guidelines. Users who disregard this policy and its accompanying
guidelines may have their use privileges suspended or revoked, and disciplinary
action taken against them. Users granted access to the Internet through the Board's
computers assume personal responsibility and liability, both civil and criminal, for
uses of the Internet not authorized by this Board policy and its accompanying
guidelines.

The Board designates the Superintendent and Director of Technology Services as the
administrators responsible for initiating, implementing, and enforcing this policy
and its accompanying guidelines as they apply to the use of the Network and the
Internet for instructional purposes.

P.L. 106-554, Children's Internet Protection Act of 2000

P.L. 110-385, Title II, Protecting Children in the 21st Century Act

18 U.S.C. 1460

18 U.S.C. 2246

18 U.8.C. 2256 -

20 U.S.C. 6777, 9134 (2003)

20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended (2003}

47 U.8.C. 254(h), (1), Communications Act of 1934, as amended {2003)

Adopted 5/14/01
Revised 5/10/04
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NEW POLICY - VOLUME 24, NO. 1

STAFF NETWORK AND INTERNET ACCEPTABLE USE AND SAFETY

Advances in telecommunications and other related technologies have fundamentally
altered the ways in which information is accessed, communicated, and transferred
in society. Such changes are driving the need for educators to adapt their means
and methods of instruction, and the way they approach student learning, to harness
and utilize the vast, diverse, and unique resources available on the Internet. The
Board of Education is pleased to provide Internet service to its staff. The Board
encourages staff to utilize the Internet in order to promote educational excelience in
our schools by providing them with the opportunity to develop the resource sharing,
innovation, and communication skills and tools which will be essential to life and
work in the 21st century. The Board encourages the faculty to develop the
appropriate skills necessary to effectively access, analyze, evaluate, and utilize these
resources. The instructional use of the Internet will be guided by the Board's policy
on Instructional Materials.

The District's Internet system has not been established as a public access service or
a public forum. The Board has the right to place restrictions on its use to assure
that use of the District's Internet system is in accord with its limited educational
purpose. Staff use of the District's computers, network, and Internet services
(Network) will be governed by this policy and the related administrative guidelines,
and any applicable employment contracts and collective bargaining agreements.
The due process rights of all users will be respected in the event there is a suspicion
of inappropriate use of the Network. Users have no right or expectation to privacy
when using the Network including, but not limited to, privacy in the content of their
personal files, e-mails, and records of their online activity while on the Network.

The Internet is an electronic highway connecting computers and users in the
District with computers and users worldwide. Access to the Internet enables staff
members to explore thousands of libraries, databases, and bulletin boards, while
exchanging messages with people throughout the world. Access to such an
incredible quantity of information and resources brings with it, however, certain
unique challenges and responsibilities.
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First, and foremost, the Board may not be able to technologically limit access to
services through the Board's Internet connection to only those services and
resources that have been authorized for the purpose of instruction, study and
research related to the curriculum. Unlike in the past when educators and
community members had the opportunity to review and screen materials to assess
their appropriateness for supporting and enriching the curriculum according to
adopted guidelines and reasonable selection criteria (taking into account the varied
instructional needs, learning styles, ahilities, and developmental levels of the
students who would be exposed to them), access to the Internet, because it serves as
a gateway to any publicly available file server in the world, will open classrooms and
students to electronic information resources which have not been screened by
educators for use by students of various ages.

Pursuant to Federal law, the Board has implemented technology protection
measures which block/filter Internet access to visual displays that are obscene,
child pornography or harmful to minors. The Board utilizes software and/or
hardware to monitor online activity of staff members to restrict access to child
pornography and other material that is obscene, objectionable, inappropriate and [or
harmful to minors.

The technology protection measures may not be disabled at any time that students
may be using the Network, if such disabling will cease to protect against access to
materials that are prohibited under the Children's Internet Protection Act. Any staff
member who attempts to disable the technology protection measures will be subject
to disciplinary action, up to and including termination.

The Superintendent or Technology Director may disable the technology protection
measure to enable access for bona fide research or other lawful purposes.

The Superintendent is directed to prepare guidelines which address students' safety
and security while using e-mail, chat rooms and other forms of direct electronic
communication, and prohibit disclosure of personal identification information of
minors and unauthorized access (e.g., "hacking"), cyberbullying and other unlawful
or inappropriate activities by minors online. Staff members are reminded that
personally identifiable student information is confidential and may not be disclosed
without prior written parental permission.

© NEOLA 2009
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Building principals are responsible for providing tfraining so that Internet users
under their supervision are knowledgeable about this policy and its accompanying
guidelines. The Board expects that staff members will provide guidance and
instruction to students in the appropriate use of the Internet. Such training shall
include, but not be limited to, education concerning appropriate online behavior,
including interacting with other individuals on social networking websites and in
chat rooms, and cyberbullying awareness and response. All Internet users are
required to sign a written agreement to abide by the terms and conditions of this
policy and its accompanying guidelines.

Staff members are responsible for good behavior on Board's computers /network and
the Internet just as they are in classrooms, school hallways, and other schaol
premises and school sponsored events. Communications on the Internet are often
public in nature. General school rules for behavior and communication apply. The
Board does not sanction any use of the Internet that is not authorized by or
conducted strictly in compliance with this policy and its accompanying guidelines.
Users who disregard this policy and its accompanying guidelines may have their use
privileges suspended or revoked, and disciplinary action taken against them. Users
granted access to the Internet through the Board's computers assume personal
responsibility and liability, both civil and criminal, for uses of the Internet not
authorized by this policy and its accompanying guidelines.

The Board designates the Superintendent and Technology Director as the
administrators responsible for initiating, implementing, and enforcing this policy
and its accompanying guidelines as they apply to the use of the Network and the
Internet for instructional purposes,

P.L. 106-554, Children's Internet Protection Act of 2000

P.L. 110-385, Title II, Protecting Children in the 21st Century Act

18 U.S.C. 1460

18 U.S.C. 2246

18 U.S.C, 2256

20 U.S.C. 6777, 9134 (2003)

20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended {2003)

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended (2003)
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NEW POLICY - VOLUME 24, NO. 1

NETWORK ACCESS FROM PERSONALLY-OWNED COMPUTERS
AND/OR OTHER WEB-ENABLED DEVICES

District students and employees, as well as contractors, vendors and agents of the
District, shall not be permitted to access the District's server and internal network,
while on-site at a District facility, from their personal computers and/or
web-enabled devices of any type.

Exceptions to this policy must be approved in advance, in writing, by the
Superintendent.
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NEW POLICY - VOLUME 24, NO. 1

REMOTE ACCESS TO THE DISTRICT'S NETWORK

Access to the District's Website (www.vicksburgcommunityschools.org) is
encouraged.

The following resources shall be available on the District's website:
A. the District's calendar of events
B. (gradebook program)
C. (required State reports)
D. Board agendas and minutes

The Board encourages employees, parents, students, and community members to
check the District's website regularly for changes to these resources and for the
addition of other resources. Some resources may require a user name and
password, or a login procedure due to the personally identifiable nature of the
information provided through that resource (e.g., the gradebook program and e-mail
system). If a user name and password, or login procedure, is necessary to access a
resource, information shall be provided on the website explaining who is eligible for
a user name and password, how to obtain a user name and password, and detailed
instructions concerning the login process.

Access to the District Network through Server

Board members, District employees, and/or students, as well as contractors and/or
agents of the District, are permitted to use their personally-owned or District-owned
computer or workstation and/or web-enabled devices of any type to remotely (i.e.
away from District property and facilities) access the District's server and thereby
connect to the District's Network. This policy is limited to remote access
connections that are used to do work on behalf of or for the benefit of the District,
including, but not limited to, reading or sending e-mail and reviewing District-
provided intranet web resources and completing assigned coursework.
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Each individual granted remote access privileges pursuant to this policy must
adhere to the following standards and regulations:

A. his/her device computer/device must have, at the minimum, the
anti-virus software specified in the District's standards for remote
access and connection

B. the individual may only access the Network using his/her assigned
user name and password

The individual must not allow other persons, including family
members, to use his/her user name and password to login into the
Network. The user may not go beyond his/her authorized access.

C. his/her device may not be connected to any other network at the
same time s/he is connected to the Network, with the exception of
personal networks that are under the complete control of the user

D. the individual may not access non-District e-mail accounts (e.g.
Hotmail, Gmail, Yahoo, AOL, and the like) or other external
resources while connected to the Network

E. his/her device may not, at any time while the individual is using
remote access to connect to the Network, be reconfigured for the
purpose of split tunneling or dual homing

F. use of the Network is contingent upon the individual abiding by the
terms and conditions of the District's Network and Internet
Acceptable Use and Safety policy and guidelines

Users may be required to sign the applicable agreement form
(Form 7540.03 F1 or Form 7540.04 F1) prior to being permitted to
use remote access.

Additional standards and regulations for remotely accessing and connecting to the
District network shall be developed and published in AG 7543 - Standards and
Regulations for Remote Access and Connection.

Any user who viclates this policy may be denied remote access and connection
privileges.

Any employee who viclates this policy may be disciplined, up to and including
termination; any contractor, vendor, and/or agent who violates this policy may have
his/her contract with the District terminated; and any student who violates this
policy may be disciplined up to and including suspension or expulsion.
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NEW POLICY - VOLUME 24, NO. 1

ELECTRONIC COMMUNICATIONS

The advancement of technology has provided many new ways for individuals to
communicate with one another. These electronic communications inclhude social
networking sites, instant messaging, text messaging, e-mailing and photo-sharing,
among others. Additional methods of electronic communication can be anticipated
as the technology continues to evolve.

However, use of such technology must be approached with caution by School
District employees. Given the nature of the communications, there is a significant
potential both for inappropriate use and for alleged inappropriate use. To protect
staff and students, the following restrictions are established:

A. Electronic communications with students should be appropriate in
tone, content, and guantity. Stalking, harassment, or other
unwelcome behaviors are prohibited, including any type of sexually
suggestive comments, photos, or graphics.

B. Electronic communications with other employees should be
appropriate in tone, content, and quantity. Stalking, harassment, or
other unwelcome behaviors are prohibited.

C. Electronic communications during work time shall only be allowed
for work-related matters or personal emergencies. Work time is
defined as all paid work time that is not a designated break or meal
period.

The District may require the employee to produce records for review when there is
reason to believe that this policy has been viclated. Records within the District's
control may be reviewed periodically to assure that this policy is being complied
with, These may include Internet logs, cellphone records, or other similar
documentation.

Questions regarding acceptable electronic communications or unwelcomed

electronic communications from someone associated with the District should be
submitted to Technology Director.
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NEW POLICY - VOLUME 24, NO. 1

INFORMATION MANAGEMENT

The Board of Education recognizes its responsibility, in certain circumstances, to
maintain information created, maintained or otherwise stored by the District outside
the "Records Retention Schedule”. In such situations, a "Litigation Hold" procedure
will be utilized to identify and preserve information relevant to a specific matter.
"Information" includes both paper documents and electronically stored information
("ESI").  When implementing the "Litigation Hold," the District will identify
individuals in possession or custody of paper documents, ESI and electronic media
containing ESI, and inform them of their obligation to preserve the documents and
ESI outside the "Records Retention Schedule". The District will also identify third
parties with custody or control over paper documents, ESI, or electronic media
storing ESI, and request them to preserve that information. All information falling
within a "Litigation Hold," which is under the control of the District, must be
preserved in a readily accessible form and cannot be disposed of under the "Records
Retention and Disposal” requirements. Failure to comply with a Litigation Hold
niotice may result in disciplinary action, up to and including possible termination.

Instances where the Board must maintain information outside the "Records
Retention Schedule" include:

A. when the Board has specific information and/or written notice from
an individual, parent or student of an intent to file an appeal of
student discipline to State court;

B, when the Board has specific information and/or written notice that
litigation is imminent even though the litigation has not yet been
filed in Federal or State court;

C. when the Board is served with litigation, including, but not limited
to, notice of a lawsuit in Federal or State court, or notice of a
student disciplinary appeal to State court;

D. when the Board receives specific information and/or written
notification from an employee, labor union, or other person of an
intent to file a claim against the Board, its members, employees or
agents at an administrative agency such as the Equal Employment
Opportunity Commission, Michigan Employment Relations
Commission, U.S. Department of Education Office for Civil Rights,
State Personnel Board of Review, or a Civil Service Commission
regarding a claim against the Board, its members, employees or
agents;
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E. when the Board receives specific information and/or written

notification from an administrative agency such as the Equal
Employment Opportunity Commission, Michigan Employment
Relations Commission, U.S. Department of Education Office for Civil
Rights, State Personnel Board of Review, or a Civil Service
Commission regarding a claim against the Board, its members,
employees or agents;

F. when the Board receives written notification from a third party
requesting that the Board maintain information that could be at
issue in litigation or potential litigation against that third party;

G. when the Superintendent recommends the termination of an
employee to the Board pursuant to a labor contract;

H. when the Board explores, contemplates or initiates litigation.
Definitions

"Documents” includes, but is not limited to, writings, drawings, graphs, charts,
photographs, blueprints, sound recordings, images and other data or data
compilations stored in any medium from which information can be obtained or
translated if necessary.

"ESI" includes, but is not limited to, writings, drawings, graphs, charts,
photographs, blueprints, sound recordings, images and other data or data
compilations stored in any electronic media from which information can be obtained
or translated if necessary. It includes, but is not limited to, e-mails, e-mail
attachments, instant messages, word processing files, spreadsheets, pictures,
application program and data files, databases, data files, metadata, system files,
electronic calendar appointments, scheduling program files, TIFF files, PDF files,
MPG files, JPG files, GIF files, network share files, internal websites, external
websites, newsgroups, directories, security and access information, legacy data,
audio recordings, voice mails, phone logs, faxes, internet histories, caches, cookies
or logs of activity on computer systems that may have been used to process or store
electronic data.
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"Electronic media" includes, but is not limited to, hard drives (including portable
hard disk drives "HDD's"), floppy drives, disaster recovery media, and storage media
(including DVD's, CD's, floppy discs, Zip discs/drives, Jazz discs/drives, USB
memory drives, jump disc/drives, flash discs/drives, keychain discs/drives, thumb
discs/drives, smart cards, micro-film, backup tapes, cassette tapes, cartridges, etc.),
accessed, used and/or stored on/in/through the following locations: networks and
servers; laptop and desktop work computers; home and personal computers; other
computer systems; backup computers or servers; archives; personal digital
assistants ("PDAs" - including Palm, Blackberry, cellular phone, tablet PC, etc.);
pagers; firewalls; audit trails and logs, printers; copiers; scanners; digital cameras;
photographic devices; and video cameras and devices. Electronic media shall also
include any item containing or maintaining ESI that is obtained by the District for
Board member or employee usage or that an employee uses for such purpose (even if
privately owned by the Board member or employee) from the date this policy is
adapted into the future.

Initiation and Removal of a "Litigation Hold"

The Board or the Superintendent may initiate a "Litigation Hold" under this policy.
If the Superintendent initiates a "Litigation Hold," s/he or the Board's legal counsel
will notify the Board of the reason the Litigation Hold was instituted and its scope.
When implementing a Litigation Hold, the Board or Superintendent may utilize an
Electronically Stored Information Team ("ESI Team"). The Board's legal counsel
shall be involved in implementation of the "Litigation Hold Procedure" outlined in
AG 8315.

A "Litigation Hold" shall remain in place until removed by the Board. A "Litigation
Hold" may be removed when the litigation or administrative agency matter has been
resolved or can no longer be initiated. Any information maintained under this policy
shall fall back under the "Records Retention Schedule" once the "Litigation Hold" is
removed.

The Superintendent shall develop administrative guidelines outlining the procedures
to be followed by Board members and employees when initiating and implementing a

'Litigation Hold." This policy and its related administrative guidelines shall be
posted and distributed in the manner described in AG 8315.

Federal Rules of Civil Procedure 34, 37(f)
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