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T A B L E  O F  C O N T E N T S



A U D I T  O B J E C T I V E  A N D  S C O P E

June 2021
1. Develop Policies to Facilitate Full

Compliance with TAC Requirements High

August 2021Medium

4. Enhance User Management

Medium February 2021

2. Develop Framework to Implement
Separation of Duties

Medium August 2021

5 Deploy Logon Banners on Technology
Resources Low
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E X E C U T I V E  S U M M A R Y

The objective of the audit was to assess the college's compliance with TAC 202 requirements. The scope of

the audit encompassed current operations. 

A U D I T  O B J E C T I V E  &  S C O P E

Overall, a framework of policies and procedures to facilitate full compliance with TAC 202 requirements has

not been completely developed. Opportunities exist to enhance the college's compliance with the Security

Control Standards Catalog.

A U D I T  R E C O M M E N D A T I O N S

D E S I G N A T E D  M A N A G E M E N T

C O N C L U S I O N

Mr. Michael Dickson,

Chief Innovation Officer

Responsible Parties

3. Strengthen Governance of Shared
Accounts

Imp l emen t a t i o n  Da t eRe commenda t i o n            R i s k  L e v e l

Mr. Matthew Shane Ammons,

Chief Information Security Officer

February 2021



Texas Administrative Code (TAC) Title 1, Part 10, Chapter 202, Information Security

Standards, Subchapter C, Security Standards for Institutions of Higher Education, outlines

the security policies of the State of Texas that apply to institutions of higher education as

follows:

The information security controls prescribed by TAC 202 are expansive and encompass

multiple facets of the technology landscape. Overall, there are 19 mandated controls

groups. The following chart outlines the control groups and the number of requirements

within each group that must be implemented.

Responsibilities of the Institution Head

Responsibilities of Information Security Officer

Security Reporting

Staff Responsibilities

Institution Information Security Program

Managing Security Risks

Security Control Standards Catalog (SCSC)

TAC Code De s c r i p t i o n

§202.70

§202.71

§202.72

§202.73

§202.74

§202.75

§202.76
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B A C K G R O U N D  

Control Groups Mandated by the Security Control Standards Catalog

https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=70
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=71
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=72
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=73
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=70
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=70
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=76


The desired goal with prescribing TAC 202 requirements is

to improve an organization's information security posture.

Per the Texas Department of Information Resources (DIR),

the SCSC “initiated by DIR to help state agencies and

higher education institutions implement security controls.

It specifies the minimum information security

requirements that state organizations must employ to

provide the appropriate level of security relevant to level of

risk”. 

TAC 202 was updated by a statewide committee of

information security officers in 2015 to move it closer to

Federal Information Security Management Act (FISMA) and

National Institute of Standards and Technology (NIST)

800-53, Security and Privacy Controls for Federal

Information Systems and Organizations. 
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B A C K G R O U N D  

An information security officer has been designated.

The required security plan was submitted to the Department of Information

Resources (DIR) as required for fiscal year 2020.

Information security training to educate users on information security risks was

offered to employees.

T A C  2 0 2  T I M E L I N E

TAC 202 is amended to

apply to institutions of

higher education

N o v e m b e r  2 0 0 4

M a r c h  2 0 1 5

TAC 202 updated in line

with federal requirements

S e p t e m b e r  2 0 1 9

Requirements of Senate Bill

64 go into effect and

mandate compliance with

information security

standards for junior colleges

C O M P L I A N C E  N O T E D

The following instances of compliance were noted as the audit was completed:

https://nvd.nist.gov/800-53/Rev4/control/RA-5
https://nvd.nist.gov/800-53/Rev4/control/RA-5
https://nvd.nist.gov/800-53/Rev4/control/RA-5
https://nvd.nist.gov/800-53/Rev4/control/RA-5
https://nvd.nist.gov/800-53/Rev4/control/RA-5


Report  # 20-02 6 TAC 202 Audit

The objective of the audit was to assess the college's compliance with TAC 202

requirements. The scope of the audit encompassed current operations. 

To satisfy audit objectives, the following procedures were performed:

Reviewed and gained an understanding of existing policies and procedures over

information security. 

Interviewed Information Security personnel to gain an understanding of relevant

processes.

Reviewed the Information Security Plan that was submitted to the Department of

Information Resources (DIR).

Tested supporting documentation and identified controls for compliance with TAC 202

Security Control Standards.

A U D I T  O B J E C T I V E  A N D  S C O P E                   

M E T H O D O L O G Y

The examination was conducted in partial conformance with the guidelines set forth in the

Institute of Internal Auditor's International Standards for the Professional Practice of Internal

Auditing.  The Standards are statements of core requirements for the professional practice of

internal auditing.  Those standards require that sufficient and appropriate evidence is

obtained in performing and planning the audit to provide a reasonable basis for the findings

and conclusions based on the audit objectives. With the exception of compliance with

Standard - 2340 related to supervision, the evidence obtained provides a reasonable basis for

the findings and conclusion based on the audit objectives.



A U D I T  R E S U L T S  &  M A N A G E M E N T  R E S P O N S E S

Level 0 - Non-Existent

In a review of the security plan submitted to the DIR,

the prescribed methodology for completing the

report offered six ranking tiers when self-assessing

the college in fulfilling applicable TAC 202

requirements. Level zero signified the least mature

control state, whereas level five signified the most

mature control state. Since the college does not have

comprehensive policies to address all the security

controls applicable under TAC 202, 43 out of the 46

security controls noted on the annual security plan

are below the defined state. See Appendix 1 for

additional detail on the ranking of each security

control that was submitted to DIR. Without formal

policies that address all the domains of TAC 202, the

college risks non-compliance with applicable

requirements.

Level 1  - Initial

Level 2 - Repeatable

Level 3 - Defined

Level 4-  Managed

Level 5 - Optimized

3
4

"Each institution of higher education shall
develop, document, and implement an
institution of higher education-wide
information security program…….

The program shall include: 
policies, controls, standards, and
procedures that 

  (A) are based on the risk assessments       
        required by §202.75 of this chapter; 

  (B) cost-effectively reduce information        
         security risks to a level acceptable to      
         the institution head; 

  (C) ensure that information security is      
        addressed throughout the life cycle of        
        each institution of higher education                       
        information resource"

TAC §202.74 -Institution Information

Security Program states :

1. Develop Policies to Facilitate Full Compliance with TAC Requirements

Risk Level: High                 Category:  Governance
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According to Fiscal Year
2020 Security Plan

DIR's Prescribed Ranking Tiers

Maturity of Security Controls

https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=74
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=74
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=74
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Recommendation: 

Security policies to facilitate full compliance with TAC requirements should be developed.

Subsequently, a plan to achieve the defined maturity level at a minimum for all the security

controls should be developed.

Management Response:

IT Management will work with Collin College Leadership and DIR to design and implement

an online IT Security Policy Page. The specific goal will be to improve each of the 43 objectives

within the Collin College Security Plan, 25% by June 10, 2021.

Person Responsible for Implementation: 

Matthew Shane Ammons, Chief Information Security Officer



Individuals outside of the Office of Procurement have privileges to set up a vendor

and process accounts payable payments.

Individuals who serve in information technology-related roles maintain the

capability to perform business functions such as setup vendors, onboard employees,

and process payroll. 

The annual access review performed in the fiscal year 2019 did not identify the

segregation of duty conflicts. Without consistent segregation of duties (SOD),

individuals may be able to override controls. Overall, the concept of least privilege is not

consistently followed as multiple individuals had higher privileges assigned than was

necessary to accomplish their assigned job duties.

2.  Develop Framework to Implement Separation of Duties

Risk Level: Medium                Category:  Governance / Compliance

"State organizations shall ensure adequate
controls and separation of duties for tasks
that are susceptible to fraudulent or other
unauthorized activity."

SCSC Control AC-5 states: There is currently no process in place to ensure that

conflicting job responsibilities are kept separated

when access is assigned to users. As a result, the

following instances to improve segregation exist:
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Recommendation: 

The responsible data-owners should identify the conflicting responsibilities that should be

separated. (A non-exhaustive SOD matrix is included in Appendix 2). Subsequently, the Office

of Technology should develop a separation of duties matrix that can be utilized at the time

privileges are assigned to ensure conflicting responsibilities are not assigned to the same

individual. The concept of least privilege should be followed when security is assigned in

WorkDay.

18 assets  $ 90,399.80



Report  # 20-02 10 TAC 202 Audit

Management Response:

Current implementation and migration from BANNER to Workday provide a developed

framework for separation of duties. This recommendation will be complete with the Workday

implementation.

Person Responsible for Implementation: 

Matthew Shane Ammons, Chief Information Security Officer



3. Strengthen Governance of Shared Accounts

Risk Level: Medium                Information Technology / Security

"Each user of information resources shall
be assigned a unique identifier except
for situations where risk analysis
demonstrates no need for individual
accountability of users. User
identification shall be authenticated
before the information resources system
may grant that user access."

SCSC Control AC-3 states:
A documented risk analysis has not been

performed for all shared accounts that are utilized

at the college. Additionally, there is no established

process for reissuing credentials at the time when

an individual who had knowledge of the shared

account leaves the institution. 

Without an established process for updating the

credentials for shared accounts after employee

turnover, unauthorized access to information

systems may not be prevented, and since shared

accounts are not designated to specific users,
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Recommendation: 

A documented risk analysis for all shared accounts should be performed. Additionally, a

process for reissuing account credentials for shared accounts should be implemented when

organizational changes take place.

Management Response:

Current implementations of OneLogin and Workday provide embedded governance of

shared accounts. IT Management will work to develop and implement future policies and

procedures in accordance with TAC 202 guidelines.

Person Responsible for Implementation: 

Matthew Shane Ammons, Chief Information Security Officer

SCSC Control AC-2 states:

"Establishes a process for reissuing
shared/group account credentials (if
deployed) when individuals are removed
from the group."

it would be difficult to identify unauthorized access.

https://statutes.capitol.texas.gov/Docs/GV/htm/GV.403.htm#403.2715
https://statutes.capitol.texas.gov/Docs/GV/htm/GV.403.htm#403.2715


Recommendation: 

User management practices should be enhanced to terminate access privileges consistently.

Management Response:

IT Management is working with Collin College Leadership to develop policies and procedures

for account provisioning and decommissioning. User management will be enhanced with the

automated tools provided in Workday.

Person Responsible for Implementation: 

Matthew Shane Ammons, Chief Information Security Officer

271 users were identified that maintained access to

the college's IT resources after they were

terminated in payroll. The department responsible

for processing the access termination requests is

required to wait on an authorization to terminate 

"The organization, upon termination of
individual employment:
 a. Disables information system access."

4. Enhance User Management

Risk Level: Medium                Information Technology / Security

SCSC Control PS-4 states:
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 users. Unauthorized access to the college's IT resources may not be prevented if access

is not terminated in a timely manner. 

Number of Terminated Users That Maintained Access

67

160

28

6

Time Since

Termination

https://statutes.capitol.texas.gov/Docs/GV/htm/GV.403.htm#403.2715


5. Deploy Logon Banners on Technology Resources

Risk Level: Low                Information Technology / Security

The College's technology resources (applications

and computing devices) are not configured to

display banners that fulfill the requirements of TAC

202.  Logon banners may offer the college legal

recourse after a security violation has occurred. 
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Recommendation: 

Logon banners in line with TAC requirements should be consistently deployed on technology

resources.

Management Response:

IT Management will work with the server team to develop access-based policies to display

login banners based on industry security standards and TAC 202.

Person Responsible for Implementation: 

Matthew Shane Ammons, Chief Information Security Officer

"System identification/logon banners
shall have warning statements that
include the following topics: •
Unauthorized use is prohibited; • Usage
may be subject to security testing and
monitoring; • Misuse is subject to
criminal prosecution; and • Users have
no expectation of privacy except as
otherwise provided by applicable
privacy laws."

SCSC AC- 8 System Use Notification states:

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Security%20Control%20Standards%20Catalog.pdf


C O N C L U S I O N    
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Overall, a framework of policies and procedures to facilitate full compliance with TAC 202

requirements has not been completely developed. Opportunities exist to enhance the

college's compliance with the Security Control Standards Catalog.
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Risk Level Definition

High probability of occurrence that would significantly impact
Collin College.  If not addressed timely, could directly impact
achievement of a strategic or important operational objective of
Collin as a whole.

Priority

The risks are considered to be undesirable and could
moderately expose the college.  Without appropriate controls,
the risk will occur some of the time.

Medium

Low
Low probability of various risk factors occurring.  Even with no
controls, the exposure to the college will be minimal.

High

Risks are considered to be substantially undesirable and pose a
moderate to significant level of exposure to the college's
operations.    Without appropriate controls, the risk will happen
on a consistent basis.

Definitions of Risks

Compliance 
Cost Savings
Financial Reporting
Governance
Information Technology / Security
Operations
Reputation

P R I O R I T Y  F I N D I N G S  A N D  R I S K  M A T R I X

  A U D I T  O B S E R V A T I O N  C A T E G O R I E S           
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A P P E N D I X  1  -  S E C U R I T Y  P L A N  S U B M I T T E D  T O  D I R

Ensuring the appropriate security of retained information and approved
sharing under defined conditions with required safeguards and assurance.
Includes the requirements of HIPAA, Texas Business & Commerce Code,
and agency defined privacy policies that include and expand upon
regulatory and legal requirements for establishing contractual/legal
agreements for appropriate and exchange and protection.

1.
Privacy and
Confidentiality Level  2

Ma t u r i t y  

L e v e l

S e cu r i t y

Ob j e c t i v e
De f i n i t i o n

Data classification provides a framework for managing data assets and
information resources based on utility to the organization, intrinsic
financial value and impact of loss and other associated risks. To apply the
appropriate levels of protection as required by state and federal law as well
as proprietary, ethical, operational, and privacy considerations, data,
whether electronic or printed, must be classified. The data owner should
consult with the Information Security organization and legal counsel on
the classification of data as Restricted, Confidential, Agency-Internal, or
Public. Consistent use of data classification reinforces with users the
expected level of protection of data assets in accordance with required
security policies.

2.
Data
Classification Level  2

Identification and prioritization of all of the organization's information
assets so that they are prioritized according to criticality to the business, so
that protections can be applied commensurate with the assets
importance.

3.

Critical
Information
Asset Inventory

Level  0

Maintain the organization’s security policy framework, standards, and
guidelines. Defines the acceptable use policy for agency information
resources. Contributes to the definition of enterprise standards and secure
configuration standards to ensure alignment to security specifications and
risk management requirements. There will be situations where the strict
application of an information security standard would significantly impair
the functionality of a service. The exception management process provides
a method for evaluating the risks associated with non-compliant
conditions and tracking the exception until expiration.

4.

Enterprise
Security Policy,
Standards and
Guidelines

Level  1

Catalog the security activities that are required to provide the appropriate
security of information and information resources throughout the
Enterprise. Evaluate the control activities that have been implemented in
terms of maturity, scope/breadth of implementation, effectiveness or
associated deficiency to assure required protection levels as specified by
security policy, regulatory/legal requirements, compliance mandates, or
organizational risk thresholds. Ensure that control activities are performed
as required and performed in a manner that is auditable and verifiable.
Identify control activities that are not implemented or are not effective at
achieving the defined control objectives. Oversee the implementation of
required controls to ensure ongoing audit readiness and effective control
implementations.

5.

Control
Oversight and
Safeguard
Assurance

Level  0



The assessment and evaluation of risk within the information resources
and technology to ensure that business operations are capable of
delivering programs and services efficiently and effectively within
acceptable tolerances potential negative outcomes.

6.

Information
Security Risk
Management

Level  2
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A P P E N D I X  1  -  S E C U R I T Y  P L A N  S U B M I T T E D  T O  D I R

Ma tu r i t y  

L e v e l

S e cu r i t y

Ob j e c t i v e
De f i n i t i o n

The set of responsibilities and practices exercised by the board and
executive management with the goal of providing strategic direction,
ensuring that objectives are achieved, ascertaining that risks are managed
appropriately and verifying that the enterprise's resources are used
responsibly.

7.

Security
Oversight and
Governance

Level  0

The assessment and evaluation of risk with the use of "cloud" technologies
including Software as a Service (SAAS), Platform as a Service (PAAS), and
Information as a Service (IAAS), to ensure that business operations are
capable of delivering programs and services efficiently and effectively
within acceptable tolerances potential negative outcomes.

9.
Cloud Usage
and Security

Level 1

Evaluate systems and applications in terms of design and architecture in
conjunction with existing or available controls to ensure that current and
anticipated threats are mitigated within acceptable risk tolerances.
Includes an analysis of in-place systems periodically or when significant
change occurs as well as the analysis of the introduction of new
technology systems.

10.

Security
Assessment &
Authorization /
Technology
Risk
Assessments

Level  1

Evaluation of third party providers and external vendors to ensure security
requirements are met for information and information resources that will
be transmitted, processed, stored, or managed by external entities.
Includes contract review as well as the development of service level
agreements and requirements.

11.

External
Vendors and
Third Party
Providers

Level  2

Monitor the legislative and industry landscape to ensure security policy is
updated in consideration of changes that are pertinent or applicable to the
organization. Facilitate any validation audits, assessments or reporting that
is necessary to assure compliance to applicable laws, regulations, or
requirements. Includes the HIPAA Privacy Office(r), IRS Safeguard Reviews,
and responses to third party inquiries into the security of the organization.

8.

Security
Compliance
and Regulatory
Requirements

Level  3

Level  2

An enterprise information security architecture that is aligned with
Federal, State, Local and agency data security and privacy requirements.
Using a roadmap and emerging technology evaluation process, the
Information Security Program will stay abreast of the continued evolution
of security solutions, processes, and technology to identify continuous,
ongoing ways to deliver technology and information securely.

12.

Enterprise
Architecture,
Roadmap and
Emerging
Technology

Level  1



Ensure that the development and implementation of new systems meets
the requirements necessary to assure the security of information and
resources.

13.

Secure System
  Services,
Acquisition &
Development

Level  2
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A P P E N D I X  1  -  S E C U R I T Y  P L A N  S U B M I T T E D  T O  D I R

Ma tu r i t y  

L e v e l

S e cu r i t y

Ob j e c t i v e
De f i n i t i o n

Define, prepare, deliver, and facilitate an ongoing awareness campaign
utilizing a wide variety of mediums and delivery mechanisms to effectively
and constantly educate the organization on security related information,
threats, and technology risks.

14.

Security
Awareness and
Training

Level  3

Establish the rules and administrative guidelines governing the use of
cryptography and key management in order to ensure that data is not
disclosed or made inaccessible due to an inability to decrypt.

16. Cryptography
Level 1

Ensure that baseline configurations and inventories of information
systems (including hardware, software, firmware, and documentation) are
established and maintained throughout the respective system
development life cycles. Establishes and enforces security configuration
settings for information technology products employed in information
systems. Ensures all systems are operating under configurations that have
been agreed upon according to organizational risk management.

17.

Secure
Configuration
Management

Level  2

Establishes a set of rules and administrative guidelines to manage
changes in a rational and predictable manner. In addition, it provides for
the necessary documentation of any changes made so as to reduce any
possible negative impact to the Users of IR systems. Changes include, but
are not limited to implementation of new functionality, interruption of
service, repair of existing functionality, and the removal of existing
functionality.

18.
Change
Management

Level  2

Define, prepare, deliver, and facilitate an ongoing awareness campaign
utilizing a wide variety of mediums and delivery mechanisms to effectively
and constantly educate the organization on privacy requirements and
information related to the protection of privacy risks and protections.

15.

Privacy
Awareness and
Training

Level  2

Level  2

Plans for emergency response, backup operations, and post-incident
occurrence recovery for information systems are established, maintained
and effectively implemented to ensure the availability of critical
information resources and continuity of operations in emergency
situations. Backing up data and applications is a business requirement.

19.
Contingency
Planning Level  2



The protection of digital and non-digital information system media, the
assurance that access to information on information system media is
limited to authorized users, and requirements that information system
media is sanitized or destroyed before disposal or release for reuse.

20. Media Level  2
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A P P E N D I X  1  -  S E C U R I T Y  P L A N  S U B M I T T E D  T O  D I R

Ma tu r i t y  

L e v e l

S e cu r i t y

Ob j e c t i v e
De f i n i t i o n

Assure that physical access to information systems, equipment, and the
respective operating environments is limited to authorized individuals.
Protect the physical locations and support infrastructure for information
systems to ensure that supporting utilities are provided for to limit
unplanned disruptions.

21.

Physical and
Environmental
Protection

Level  2

Requires all third party providers to comply with all security policies and
standards. Establishes personnel security requirements including roles
and responsibilities with limits on access requirements defined in
accordance to least privileged and data minimization methodologies.
Monitors providers for compliance.

23.

Third-Party
Personnel
Security

Level 2

Ensure that systems are installed and maintained in a manner that
prevents unauthorized access, unauthorized use, and service disruptions
by configuring operation systems and software with appropriate
parameters. Includes the removal of default accounts/passwords,
disablement of unnecessary protocols/ports/services, and the ongoing
distribution and installation of service packs/patches.

24.

System
Configuration
Hardening and
Patch
Management

Level  2

Processes used to ensure access to applications, servers, databases, and
network devices in the environment is limited to authorized personnel.
Access is to be limited to authorized users, processes acting on behalf of
authorized users, or authorized devices.

25. Access Control

Level  2

Ensuring that individuals responsible for agency information are identified
and their responsibilities are clearly defined. Any individuals occupying
positions of responsibility within the agency (including third-party service
providers) are trustworthy and meet established security criteria for those
positions. Ensuring that information resources are protected during and
after personnel actions such as terminations and transfers.

22.

Personnel
Security Level  2

Level  2

Account Management establishes the standards for the creation,
monitoring, control, and removal of accounts. A request process for
accounts that includes authorization, approval for access by data owners,
and acknowledgement of the user of their responsibilities are controls that
assure proper account management. Periodic reviews of access
entitlements as well as prompt removal of access during role change or
employment termination are also controls that are part of account
management.

26.

Account
Management

Level  2



The design, implementation, configuration, administration, maintenance,
monitoring, and ongoing support of security systems used to enforce
security policy and provide security services. Systems include firewalls,
Intrusion Prevention Systems (IPS), Internet Proxy Servers, Security
Information and Event Management (SIEM) systems, and other control
enforcement or monitoring systems.

27.

Security
Systems
Management

Level  0
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Network equipment such as servers, workstations, routers, switches and
printers should be installed in a manner that prevents unauthorized access
while limiting services to only authorized users. A perimeter should be
established to delineate internal systems and prevent unauthorized
external parties from tampering, attempting access or connecting without
approved remote access methods.

28.

Network
Access and
Perimeter
Controls

Level  2

Solution designed to detect and prevent potential data breach incidents
where sensitive may be disclosed to unauthorized personnel by malicious
intent or inadvertent mistake. Detection of data at risk can be performed
while in use at the endpoint, while in motion during transmission across
the network, and while at rest on data storage devices.

30.

Data Loss
Prevention Level 2

The verification of the claimed identity of users, processes, or devices as a
prerequisite to permitting access. Password standards establish the rules
for the creation, length and complexity requirements, distribution,
retention and periodic change as well as suspension or expiration of
authenticators.

31.

Identification
and
Authentication

Level  2

As digital messaging (e-mail, cellular messaging, etc.) has become an
integral part of the business process, its abuse has also grown. This abuse
often is manifested as “SPAM” or “junk” messaging which has the potential
to, beyond its annoying nature, slow-down and/or clog the infrastructure
required to process electronic messages. To limit the effects of “SPAM”,
messages will be examined for content and filtered as required.

32. Spam Filtering

Level  2

The enforcement of controls used to block access to Internet websites
based upon categories of content, application types and granular
application functions, time of day or amount of utilization, or the
dynamically updated reputation of the destination. 

29.

Internet
Content
Filtering

Level  2

Level  2

Additional considerations must be made for portable devices and the
specific configuration and enforcement of controls will likely require
special consideration.

33.

Portable and
Remote
Computing

Level  2



Establishes the requirements for protections such as link encryption,
secure file transmission protocols, retention of files on source and
destination systems, integrity validation, and restrictions for access at all
levels (i.e. user/process, system, and network).

34.

Security
Systems
Management Level  1
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Assessment and monitoring of vulnerability detection and remediation
including patch  management processes, configuration management,
system, database and  application security vulnerabilities. Test and
evaluate security controls and security defenses to ensure that required
security posture levels are met.  Perform and/or facilitate ongoing and
periodic penetration testing of security defenses. Evaluate results of
various penetration tests to provide  risk based prioritization of mitigation.

35.
Vulnerability
Assessment Level 1

Analysis of security events and alerts as detected by the array of security
enforcement devices and log collection facilities implemented throughout
the Enterprise environment.

37.

Security
Monitoring and
Event Analysis

Level 1

Establishes an operational incident handling capability for information
systems that includes adequate preparation, detection, analysis,
containment, recovery, and response activities. The Incident Response
program is used to track, document, and report incidents to appropriate
officials and/or authorities.

38.

Cyber-Security
Incident
Response

Level  1

Management of events, issues, inquiries, and incidents when detected or
reported to include all phases from investigation through resolution.
Responsible for notifying and escalating incidents to appropriate
personnel and coordinating activities to ensure timely isolation and
containment, impact analysis, and any resulting remediation / resolution
requirements.

39. Privacy Incident
Response

Level  2

The prevention, detection and cleanup of Malicious Code (including virus,
worm, Trojan, Spyware and other similar variants). Protection is
accomplished at varying layers including at the host, at the network, or at
the gateway perimeter. Protection mechanisms must be updated
periodically and frequently to address evolving threats and monitored to
provide manual intervention where required.

36.
Malware
Protection

Level 1

Level  1

Managing the recovery of data and applications in the event of loss or
damage (natural disasters, system disk and other systems failures,
intentional or unintentional human acts, data entry errors, or systems
operator errors).

40.

Portable and
Remote
Computing

Level  2



Processes, policies, and procedures that enable organizations to establish
an accurate and verifiable record of system relevant actions whether
manual or automated for investigatory and accountability purposes.

41.
Audit Logging
and
Accountability

Level  1

Report  # 20-02 22 TAC 202 Audit

A P P E N D I X  1  -  S E C U R I T Y  P L A N  S U B M I T T E D  T O  D I R

Ma tu r i t y  

L e v e l

S e cu r i t y

Ob j e c t i v e
De f i n i t i o n

Ensures that the necessary knowledge, skills, hardware, software, and
supporting infrastructure are available at a reasonable cost to support
information systems operations. Includes the monitoring and planning of
future system developments that enable the organization to leverage
modern technology and reduce technical debt.

42.

Information
Systems
Currency

Level 1

Analysis of security events and alerts as detected by the array of security
enforcement devices and log collection facilities implemented throughout
the Enterprise environment.

DS 

2.

Security
Monitoring and
Event Analysis

Level 2

Establishes an operational incident handling capability for information
systems that includes adequate preparation, detection, analysis,
containment, recovery, and response activities. The Incident Response
program is used to track, document, and report incidents to appropriate
officials and/or authorities.

DS  

3.

Cyber-Security
Incident
Response

Level  2

Ensuring that the code and processes that go into developing applications
are as secure as possible. Includes not only the application's processes, but
the processes used in the development of the application.

DS

 1.

Secure
Application
Development

Level 2

Scanning a system for known vulnerabilities, quantifying the
vulnerabilities' risk levels based on the system's exposure to them, and
preparing risk plans for each vulnerability.

DS

  4.

Vulnerability
Testing Level  3
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