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Link to Prior Privacy Policy

Welcome to MagicSchool, operated by Magic School, Inc ("MagicSchool"). We provide
teachers and school staff with online access to generative artificial intelligence tools
through our website, browser extensions, and other services (collectively our "Services"). At
MagicSchool we prioritize safety and respect your privacy.

This Privacy Policy describes how we collect, use, disclose, share, or otherwise process
your personally identifiable information ("PII" or "personal data") when you visit our website
or use our other Services. The categories of information we collect and how it is used will
depend on your interactions with us.

If you use our student-facing features or products, such as MagicStudent, please see our
Student Data Policy to learn more about how we process Student Data. If you are a
teacher, school, school district or other educational institution (“Educational Institution”)
that uses our student-facing Services such as MagicStudent (“Student-Facing Services”)
for an educational purpose, then the use of the Student-Facing Services is subject to our
Student Data Privacy Addendum. For all Student-Facing Services, the Student Data Privacy
Addendum is incorporated herein by reference unless your Educational Institution has
entered into a separate agreement with us that includes reasonably equivalent
protections with regard to student data.

i. What Data We Collect
MagicSchool collects the following types of personal data when you visit our
Websites or use our Services. We take steps to minimize the collection of
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personal data from the product to only what is necessary to provide the
services.

a. Information We May Collect via Technological Means.
Our servers, which are hosted by a third-party service provider,
collect certain technical data about your device and software,
including your browser type, operating system, IP address (a number
that is automatically assigned to your computer when you use the
Internet, which may vary from session to session and may indicate
your general location), domain name, and/or a time stamp of your
visit. We automatically gather this data and store it in log files each
time you visit our website or access an account on our network.
Unless you have provided PII in connection with your use of the
Services (for example, by creating an account), we cannot use such
technical data to identify your name or contact information.
We may also directly collect analytics data, or use third-party
analytics tools, to help us measure traffic and usage trends in
connection with the Services. We collect and use this analytics
information in aggregate form such that it cannot reasonably be
used to identify any particular individual.

b. Cookies, web beacons and other tracking technologies.
We may also use various technical mechanisms such as cookies,
web beacons and similar tracking technologies to monitor how users
use our Services. "Cookies" are small pieces of information that a
website sends to your computer's hard drive while you are viewing a
website. "Web beacons" refer to various tracking technologies used
to check whether you have accessed some content on our Services.
We use cookies for the following purposes, specifically:

Performance Cookies: These cookies allow us to count visits and
traffic sources, so we can measure and improve the performance
of our site. They help us know which pages are the most and least
popular and see how visitors move around the site. All information
these cookies collect is aggregated and therefore anonymous. If
you do not allow these cookies, we will not know when you have
visited our site.
Functional Cookies: These cookies allow the provision of enhanced
functionality and personalization, such as videos. They may be set
by us or by third-party providers whose services we have added to
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our pages. If you do not allow these cookies, then some or all of
these features may not function properly.
Strictly Necessary Cookies: These cookies are necessary for the
website to function and cannot be switched off in our systems.
They are usually only set in response to actions made by you
which amount to a request for services, such as setting your
privacy preferences, logging in or filling in forms. You can set your
browser to block or alert you about these cookies, but some parts
of the site may not work then.

We may link the information we store in cookies or through other
mechanisms to the PII you submit while using our Services. We may
use both session cookies (which expire once you close your web
browser) and persistent cookies (which stay on your computer until
you delete them) to provide you with a more personal and
interactive experience on our Services. You can remove persistent
cookies at any time by following the directions in the "Help" section of
your Internet browser. You can also disable all cookies on your
Internet browser. If you choose to disable cookies, be advised that
you can still visit our Websites, but some components of our Services
may not be available or work properly.

We do not allow third-parties to use a user’s data to create an
automated profile or engage in data enhancement for the purposes
of personalized advertisement.

We use third-party analytics and tracking tools solely to help deliver
and improve our Services. These third-party service providers are
prohibited from using your personal information for their own
purposes, including creating profiles or engaging in targeted
advertising.

c. Information Provided by You When Visiting Our Websites.
You may visit our Websites if you wish without creating an account or
providing us with any information about yourself.

However, if you decide to use certain Services, you may be asked for
information that we need in order to provide you with the Services
requested. For example, if you decide to sign up for newsletters from
us, attend a demonstration or virtual event, create an individual
account to use our Services, or apply as an organization to join our AI
Innovators program or other offerings, MagicSchool may collect
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some or all of the following PII from you: (1) first and last name, (2)
school or organization name, (3) role or job title, (4) email address,
(5) phone number, (6) location information including state/province
and country, and (7) where applicable, a user-generated password
for your account. You may also be provided the opportunity to
provide a profile image or other information for your account profile.

If you provide us with feedback or contact us via email (e.g., in
response to an employment or a program application on our
Website), we will collect your name and email address, as well as
any other content or information included in or attached to your
email, in order to send you a reply. If you order Services from us for a
fee, we may also collect information needed for billing and payment
purposes that will be processed through a secure third-party
payment processor.

We may combine the information we collect directly from you with
information we obtain from public sources, partners, and other third
parties and use such combined information in accordance with this
Privacy Policy.

ii. How We Use the Data We Collect.
In summary, we use your personal data to respond to your requests, to
provide, secure, and enhance the Services, and to comply with our legal
obligations. In particular, MagicSchool uses your PII for the following purposes
as necessary and as permitted by applicable law:

Identify you as a user or visitor of our Services;
Facilitate the creation of and secure your account for use of our Services;
Provide and administer your use of the Services;
Personalize and improve the quality of your experience when you interact
with our Services;
Send you a welcome e-mail to verify ownership of an e-mail address
provided when your account was created;
Send you administrative e-mail notifications, such as security or support
and maintenance messages;
Respond to your inquiries and requests;
Provide you with newsletters you request or surveys;
Send you information about upgrades and special offers related to our
Services;
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Comply with applicable laws and regulatory requirements;
Respond to lawful requests, court orders and legal process; and
Protect our legal interests or those with whom we do business.

We may also compile statistical or anonymized, non-personally identifiable
information and use or transfer such information for any purposes; provided,
however, that such data has been fully de-identified and cannot in any way
be traced back to the customer or user and does not contain any personally
identifiable information. We may also use such anonymized information to
help train our AI models or use aggregated information publicly to show
trends about the general use of our services. All customer data is encrypted
at rest with AES-256 and in transit via TLS.

Third-Party Online Analytics Services
In connection with our Website and emails, we may use third-party online
analytics services, such as those of Google Analytics. These analytics services
use automated technologies to collect information (such as email address, IP
address, and device identifiers) to evaluate, for example, use of our products
and services and to diagnose technical issues. To learn about how Google
Analytics collects and processes data, you may visit
https://policies.google.com/technologies/partner-sites.

Third-Party AI Services
We utilize application program interfaces ("API") to power the AI functionality
of our Services from multiple AI vendors. A current list of these vendors can be
found in our DPA in our subprocessors list.

We prioritize data security and compliance with applicable data protection
laws. However, we recommend reviewing the privacy policies of our AI
providers to understand their specific data handling practices.

Key items of note:

1. No AI provider we use has the right to train models on any data processed
on Magic School’s behalf.

2. Any data sent through these APIs is retained for up to 30 days solely for
abuse and misuse monitoring before being permanently deleted—unless
required by law to retain it longer.
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Other Third-Party Services
It's important to us that we keep your information safe and secure. In order to
help Magic School provide, maintain, protect and improve our services, Magic
School shares information with other partners, vendors and trusted
organizations to process it on our behalf in accordance with our instructions,
Privacy Policy, and any other appropriate confidentiality, security or other
requirements we deem appropriate. These companies will only have access
to the information they need to provide the Magic School service. You can find
information on these partners and subprocessors we work with in our
DPA here. This list may change over time, and we’ll work hard to keep it up-to-
date.

We do not share your personal data with third parties for their own marketing
purposes, including direct marketing. We do not permit contextual
advertisements, marketing, or other third-party advertising and promotion in
our services. This policy applies to all users, regardless of location. Your
personal data will only be shared with third-party service providers in order to
fulfill the specific services you have requested from Magic School and in
compliance with this Privacy Policy.

MagicSchool's use and transfer to any other app of information received from
Google APIs will adhere to Google API Services User Data Policy, including the
Limited Use requirements.

Personalized Advertising
We do not use or disclose Student Data for targeted advertising purposes.
Specifically, personalized advertising (ads based on a user’s personal
information) is not used or displayed in Magic School’s products. We are
committed to protecting the privacy and data of our students. We do not
share student data with third-party advertisers or use it to create profiles for
advertising purposes.

Automated Decision-Making
MagicSchool does not use in connection with the Services automated
decision-making, including profiling, in a way that produces legal effects
concerning you or which significantly affects you.

iii. Information Sharing and Disclosure
To the extent permitted by applicable law, MagicSchool may disclose your PII
in the following circumstances:
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a. Service Providers.
We may engage our affiliates or third-party organizations or individuals to
support us in connection with the purposes listed above, such hosting
providers, subcontractors, and third-party payment processors.

b. Law Enforcement.
It may be necessary − by law, legal process, litigation, and/or requests from
public and governmental authorities within or outside your country of
residence − for MagicSchool to disclose your PII. We may also disclose your
PII if we determine disclosure is reasonably necessary to enforce our terms
and conditions or protect our operations or users.

c. Business Transfer.
We may share your PII if MagicSchool engages in a merger, acquisition,
bankruptcy, dissolution, reorganization, sale of some or all of MagicSchool's
assets, financing acquisition of all or a portion of our business, a similar
transaction or proceeding, or steps in contemplation of such activities (e.g.,
due diligence).

d. Prior Consent.
We may also disclose your PII in other circumstances with your prior
informed consent. Service providers acting on our behalf are obliged to
adhere to confidentiality requirements no less protective than those set
forth herein and will only receive access to your PII as necessary to perform
their functions.

iv. How We Protect Your Data -- Security
We are committed to protecting the security of information received via the
Services, including PII. If we collect PII from you, we provide reasonable and
appropriate administrative, technical, and physical security controls designed
to protect your PII from unauthorized access, use, or disclosure. Despite our
efforts, no security controls are 100% risk-free, and MagicSchool does not
warrant or guarantee that your PII will be secure in all circumstances. If you
create an account, you are responsible for keeping your account credentials
and passwords secure and not allowing others to use your account.

v. Student Data.  
When an Educational Institution makes our student-facing services such as
MagicStudent available to students, MagicSchool may collect and process
personal information related to identifiable students (“Student Data”).
MagicSchool collects and uses Student Data for educational purposes only as
authorized by the Educational Institution and subject to its control.
MagicSchool enters into student data privacy agreements with individual
Educational Institutions which govern our use and responsibilities for Student
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Data. We process Student Data solely as directed by the applicable
Educational Institution under these agreements. For more information about
the principles that guide our collection, use and disclosure of Student Data,
please refer to our Student Data Policy. You can also contact an Educational
Institution directly if you would like to learn more about its privacy practices.

No student profile or student work is made available or visible to the public or
to any other students directly from the service. Educators may allow their
students to share their work with other students, educators, school
administrators in their school, but no mechanisms exist to allow students to
publicize or "post" directly from the service.

Other than the above, the Services do not directly provide any other form of
messaging or communication between users.

vi. Your Data, Your Choice
Please note if you are a California resident, please see Section IX "Additional
Information for California Residents" below for more information about your
privacy rights under California law.

a. Opt-Out.
We offer you choices regarding the collection, use, and sharing of your PII.
Where permitted by applicable law, we may periodically send you free
newsletters and e-mails that directly promote the use of our products or
services. When you receive newsletters or promotional communications
from us, you may indicate a preference to stop receiving further
communications from us and you will have the opportunity to "opt-out" by
following the unsubscribe instructions provided in the e-mail you receive or
by contacting us directly. Despite your indicated e-mail preferences for
other matters, we may send you administrative notices such as updates to
our Terms of Use or Privacy Policy and similar account notices.

b. Your Rights to Access, Correct, or Delete Your Personal Information.
You may edit any of your PII in your account on the Services, including
contact information and/or notification settings, by editing your account
profile. You may have the right to make other requests under applicable
law related to your personal data in our possession, and depending on
applicable law, you may have the right to appeal our decision regarding
your request. Contact us at security@magicschool.ai if you have questions
or a request regarding your personal data. Your rights may include a right
to access your personal data that we process and transfer it, correct it,
delete it (erasure), restrict it or object to its sale or use for direct marketing
purposes, and to not be retaliated against for exercising your rights. We will
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do our best to honor your requests.
If we deny a request and you have a right to appeal, we will provide
information about how to exercise that right in our response. If you are in
the EU or UK, you can contact your data protection authority to file a
complaint or learn more about local privacy laws.
You may request that we delete your account information by sending an
email to security@magicschool.ai, but please note that we may be required
(by law or otherwise) to keep this information and not delete it (or to keep
this information for a certain time, in which case we will comply with your
deletion request only after we have fulfilled such requirements).
MagicSchool will respond to such requests within thirty (30) days or sooner
if required by applicable law. When we delete account information, it will be
deleted from the active database, but may remain in our archives for a
limited amount of time. We will otherwise retain your information for as long
as your account is active, as needed to provide you with the Services you
have requested, or as necessary to comply with our legal obligations,
resolve disputes, and enforce our agreements.

c. Information Processed Under the Direction of Customers.
If a school or other organization has registered for the Services (a
"Customer") and your PII has been collected by MagicSchool as a result of
such organization's use of the Services, MagicSchool collects and processes
any such PII of yours under the directions of the relevant Customer. If these
circumstances apply to you and you wish to access, edit, delete, or exercise
any rights you may have under applicable data protection laws with
respect to any PII that we have collected about you, please direct your
query to the relevant Customer as this may expedite the completion of your
request. We nevertheless provide reasonable assistance to our Customers
to give effect to data subject rights as appropriate and required by
applicable laws.

vii. Links to Third-Party Sites
Our provision of a link to any website or location outside of the Services is for
your convenience and does not signify our endorsement of such other
website or location or its contents. When you click on such a link, you will leave
our site and go to another site. During this process, a third party may collect
data, including PII, from you. Please be aware that the terms of this Privacy
Policy do not apply to these outside websites or content, or to any collection
of data after you click on a link to a third party. We encourage you to carefully
read the privacy statement of any other website you visit.
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viii. Cross Border Data Transfers
MagicSchool is located in the United States. By accessing or using the
Services, or otherwise providing information to us, you understand that your
information may be subject to processing, transfer, and storage in other
locations. In the event that MagicSchool transfers your Personal Data from the
European Economic Area ("EEA") to a country which is not subject to an
adequacy decision by the European Commission, or which may not provide
for the same level of data protection as the EEA, MagicSchool will ensure that
the recipient of your PII offers an adequate level of protection. This may
include such measures as entering into standard contractual clauses for the
transfer of data as approved by the European Commission, gaining your prior
consent, or other appropriate measures in accordance with applicable law.

ix. Additional Information for California Residents
If you are a California resident, California law requires us to provide you with
some additional information regarding how we collect, use, and share your
"personal information" (as defined in the California Consumer Privacy Act
("CCPA")).

a. How We Source, Use, and Disclose Information for Business Purposes.
The chart below details the categories of personal information we collect,
the sources of such personal information, and how we use and share such
information for business purposes.

Categories of
Personal
Information
Collected

Sources of
Personal
Information

Purposes for Use of
Personal
Information (see
"How We Use the
Data We Collect"
for more
information)

Disclosures of
Personal
Information for
Business Purposes
(see "Information
Sharing and
Disclosure" for
more information)

Contact
information (e.g.,
name, email
address,
organization, role,
phone number,
mailing address
including
state/province,
country)

*  You *  Provide the
services requested
and customer
service
*  Communicate
with you
*  Analyze use of
and personalize
the services
*  Improve the

*  Service providers
*  Law enforcement
in the event of a
lawful request
*  With entities in
the event of a
business
transaction
*  With your
consent
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services
*  Provide security,
prevent fraud, and
for de-bugging
*  Comply with
legal requirements

Financial and
transactional
information (e.g.,
payment account
information and
donation history)

*  You
*  Payment
processors

*  Process service
fees
*  Communicate
with you
*  Comply with
legal requirements

*  Payment
processors
*  Law enforcement
in the event of a
lawful request
*  With entities in
the event of a
business
transaction
*  With your
consent

Login information
(e.g., your account
name and
password)

*  You *  Provide the
services and
customer service
*  Provide security,
prevent fraud, and
for de-bugging
*  Comply with
legal requirements

*  Service providers
*  Law enforcement
in the event of a
lawful request
*  With entities in
the event of a
business
transaction
*  With your
consent

Device and online
identifier
information (e.g., IP
address, browser
type, operating
system, general
location inferred
from IP address,
and similar
information)

*  You,
through
your device

*  Provide the
services and
customer service
*  Analyze use of
and personalize
the services
*  Improve the
services
*  Provide security,
prevent fraud, and
for de-bugging

*  Service providers
*  Law enforcement
in the event of a
lawful request
*  With entities in
the event of a
business
transaction
*  With your
consent
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*  Comply with
legal requirements

Service usage
information (e.g.,
the dates and
times you use the
services, how you
use the services,
and the content
you interact with
on the services)

*  You,
through
your device

*  Provide the
services and
customer service
*  Analyze use of
and personalize
the services
*  Improve the
services
*  Provide security,
prevent fraud, and
for de-bugging
*  Comply with
legal requirements

*  Service providers
*  Law enforcement
in the event of a
lawful request
*  With entities in
the event of a
business
transaction
*  With your
consent

b. Please note that the above chart does not describe the Student Data
that we process. For more information about our privacy practices
with regard to Student Data, please refer to our Student Data Policy.
In short – Student Data are processed solely on behalf of specific
Educational Institutions under a student data privacy agreement. If
you have questions about an Educational Institution’s privacy
practices, you should contact the Educational Institution directly.

c. Your California Privacy Rights.
If you are a California resident, the CCPA allows you to make certain
requests about your personal information. Specifically, the CCPA
allows you to request us to:

Inform you about the categories of personal information we collect
or disclose about you; the categories of sources of such
information; the business or commercial purpose for collecting
your personal information; and the categories of third parties with
whom we share/disclose personal information.
Provide access to and/or a copy of certain personal information
we hold about you.
Delete certain personal information we have about you.
Provide you with information about the financial incentives that we
offer to you, if any.

The CCPA further provides you with the right not to be discriminated (as
provided for in applicable law) for exercising your rights. Please note that
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certain information may be exempt from such requests under California law.
For example, we need certain information in order to provide our services to
you. We also will take reasonable steps to verify your identity before
responding to a request. In doing so, we may ask you for verification
information so that we can match at least two verification points with
information we maintain in our files about you. If we are unable to verify you
through this method, we shall have the right, but not the obligation, to request
additional information from you.
Please also note that if your personal information has been collected by
MagicSchool as a result of a Customer's (as defined above) use of our
services, MagicSchool collects and maintains your personal information
under the directions of the relevant Customer. If these circumstances apply to
you and you wish to access or delete any personal information that we have
collected about you, please direct your query to the relevant Customer as this
may expedite the completion of your request. We nevertheless provide
reasonable assistance to our Customers to give effect to consumer choices
as appropriate and required by applicable laws.

If you would like further information regarding your legal rights under
California law or would like to exercise any of them, or if you are an authorized
agent making a request on a California consumer's behalf, please contact us
at security@magicschool.ai.

The CCPA provides certain rights if a company "sells" personal information, as
such term is defined under the CCPA. We do not engage in activities that
would be considered "sales" of personal information under the CCPA.

Shine the Light Disclosure: The California "Shine the Light" law gives residents
of California the right under certain circumstances to request information
from us regarding the manner in which we share certain categories of
personal information (as defined in the Shine the Light law) with third parties
for their direct marketing purposes. We do not share your personal
information with third parties for their own direct marketing purposes.

Do Not Track Signals: MagicSchool does not track users over time and across
third-party websites and therefore does not respond to Do Not Track ("DNT")
signals from web browsers. Further, because there currently is no industry
standard concerning what, if anything, a service should do when they receive
such signals, we currently do not take action in response to these signals.
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x. Other State Laws
Data protection laws change and update frequently, and we endeavor to
always comply with applicable laws where we operate. If you have any
questions, concerns, or requests regarding the handling of your personal
information, contact us at  security@magicschool.ai. Please note we may
take reasonable steps to verify your identity and the authenticity of the
request.

xi. Changes to Our Privacy Policy
MagicSchool reserves the right to change this Privacy Policy. MagicSchool will
provide notification of the material changes to this Privacy Statement through
our Website and, where appropriate, when you login to your account or by
email to any email address of yours we may have on file, at least thirty (30)
days prior to the change taking effect.

xii. Contact Us
MagicSchool welcomes your comments, questions, and concerns regarding
our Privacy Policy. Please contact us at security@magicschool.ai or at our
mailing address below:
MagicSchool
Attn: Legal Department
4845 Pearl East Cir Ste 118 PMB 83961
Boulder, CO 80301-6112

MagicSchool participates in the iKeepSafe Safe Harbor program. If you have
any questions or need to file a complaint related to our privacy policy and
practices, please do not hesitate to contact the iKeepSafe Safe Harbor
program at COPPAprivacy@ikeepsafe.org

Supplemental GDPR Privacy Statement
This Supplemental GDPR Privacy Statement is relevant to any individual
located in the European Economic Area who uses our Services.

European Union Regulation 2016/679 of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the
free movement of such data ("GDPR"), requires MagicSchool to provide
additional and different information about its data processing practices to
data subjects in the EEA. If you are accessing the Services from a member
state of the EEA, this Supplemental GDPR Privacy Statement applies to you.
For purposes of the GDPR, MagicSchool 4845 Pearl East Cir Ste 118 PMB 83961
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Boulder, CO 80301, is the data controller of your personal information.

Legal Basis of Processing. In general, the legal basis for MagicSchool's
processing of your personal data in connection with the Services is Article 6(1)
(b) of the EU GDPR, which allows processing of personal data as necessary for
the performance of a contract or to fulfill your requests.

As exceptions, MagicSchool relies on your consent with respect to cookies
that are not strictly necessary and direct marketing emails per Article 6(1)(a)
of the EU GDPR; and pursues legitimate interests under Article 6(1)(f) of the EU
GDPR with respect to situations where MagicSchool needs to process your
personal data to comply with applicable laws (as a U.S.-based company,
MagicSchool is subject to U.S. laws and must comply with them) or processes
your personal data to improve our business and Services.

Personal Data Transfers outside of the EEA. MagicSchool may transmit some
of your personal data to a country where the data protection laws may not
provide a level of protection equivalent to the laws in your jurisdiction,
including the United States. As required by applicable law, MagicSchool will
provide an adequate level of protection for your personal data using various
means, including, where appropriate:

relying on a formal decision by the European Commission that a certain
country ensures an adequate level of protection for personal data (a full list
of such decisions may be accessed online here:
http://ec.europa.eu/justice/data-protection/international-
transfers/adequacy/index_en.htm);
entering into appropriate data transfer agreements based on language
approved by the European Commission, such as the Standard Contractual
Clauses (2010/87/EC and/or 2004/915/EC), which are available upon
request at security@magicschool.ai;
implementing appropriate physical, technical and organizational security
measures to protect Personal Data against accidental or unlawful
destruction, accidental loss or alteration, unauthorized disclosure or access,
and against all other unlawful forms of processing;
and taking other measures to provide an adequate level of data protection
in accordance with applicable law.

Any onward transfer is subject to appropriate onward transfer requirements
as required by applicable law.
Data Retention. MagicSchool keeps personal data as long as required to
provide the Services you have requested or registered for and comply with
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applicable laws.

Data Subject Rights. You have a right to request from MagicSchool access to
and rectification or erasure of your personal data or restriction of processing
concerning you, as well as the right to data portability under the GDPR. You
also have the right to object, on grounds relating to your particular situation,
at any time to the processing of your personal data by us and we can be
required to no longer process your personal data. In general, you have the
right to object to our processing of your personal data for direct marketing
purposes. If you have a right to object and you exercise this right, your
personal data will no longer be processed for such purposes by us. You can
exercise such rights by accessing the information in your account, submitting
request by email to security@magicschool.ai.

If you have provided consent for cookies that are not strictly necessary, direct
marketing emails or other data processing based on your consent, you have
the right to withdraw your consent at any time, without affecting the
lawfulness of processing based on consent before its withdrawal. You have
the right to lodge a complaint with a supervisory authority.

Your Choices. You are not required to provide any personal data to
MagicSchool but if you do not provide any personal data to MagicSchool,
certain Services may not be available or operate correctly. You may visit our
Websites without consenting to cookies that are not strictly necessary; the
only consequence is that our Services may be less tailored to you or you will
not receive our newsletters or other Services you requested.

Profiling. MagicSchool does not use in connection with the Services
automated decision-making, including profiling, in a way that produces legal
effects concerning you or which significantly affects you.

Specific location and other sensitive data. We do not collect or process
biometric information or specific location information from your devices, nor
do we collect or process other "sensitive data" about you, with the exception
of your address and payment card information in the event you provide
payment for Services, in which case such information is securely processed
by our third-party payment processor and we make no other use of such
personally identifiable information.

EU and UK Representation.
If you are in the European Union/EEA, you may address privacy-related
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inquiries to our EU representative pursuant to Article 27 GDPR: EU: EU-
REP.Global GmbH, Attn: MagicSchool, Inc., 24114 Kiel, Germany
magicschool.ai@eu-rep.global
www.eu-rep.global

If you are in the United Kingdom, you may address privacy-related inquiries to
our UK representative pursuant to Article 27 GDPR: UK: DP Data Protection
Services UK Ltd., Attn: MagicSchool, Inc., 16 Great Queen Street, Covent Garden,
London, WC2B 5AH, United Kingdom
magicschool.ai@eu-rep.global
www.eu-rep.global

xiii. Supplemental Incident Response Plan Overview. The information below provides an
overview of MagicSchool’s basic incident response plan. For the full detailed policy,
please contact security@magicschool.ai.

MagicSchool's incident response plan follows a structured process to address data
breaches and security incidents. Initially, the IT Security Team is responsible for
detecting and identifying the incident and promptly documenting relevant details
upon detection. Following this, the Data Protection Officer and IT Security Team
assess the scope and impact of the incident within 24 hours, determining the types
of data affected and the number of individuals involved.

The containment phase involves immediate action to prevent further data loss,
which may include isolating affected systems or revoking access privileges. This is
carried out by the IT Security Team and Network Administrators as soon as possible
post-identification. Notification to relevant internal stakeholders is the responsibility
of the Legal Department and Data Protection Officer, with specific procedures in
place for teacher PII breaches in compliance with EdLaw 2D, requiring notifications to
affected individuals, regulatory bodies, and other necessary entities within 72 hours
of assessment.

The investigation phase involves a thorough inquiry into the cause of the incident,
with evidence preservation for potential legal actions or regulatory inquiries. This
task is performed by the IT Security Team, and external forensic experts may be
involved if necessary. Remediation efforts, including vulnerability mitigation and
security policy updates, are handled by the IT Department and Data Protection
Officer, with immediate implementation and ongoing review.

Documentation of all actions taken, timelines, decisions, and lessons learned is
continuously maintained by the Data Protection Officer and Legal Department
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throughout the process. Communication with affected individuals and addressing
media inquiries is carried out by the Communications Department and Legal
Department according to the incident response plan's guidelines.

Finally, a post-incident review, led by Senior Management, the IT Security Team, and
the Data Protection Officer, assesses the response's effectiveness and guides
adjustments to policies, training, and technical safeguards within one month post-
incident.

xiv. Change of Control:  Over time, Magic School may grow and reorganize. We may
share your information, including personal information with affiliates such as a
parent company, subsidiaries, joint venture partners or other companies that we
control or that are under common control with us, in which case we will require those
companies to agree to use your personal information in a way that is consistent with
this Privacy Policy.  

In the event of a change to our organizations such that all or a portion of Magic
School or its assets are acquired by or merged with a third-party, or in any other
situation where personal information that we have collected from users would be
one of the assets transferred to or acquired by that third-party, this Privacy Policy
will continue to apply to your information, and any acquirer would only be able to
handle your personal information as per this policy (unless you give consent to a
new policy). We will provide you with notice of an acquisition within thirty (30) days
following the completion of such a transaction, by posting on our homepage and by
email to your email address that you provided to us. If you do not consent to the use
of your personal information by such a successor company, subject to applicable
law, you may request its deletion from the company.

In the unlikely event that Magic School goes out of business, or files for bankruptcy,
we will protect your personal information, and will not sell it to any third-party.

Legal

Privacy
Policy

Terms

Resources

Support

Professional
Development

Products

For
Schools
& Districts

Pric Our Solutions Community Resources About

5/12/25, 9:33 AM Privacy Policy | MagicSchool

https://www.magicschool.ai/privacy-security/privacy-policy 18/19

https://www.facebook.com/magicschoolai/
https://www.instagram.com/magicschoolai/
https://x.com/magicschoolai
https://www.youtube.com/@magicschoolai
https://www.tiktok.com/@magicschoolai
https://www.linkedin.com/company/magicschool-ai/
https://bsky.app/profile/magicschoolai.bsky.social
https://www.magicschool.ai/privacy-security/privacy-policy
https://www.magicschool.ai/privacy-security/terms-of-service
https://intercom.help/magic-school-inc/en/
https://www.magicschool.ai/professional-development
https://www.magicschool.ai/magicschool-for-districts
https://www.magicschool.ai/pricing
https://www.magicschool.ai/


TEACHERS ARE MAGIC and
MAGICSCHOOL are trademarks
of Magic School, Inc.

Accessibility

Sustainability

Case Studies

Blog

Press

For
Teachers

For
Students

FAQs

Pricing

Pric Our Solutions Community Resources About

5/12/25, 9:33 AM Privacy Policy | MagicSchool

https://www.magicschool.ai/privacy-security/privacy-policy 19/19

https://www.magicschool.ai/accessibility
https://www.magicschool.ai/privacy-security/sustainability
https://www.magicschool.ai/case-studies
https://www.magicschool.ai/blog
mailto:press@magicschool.ai?subject=Press%20Inquiry
https://www.magicschool.ai/magicschool
https://www.magicschool.ai/magicstudent
https://www.magicschool.ai/faq
https://www.magicschool.ai/pricing
https://www.magicschool.ai/pricing
https://www.magicschool.ai/

