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HEARTLAND BUSINESS SYSTEMS Statement of Work

Initiation

Heartland Business Systems (HBS) engineers will work with Minnesota Independent School District #191
to identify, define, unify, and coordinate strategy and implementation efforts from project inception to
project close. We want this project to be a success for you; both short term and long term. Our team and
process work together to complete the project on time, within budget, and within scope.

Purpose of Document

This Statement of Work (SOW) describes the professional services to be provided by Heartland for
Minnesota ISD #191. It describes the deliverables, schedule, as well as the approval and change control
process. When mutually executed for implementation, this SoW becomes contractually binding on HBS
and Minnesota ISD #191 under the terms and conditions of the HBS Standard Terms and Conditions (STC)
document.

Executive Project Overview

Heartland Business Systems is pleased to present the attached proposal to assist Minnesota Independent
School District #191 (Minnesota ISD #191) in its’ evaluation of its network security. HBS has created this
customized statement of work, based on its core offerings, that will encompasses the following key areas
of analysis and testing. These areas include:

e External Vulnerability Assessment

e Internal Vulnerability Assessment

e Wireless Security Assessment

e Social Engineering Assessment (phone, email, physical)
e Cyber Security Framework Controls Assessment

e |T Contingency Assessment

It is important to note that security testing will not include exploitation attempts on systems that have
been found to have vulnerabilities, as exhaustive penetration testing can often create instabilities in
systems and applications. It is the intent to only report on discovered vulnerabilities and provide
recommendations for remediation.

At the end of the engagement, Heartland Business Systems will deliver a professional report that includes
an executive summary, technical summary, as well as the technical details of our findings and remediation
recommendations. Any critical issues identified while performing the assessment will be reported
expediently after validation, and prior to the final report.

Order of Precedence

Any ambiguity or inconsistency between or among the terms of this SoW and the STC shall be resolved by
giving priority and precedence in the following order:

1. This Statement of Work (SoW)
2. Standard Terms and Conditions (STC)
3. Non-Disclosure Agreement (NDA), if not incorporated in the STC

Anything not addressed in this SOW is out-of-scope and not included in these quoted services. Either
party may submit a Change Request to the other party, in accordance with the HBS Change Request
process identified in Appendix A of this document, to modify the scope of this project.
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HEARTLAND BUSINESS SYSTEMS Statement of Work

Scope

Heartland Business Systems works to ensure that projects include the work required to successfully
complete the project or statement of work. In scope and out of scope items are detailed to confirm all
project components and work being completed.

In Scope
The following areas are considered in-scope for this SoW:

e External Vulnerability Assessment

The external testing is designed to help Minnesota ISD #191 understand its current exposure
related to providing externally available, internet based, IT services. In order to identify possible
system weaknesses, Heartland will leverage a range of network information gathering and testing
techniques including vulnerability scanning and analysis. These actions will be conducted from
an unauthenticated perspective using tools and techniques similar to what a hacker would utilize
when performing reconnaissance on potential targets. Heartland Business System utilizes a wide
range of tools to perform these actions, from publically available to world-class commercial
testing tools. In execution of this aspect of the scope, HBS will:

o Perform targeted security testing of all IP addresses, in the specific IP address ranges provided
below by the customer, to determine if technical vulnerabilities exist.

IP Address Range(s) Total IP’s Active IP’s not to Exceed
204.169.30.0/24 762 280
204.169.32.0/24
204.169.37.0/24

o This assessment will be performed from a public Internet point of view, sourced from a
Heartland owned IP space. We will use mostly safe checks covering network-based
vulnerabilities, patch/hotfix/secure configuration checks, and some web application-layer
testing. These tests are designed to not likely be disruptive to Minnesota ISD #191. Heartland
will not perform any Denial of Service (DoS) testing on targeted hosts. In execution of this
assessment, we will;

o Review external security through network reconnaissance and other information
gathering techniques.

o Perform targeted vulnerability testing of the in-scope IP addresses looking for known
vulnerabilities.

o Analyze reports and data generated by testing software to assess risks.

o Develop customized remediation recommendations based on the severity of findings
and the environment.

o Prioritize remediation recommendations according to risk

o Ifaspecific testing window is to be adhered to, this timeframe must be provided to HBS within
three (3) business days of execution of this SoW.

o Virtual meeting for the delivery of a comprehensive vulnerability report containing an
executive summary, itemization of vulnerabilities and their severities, as well as
recommended remediation options for each vulnerability identified.
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o Internal Vulnerability Assessment

The internal vulnerability assessment will be used to help Minnesota ISD #191 identify internal
security vulnerabilities on its current deployment of internal network and server equipment as
well as its standard client access devices, such as computers and printers. Heartland will perform
authenticated tests using privileged credentials provided by Minnesota ISD #191 as well as
specialty tools. The goal is to determine whether internal systems can be exploited by an attacker
or used to gain access to sensitive information. In execution of this aspect of the scope, HBS will:

o Perform targeted security testing of all IP addresses, in the specific IP address ranges provided
below by the customer, to determine if technical vulnerabilities exist.

IP Address Range(s) Active IP’s not to Exceed
All Infrastructure (Servers & Network Equipment) 1,000
RFC1918 Addresses in 18 Locations
Sample of Managed Client Access Devices 3,300
(iPad/Chromebook/Windows)
RFC1918 Addresses TBD in 18 Locations

o While Heartland recognizes it only takes one vulnerable device to facilitate a security
issue, a 30% random sampling approach is believed to be a fiscally responsible and valid
measurement of internal vulnerabilities on client access devices. This is due to both the
tools and techniques the customer has deployed to centrally manage these devices, as
well as the fact that Minnesota ISD #191 has never performed this type of assessment.
Heartland recommends future internal assessments should include all internal assets.

o This will be done from an internal and authenticated point of view, with authorized
credentials provided by the Customer. We will only use safe checks, including network-based
vulnerability, patch/hotfix/security configuration checking, and some application-layer
testing. This assessment will not “attack” the infrastructure or perform any DoS actions on
targeted hosts. In execution of this we will:

o Perform targeted vulnerability testing of the in-scope IP addresses to determine
known vulnerabilities exist

o Analyze reports and data generated by testing software to assess risks.

o Develop customized remediation recommendations based on findings and the
customer environment

o Prioritize remediation recommendations according to risk

o HBS will come on-site and connect HBS devices to the customers’ internal network.

o HBS and Customer work together to install a remote testing environment on customers’
internal network.

o Ifaspecific testing window is to be adhered to, this timeframe must be provided to HBS within
three (3) business days of execution of this SoW.

o Virtual meeting for the delivery of a comprehensive vulnerability report containing an
executive summary, itemization of vulnerabilities and their severities, as well as
recommended remediation options for each vulnerability identified.

o Customer responsibilities;
o Customer to supply Heartland two (3) Internal IP’s (including IP, subnet mask, default
route, and DNS IP’s) to preconfigure the onsite equipment
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o Provide client based full VPN connectivity to HBS security resources for remote
management of the installed equipment on customers’ site.

o Allow the on-site security consultants’ devices un-authenticated outbound Internet
connectivity

o Allow the installed devices unrestricted internal IP access.

o Provide at least 20Mbps of available Internet and WAN connectivity during testing
timeframes.

o Wiireless Security Assessment

Since wireless LAN technology is used by a significant number of access devices, many of which
have access to sensitive information, HBS will be conducting a review of all Wireless LAN device
configurations. This assessment will tell Minnesota ISD #191 if configuration concerns exist that
could lead to someone gaining unauthorized access to network resources via the wireless
network. In execution of this aspect of the scope, HBS will:

o Perform a best practices configuration and security assessment of Minnesota ISD #191’s
two (2) Wireless LAN Controller (WLCs) configurations for two different Access Point
models. This work will be conducted remotely and will include the following components:

= Heartland will perform discovery on the WLC’s.

Access Point Models Number of Controllers | Quantity of Unique SSID’s
Extreme Altitude 4620 1 Upto4
Aruba IAP-225 1 Upto4

= Heartland will assess WLC configurations, identify and document areas of concern

= Heartland will make recommendations based on “best practice” configurations,
field experience, and knowledge of Company’s future expansion needs.

= Heartland Engineer will document its recommendations and give instructions on
how to make any necessary configuration changes.

o Social Engineering Assessment

Social engineering is one the most commonly used tactic across all levels of adversaries to gain
unauthorized access to networks and information. Hackers manipulate people into performing
actions or divulging confidential information by masquerading as an authorized person. They
attempt to trick an employee or contractor into divulging information or permitting access in
order to bypass security measures and tools. This technique is often easier than using technical
hacking or physical break-in techniques. While many organizations attempt to implement policies
and controls to mitigate this threat, unauthorized access through social engineering attacks are
usually highly successful. A proven way to assess an organization’s risk related to these threats is
to test the effectiveness of existing controls and policies. Social engineering assessments are
designed to help our customers effectively evaluate their organizations risk of social engineering
attacks. Heartland utilizes proven processes and technologies to evaluate weaknesses in
customers’ identification and response activities to help measure the risk of unauthorized access
to critical information and systems. Social engineering assessments identify gaps where targeted
security training may be needed to be developed or enhanced. In execution of this aspect of the
scope, HBS will:
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o Perform an Email Phishing campaign against the Minnesota ISD #191s’ staff using an agreed
upon real world scenario, in conjunction with our methodical and standardized approach. The
objective of the assessment is to identify areas of weakness in employee’s adherence to email
security best practices.

o Testing will be designed to entice up to 500 random employees to visit an unknown
website or to open a malicious email attachment.

o Heartland will document the summary results of their assessment and provide
recommendations for helping to prevent or reduce the impact of these types of attacks.

o Perform a phone based pretexting social engineer campaign against the customers’ staff using
real world scenarios, in conjunction with our methodical and standardized approach. The
objective of the assessment is to identify areas of weakness in employee’s adherence to
security best practice.

o Testing will be designed to entice up to 30 employees to visit an unknown website (site
created as part of the email phishing scope) or to provide protected information.

o Heartland will document the summary results of their assessment and provide
recommendations for helping to prevent or reduce the impact of these types of attacks.

o Perform covert physical access assessment at three (3) physical locations, whereby an HBS
employee will attempt to gain undetected and unauthorized access to:

o Internal network resources
o Data center or data closets

o Customer Responsibilities;

o Provide Heartland valid email addresses for employee targets

o Ensure targeted emails, links, or attachments are not blocked by the company’s technical
security controls

o Provide Heartland up to 30 employee names and phone numbers to be targeted

o Ensure targeted emails, links, or attachments are not blocked by the company’s technical
security controls

o Provide Heartland physical address information for up to 3 locations to be targeted for
physical access

o Security Architecture and Best Practices Review

The NIST Cyber Security Framework (CSF) will be used as the framework for the security
architecture and best practices assessment. Using standards based frameworks helps to ensure
a balanced approach to security as well as ensure your security and privacy controls do not have
any blind spots. The National Institute of Standards and Technology (NIST) has published this
guidance to enable organizations, regardless of size, degree of cyber security risk, or cybersecurity
sophistication, to apply principles and best practices for the purposes of improving the security
and resilience of their infrastructure. This framework provides organization and structure to
today’s multiple approaches to cybersecurity by assembling standards, guidelines, and practices
that are working effectively in most every industry today. In execution of this aspect of the scope,
HBS will:

o Perform a security architecture review of Minnesota ISD #191’s with focus on technical,
physical, and administrative controls used to protect student and faculty technology, as well
as data collected by Minnesota ISD #191. The review will be based on today’s most common
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@)

threat vectors facing K-12 environments. Focus will be on measuring Minnesota ISD #191’s
ability to protect, identify, detect, respond, and recover from security related incidents. This
work will be conducted both remotely and onsite and will include the following components:

=  Review of technical security architecture through;
o Network diagram reviews
o Technical resource interviews

= Review of Minnesota ISD #191’s technical, physical, and administrative controls through
interviews

= Review how confidential information is protected

= Review security incident detection and response

=  Review IT Contingency mechanisms and practices

= Report of Findings and Recommendations regarding Minnesota ISD #191’s Cyber Security
Preparedness

=  Virtual meeting with key personnel for the purposes of discussing Heartlands finding
report and recommendations

IT Contingency Assessment

The IT Contingency Assessment will be used to assess Minnesota ISD #191s’ existing business
continuity as well as disaster recovery plans necessary to help ensure the survivability of
Heartland Business Systems’s business, if a business interruption event were to occur. This will
include review of the necessary structure and supporting documentation needed to ensure
business expectations are being met, best practices are being consistently followed, ensure the
plans are properly maintained and tested over time. In execution of this aspect of the scope, HBS
will:

@)

Conduct Business Impact Analysis:

e Review and document business resumption related threats used for contingency planning
e Review technology dependencies with business deliverables

Perform IT Asset Inventory and Criticality Mapping:

o Define what IT assets support which business applications

e Conduct a business application review

e Review customer provided system inventory of IT assets

e Provide report of discovered assets mapped to a criticality rating

Contingency Plan Review:

Review formal written documentation for response practices, recovery strategies, and tactical
procedures to respond to a variety of scenarios (power outages, inaccessibility to building(s),
facilities loss, single system failure, etc.).

e Review the following critical plan components;
o Team Roles
o Disaster Recovery Declaration Procedure
o Business Contact Information
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= Business Owner

=  Upstream and Down Stream Business Owners
Primary / Secondary IT Support Contacts
Vendor / Supplier Contact Information
Licensing Information
Detailed Physical Location (Address, Room number, etc.)
Existing configuration and change management procedures
Existing System Shutdown and Startup Procedures
Existing System and Application Recovery Procedures
Existing application flow diagrams

o 0O 0O O O O O O ©

Existing infrastructure diagrams

o Review previously performed contingency tests to ensure that Minnesota ISD #191 maintains
and stays current with the business and recovery objectives it is important to regularly
evaluate and test the plan and update it when changes occur in the environment.

o Document a Recovery Risk Assessment:

e Assess the technical and procedural controls in place to identify vulnerabilities so that
management has the information necessary to make decisions on how to manage risk.

e Conduct interviews with Minnesota ISD #191’s IT team to understand current strategies
for recovery of IT services

e Document gaps in current strategies that would not meet recovery objectives

Out of Scope
The following areas are considered out-of-scope for this SoW:

Assessment of customer’s compliance with any industry, state or federal regulations or guidance
Security Incident response of any kind

Computer forensic services of any kind

Remediation of any vulnerabilities identified

Anything not specifically called out as “In Scope” above

Key Assumptions

Minnesota ISD #191:

e  Will make appropriate personnel available for meetings and interviews as required.

e Wil make all appropriate and requested documentation available in a timely fashion

e Will assign an IT representative for the duration of the test to be available for status updates
and an emergency contact in case of perceived testing related issues

e Will agree to all provisions in the security testing permission agreement before testing is
initiated

e  Will provide Heartland internal network access, including all necessary connectivity and
credentials, to perform the internal vulnerability testing

o  Will “whitelist” Heartland provided source IP’s in customers Intrusion Prevention System
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o  Will provide Heartland the specific network IP’s or IP ranges, for which customer is authorized,
that are to be in scope of the testing

o  Will provide Heartland with a listing of IP addresses that are out-of-bounds

e Wil provide Heartland with any timeframes that testing should not occur (these will be
considered blackout periods).

o  Will provide VPN remote access so Heartland can manage the remote testing equipment

e  Will provide the appropriate environmental and facilities for HBS equipment and personnel
in the testing location(s)

e  Will provide DNS resolution for internal and external name spaces

e  Will provide credentials to log into the Wireless LAN Controllers

e Will provide names, email address and telephone numbers for social engineering

o  Will provide physical location addresses for sites to be included in physical social engineering

Heartland Business Systems:

e  Willinform designated customer IT Representative of the timeframe(s) for testing

e Will assign a senior consultant to act as the engagement manager and be available for
communication with the customer during the length of the engagement.

e Will inform the designated IT representative when the testing has begun and if any of the
tests are believed to have caused any interruption in services.

e Escalate any critical findings to customer’s designated IT Representative immediately upon
validation

e  Will conduct all testing specified in the scope

o Will provide final reports, as outlined in the scope

Change Control

All items agreed upon throughout this document are considered “in-scope”. Additional items beyond the
statement of work are considered “out-of-scope” and are subject to additional cost. All changes will be
documented and approved using the standard change control form located in Appendix — A.

Permission to Perform Security Testing

Certain laws prohibit any unauthorized attempt to test or penetrate computer systems. Customer
acknowledges and authorizes Heartland consultants to perform the security services described above.
Furthermore, the customer acknowledges that all services provided under this statement of work
constitute authorized access to customers’ information systems.

While the testing that Heartland security consultants will perform mostly safe checks, including network-
based vulnerability identification, patch/hotfix checking and some application layer testing, some
inherent risk still applies. Customer acknowledges and agrees to the following:

e Customer certifies they have the legal right to agree to sign these terms and conditions for the IP
addresses customer provided to Heartland.

e Customer authorizes Heartland to perform security testing of customer’s selected network assets,
as defined above.

o Thevarious reconnaissance and network tests will likely produce alerts by network and host based
intrusion detection systems.
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e large amounts of log messages may be generated resulting in excessive log file disk space
consumption;

e The operational availability of the customers systems and network may be temporarily degraded
during the testing.

e While rare, it is possible that computer systems and/or network devices may become
unresponsive or crash as a result of testing. This will require the customer to “reset” the system.

e Customer agrees to accept any and all risks associated with these services; and accepts all
responsibility for the consequences of a system failure caused by the delivery of these services.

Pricing
Statement of Work Item Price
External Vulnerability Assessment (280 Active IP’s) $12,150
Internal Vulnerability Assessment (4,300 Active IP’s) $18,400
Wireless Security Assessment (2 AP’s & Controllers) $8,300
Social Engineering Assessment $19,750
Phishing (500 Targets) $8,230
Telephone Pretexting (30 Targets) $5,070
Physical Site (3 Targets) $6,450
Security Architecture and Best Practices Review (NIST CSF) $9,450
IT Contingency Assessment $10,350
Total $78,400
Invoicing

Heartland will pre-bill customer for this engagement upon signature of this proposal. Applicable taxes are
additional.

Scheduling
We want to work towards scheduling all necessary resources and timely completion of the project.
Heartland will work with you to detail all time constraints and outline the best approach to completion
based upon a mutually agreed upon schedule. Typically, Heartland likes 3-4 weeks from the signing of an
engagement to schedule and begin its work, but if required, we can work with you to meet your specific
timing needs.

Project Closure Criteria
The project will be considered complete, when any of the following are met:
o All of the service deliverables identified within this SOW have been completed, delivered and
accepted or deemed accepted, including approved Change Request Forms;
o The fee provisions of the Work Order have been met; or
o This agreement is terminated pursuant to the provisions of the agreement.

Approval & Next Steps
Upon customer approval, Heartland will begin to schedule the work immediately and a date will be
negotiated for the presentation of the deliverables outlined in this statement of work.
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Acceptance of Proposal

Statement of Work

Heartland requires the Acceptance of Proposal be signed and a copy be sent back in order to start the

engagement. Any changes to this document must be submitted to Heartland for review and approval.

Upon notification, Heartland will revise and resubmit the document for signature. Please scan and email

back the signed SOW to: tpeterson@hbs.net and ahull@hbs.net

Statement of Work (SOW) Items Accept Decline
External Vulnerability Assessment (280 Active IP’S)......ccccecvveeeecnnnennn. $12,150 C 1 L1
*Applicable taxes are additional
Internal Vulnerability Assessment (4,300 Active IP’S) .....cccceeveeeeveennee. $18,400 ] L]
*Applicable taxes are additional
Wireless Security Assessment (2 AP Models / 2 Controllers).............. S 8,300 ] C 1
*Applicable taxes are additional
Social Engineering - Email Phishing Assessment (500) ...........c.ccc....... S 8,230 L] L]
*Applicable taxes are additional
Social Engineering - Telephone Pretexting Assessment (30)............... $ 5,070 ] L]
*Applicable taxes are additional
Social Engineering — Physical Covert Onsite Assessment (3)............... S 6,450 L] C 1
*Applicable taxes are additional
Security Architecture and Best Practices REVIEW .......c.ceevvvveeeeveveeennen. $ 9,450 C 1 L1
*Applicable taxes are additional
IT Contingency ASSESSMENT ....cevviiiiiiiieiiieieeeeeeeeeeeeeeeeeeerereeeeeeeeeererreeenee $10,350 ] C 1
*Applicable taxes are additional
Acknowledgement & Permission to Perform Security Testing ..........cccccccoveeenneee. L] L]
*Must be accepted before any vulnerability testing can begin

Minnesota ISD #191 Heartland Business Systems
Signature: Signature:
Name: Name:
Title: Title:
Date: Date:
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Appendix A: Change Control Form

Statement of Work

Customer: | <Client>

Project Name:

Project Number: | SVXXXXXXX

Ge

neral Information

Person Submitting Change: | <PM>

Date Submitted: | <Date>

Submitter Phone/Email:

Person Requesting Change: | <Client Sponsor>

Date Requested: | N/A

Requester Phone/Email:

Proposed Change

Title of Change:

Description of Change:

Reason for Change:

Project Manager Review of Change (COMPLETED BY PROJECT MANAGER)

Hardware Required for Change: | Provided by customer

Software Required for Change: | Provided by customer

Action Required for Change: | Additional time needed to

Timeline Impact: | hrs

Cost Impact:

Resource Impact: | N/A

Quality Impact: | N/A

Overall Impact: | N/A

Additional Comments: | N/A

Ap

proval of all Changes (COMPLETED BY THE CUSTOMER)

Change Approved by:

Date:

Signature:
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