DATA SHARING AGREEMENT FOR RELEASE
OF DATA UNDER “SCHOOL OFFICIAL” EXCEPTION (Revised as of 10/23/13)

This Data Sharing Agreement (“Agreainent”) between Independent Schoal
Disirict No. 709, Duluth Public Schools (*District”} and THE REGENTS OF THE
UNIVERSITY OF MINNESOTA THROUGH ITS DULUTH CAMPUS UPWARD
BOUND, 1s entered into as of Inlv 1, 2015 ('Effective Dale’”). The Disthet and THE
REGENTS OF THE UNIVERSITY OF MINNESOTA THROUGH ITS DULUTH
CAMPUS UPWARD BOUND PROGBEAM are referred to collectively as the “Parties.”

WHEREAS, certrin individuals affiiated with THE REGENTS OF THE
UNTVERSITY OF MINNESOTA THROUGH 1TS DULUTH CAMPUS UPWARD
BOUND (hereinafter “Requesting Entity™) will provide EDUCATIONAL SUPPORT to
the District for the 2015-2016 scbool vear; and

WHEREAS, the services to be provided by individuals affiliated with Requesting
Entity ere institutiona) services aud functions for which the District would otherwise use
its own emmployeey; and

WHEREAS, the Disrict anttcipates individuals affiliated with Requesting Entity
will be required to access personally identiiishle information releted to students and
educational data in order to effectively provide services 1o the District; and .

WHEREAS, both the Family Educational Rights und Privecy Aci (“FERPA™} and
the Minnesota Goyemment Data Practices Act ("MGDPA”) allow certain contractors,
consiltanls, volunieers, and other parties Lo aceess information that wou{d gtherwise be
protecied from disclosure vopder 2 “school official”™ exception; and

WHEREAS, mndividuals affiliated with Requesung Entity will be providing
services in 2 inenner that meeta the relevai! tequirements (o qualify as a “echool pfMicial”
under both FERPA and the MGDPA; and

WHEREAS, the Parties wish to enter into this Agreemenl in order lo owtline in
greater detail tive terms and eonditions upon which individuals affiliated with Reqoesting
Entity will be granted aceess (o certain protected student data ss 8 “school official.”

NOW, THEREFORE, in considerution of the mutual promises comtained in this
Agreemem, the parties agree to the following:

1. Services Provided to Dintrict. Requesting Entity is a CONSTITUTIONAL
CORPORATION whase TUTOR will provide EDUCATIONAL SUPPORT to the
District. The services to he provided to the District are institutiona) serviees snd
functions for which the District would olberwise nse its own employees.



Protected Student Data Defined. “Protected Student Data™ meanc any data
deftned a¢ “personally idesntifiable information™ contined in edncational recards
as the termn is defined in FERPA and iis implementing regulations, 20 US.C. §
1232g and 34 C.F.R. & 99.31, or “educational data™ 3z defined in the MGDPA,
Minn, Stat. § 13.32.

Types of Data to be Accessed, In the course of providing the seryicea described
in Paragraph [, individuals affiliated with Requesting Entity will have 2 legitimate
need to access Protected Stadent Data in the form of ATTENDANCE, GRADES |
SCHEDULES, and TEST SCORES. The data described in this Paragreph is
subject to digclosure restriciions irnposed by PERPA and the MGDPA

District’s Control over Use and Maintenance of Deta. The following teons and
condihions will govem the manner in which individualy affihated with Requesting
Entity will bave access to Piotecled Student Daa:

2. TUTOR shall be the only representanves of Requesting Entity granted
access Lo Protected Stndent Data in accordance with the tenms of this
Agreement. Protected Student Data shall not be shared with any emploves,
agent, volunteer, or other affiliate of Requesting Entily who is not withia
the gronp of individuals defined in this Parapraph. Prior 1o being granted
acxess 10 Protecred Student Data, each TUTOR must review and sign the
acknow ledgement and copsent form anzched hereto ax Exhibil A,

b.  Requesting Entity shall not atternpt o use, access, or maintain Proteeted
Student Dala for any reason other than purposes legitimately necessary for
ita TUTOR to provide the services referenced in Paragraph 1. Requesting
Enrty shall pot maintain it own filee, documents, or any other form of
records containing Protected Student Data or atteinpt 1o obtain access 1o
Protected Student Diata for anyone other then an individual described

Paragraph 4{a).

C. The nse snd maintenance of Protected Student Dala by TUTOR shall be at
all imes subject n the District’s direct control.

d. Individuals providing services as TUTOR shal) be granted access to
Protected Student Data through the Districe®s Infinitz Campus system in a
manner de¢wned appropriate by the District. Requesting Entity shall supply
the District with a [isi of the names of the ndividuals providing services as
TUTOR to the principal of the building in which each individual will be
providing services. Upon receipl of the list of names, the District will
determiing using its sale discretinn the extent i¢ which esch individual will
be granted access to Protected Student Data through the Infmite Campus
fystem. Under no circumstimee will an individual be granted greater avcess
w Protected Student Data then what is legitmaiely necessary Lo effectively
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pravide the services listed in Paragrzph 1. The District retaing the right
alter at any time end m ik sole discrebion the menner v which mdividuals
providig services as TUTQR accesd Protected Student Data. No
individua, will be mranted azcess 1o Protected Student Mrala unless the
person has signed the form agached as Exhibit A and provided a copy 12
the prinvizat uf the building [p which the mdividua] will be providing
services.

f. The indiviguals providiug services 8¢ TUTOR shall not copy, duplicate,
alter, modify, or otnerwise make changes 1o or yeproductions of Protecied
Student Data unless legitumately necessary o perform e services
Jescribed in Paragraph 1. 1f any individoal who has been pranted access to
data in accordance wilth this 2gresment has mayrtained copies or alher
reproductions of Protected Student Data for legitimate purposes, such
wepies br other reproductions mmust be destroyed within 30 days of the
expiration of this Agreement

i The Llistrict reserves the rigkt to restrer, modisy, or discontinue the use and
rmamlenance of Prowectad Student Data awthorized by this ugreement for
any reason If the Disirict exercises is sole discretion to restrict or eanrel
access 10 data, Requesting Banty andior = affteted representatives ghall
destroy any copi¢s or reproductions of data which they no Yonger have
access In accordance with the dmeframe and requitements of Pasagraph
4{f} of this Agreement.

Redisclosure of Protected Student Data. In the course of perfarming Lhe
services described in Peragmaph 1, the Paities agvee that mdividuols providing
services tn the district as TUTOR shall not redisclose Protected Student Date to
any representative of Requesting Encity not within the class of mdividuals
identified in Paragrapb 4(a} or any person or perty other than a school official with
a legfimnate need o access the data unleys thsclosure is specifically authorized or
required by law, In the event & parent or eligible student requesta dizelosure of
Praotected Siudenl Data 1o a third party, Kequesting Entity and ils representatives
shall direct the requesting parent or eligible student to *he appropriale building
principal, who will procees sach request to disclose Protected Swdent Data in
accoriance with applicable District policies and procedures.

Data Related to TUTOR Evalnations. The Parties ngree that datz maintained by
the Dustrict with respect to individuals who perform services on & voluntary basis
for the Digtrict {5 defined as personnel data hy the MGDP A, Minu. Stat. £ 13.43,
In the event Requesting Fnlity requests mformation from the Dastrict that is not
classified as public date pursuant 160 Minn. Stat. § 13.43, subd. 2. Requesting
Entity sha.] obtain & written consent of the anbject of the datz prior to reqnesting
the data fram the Distriet.
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Term. This agreement ghali be valid from the date duly appruved by both Parties
through June 30, 2016, On July 1, 2016, this agreement shall terminete and the
Disirict will terminate the ability of the individuals described in Paragraph 4(a) to
access Protected Student Dara,

B, Smuccessors and Assfgns. This Agreement will be binding upon and ioure to the
benefit of the Parties and their respective sucvessors and pennirted assigns. No
Party may assipn ot ransfer thin Agreeinent ot any of its rights, intevesis or
abligations hereimder without the prior writien consent of the ather Party.

9. Amendment/Modification. This Agreement may be amended or modified only
by a wriling cacvuled by the Partes. No custom or practice of the Parties at
variance with the terms bergof will have any sffect.

10.  Entire Agreement. This Agreement constitules the entire agreement and
undersuanding of the parties relative to the subject matter hereof, The parties have
not relied upon any piemises, Jepresentationd, Waraniies, AgIEEmenis, COYELANtS
or undertakings, other then those expressly set forth or referred to herein This
Agreement replaces and supervedes any and all prior aral or written spreements,
representations and digzussjons relating to snch subject matter,
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