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CIPA Compliancy Statement

Total Trafﬁ_g Control.-

In 2000, Congress passed the Children's Internet Protection Act {CIPA), which defines requirermemts tor schools and librares receiving federal
funding through programs including the federal E-Rate (Universal Service Discounts} and Tilie Il of the Elemeniary and Secondary Educatian Act
of 1865 Specifically, schaols must venfy that they have both Technology Protection Measures and an Internet Safety Policy in
place

Technology Protection Meagures include blocks or filters to Internet resources that provide visual depictions thal. (a) are obscene, (B) are chld
parnography. or {¢) are harmful to minors, for computers that are accessed by minors,

The associated Intemet Safety Policy must address: (3) access by minors to inappropriate matter on the Inlemel, (b} the safety ana securty of
minars when using electronic mail, chat rooms, and other forms of direct eiectronic communications, (¢} unauihpnzed access, intluting se-called
"hacking," and other unlawful activities by minors anline, (d) unauthonzed disclosure, use, and dissemination of personal informalion regarding
minars and {e) restncting minors’ access to materiais harmful to them, ajong wath procedures for momtoring of the online activities of minors

Lightspeed Systems' Total Traffic Control software provides the necessary support for full compliance with the specifications detailed in CIPA,
Supporting features include web and email content filtering controls, instant-message monitoring, and user-activity reporting Flexinle configuration
of these features can also provide filtenng exemptions for Adult users engaged in authorized research of other lawful actvities requinng access to
Internet resources or services otherwise restricted by CIPA specifications

The detault configuration for the Total Traffic Contral software 15 fully compliant with the requirements of CIPA, and additionally prowvides a tugh
level of Intermet content filtering cantrol that can meet the urkgue needs of any typical elementary and secondary educational mission. The default
settings are as follows

« Web Content Filtering

Block websites categorized as containing adult and pomegraphic subject matter

Block websites categanized as promating the use illicit or illegal drugs

Block websites categanzed as promating violenge, hate, weapons, alcohol and gambling,

Block websites categanized as contaning unmoderated forums. instant messaqing services, web mall services, chat and dating services,
as well as persgnal and social netwarking services.

» Block websites promoting andfor supporting ilicit and illegat network intruston and infiltration
« Non-default Web Content Filtering Qptions
» Block web search queries that use blocked content category heywords
» Enlorce 'Safe Search’ search engine oplions
» Block the display of biocked Categary website iImages
* Block access to unknown/uncalegorized websites
« Spam/Email Fitering
Block Ermail contaiming “Adult’ subjects
Block Email containing inks 1o biocked conent categqornas
Block Emal from sources identified in blocked conten! calegones
Block Email with content inconsisterd with locat standards (Bayesian Analysis)
Block Email matching commonly accepted spam patterns
Block Email containing virus/malware atachments of executable code

Block Email from known spamming Sources and open rélay Servers
« Reporting

e Report Interne! trathe activity by content category

» Report Blocked Internet requests by conlent category

e Report all search enging queries

+ Report blocked search engine quenes

http://wiki.lightspeedsystems.com/display/AboutUs/CIPA+Compliancy+Statement 2/9/2010



CIPA Compliancy Statement - Company Into - Lightspeed's Support Wiki Page 2 of 2

# Report suspicious quenes

Report unknownfuncategorized URLs
Report blocked/spam email

Report blocked virus wfected email
Report Inslant Messaging activity
Report suspicious Instant Messages

* & 4 8

Of course, our software also provides the contrpl you need to implemsant and enforee local policies that ensure end-user compliance with legal
TRquUIrements and any unique needs of your arganization,

For more infarmal:on, please contact us at 661 716.7600
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