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CIPA Compliancy Statement 

In 2000. Congress passed the Ch~ldren's Internet Protection Act (CIPA), which defines requlremenls for schools and lhbmr~es rew.vlng federal 

fundlng through programs including the federal €-Rate (Universal Service D~scounts) and Tltfe Ill of the Elemenlary and Secondar, Education Act 

of 1965 Specifically, schools must venfy that they have both Technology Protect ion Measures and an lnternet Safety Pol icy In 

place 

Technology Protmtion Measures Include blocks or filters to Internet resources that prov~de v~sual dep~ct~ons thar (a) are obscene, tb) are chlld 

pornography. or (c) are harmful to m~nors, for computers that are accessed by mlnors. 

The assoc~ated Internet Safety Policy must address: (a) access by mlnors to inappropriate matter on the Inlernel. (b) the safety aoa secur~ry of 

mlnors when uslng electronlc mall, chat rmrns, and other forms of dlrecl electronlc cnmmunlcatlons: (c) unaulhonzed access, lncludlng x l a l l e d  

"hackmg," and other unlawful act~vit~es by mlnors onl~ne, (d) unauthorized d~sclosure, use, and d~ssem~nalron of perwnal ~nformallon regarding 

mlnors and (e) restr~ct~ng mlnors' access to rnater~als harmful to them. along wlth procedures for monltorlng 07 the onlrne actlvltres of minors 

L~ghtspeed Systems' Total Traffic Control soffware provides the necessary support for full complianm wrth the SpeC~f~CallOnS deta~led In CIPA. 

Supportrng features lnctude web and ernail content filtering mntrols, instant-message monitoring, and user-actlvlty reponlng Flexrble wnfjguratlon 

of these features can also provide filtering exernpt~ons for Adult users engaged in authorized research or other lawlul ad~v~tres requlrlng access to 

lnternet resources or services otherwise restricted by CIPA spec~fications 

The default configurat~on for the Total Traffic Control software IS fully compl~ant w~th the requirements of CIPA, and add~tionally provbdes a h~gh 

level of lnternet content filter~ng control that m n  meet the untque needs of any typical elementary and semndary educational miss~on. The default 

settlngs are as follows 

Web Contern Filtering 

Block webs~tes categonzed as conta~nlng adult and ~omcgraphlc subject matter 

Block websltes categorized as prornotlng the use hlllut or illegal drugs 

 bloc^ webs~tes categar~zed as promoting v~olence. hate weapons alcohol and gambl~ng 

Block webs~tes categor~zed as cnntalnlng unmoderated forums Instant rnessaglng services, web mall servlaes, chat and datlng sewlces, 

as wII as perwnal and smal network~ng servlms 

Block websltes pronotlng andlor supportrng ~lllclt and lllegat network ~ntruslon and lnliltratlon 

Nondefault Web Content Filtering Options 

Block web search queries that use blocked mntent category hepords 

Enlorce Safe Search search englne optlons 

w Block the drsplay of blocked category wehslle Images 

Bloch access to unknownlunwlegor~red weDSlteS 

SpamlEmail Finering 

Block Ernall conta~n~ng 'Adult subjects 

Block Ernall wntalnlng lhnks to blocked wnrent categories 

Block Ernarl Irom sources ~dent~f~ed In blocked mntenl calegor~es 

Block Ernarl w~th wntenl ~nwns~stenl wth local standards (Bayes~an Analys~s] 

Block Ernall rnatch~ng wmmonly accepted spam patterns 

w Block Ernall contarnlng vlrusfmalware atiachrnenls or executable mde 

Block Ernall from k n ~ w n  sparnrnrng sources and open relay servers 

Reporting 

Report Internel trafl~c an~v~ty  by mntent category 

Report Blocked lnternet requests by mnlent category 

Report all %arch englne querles 

Report blmked search englne querles 
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Report suspic~ous quenes 

Rep0.t unknownluncategorized URLs 

Report blackedtspam email 

Report blwked v~rus infected ernall 

a Report Inslant Messaging act~vrly 

a Report susp~c~ous Instant Messages 

Of course, our software also ~ o w d e s  the control you need to implement and enforce 1-1 pollcies that ensure end-user wrnpliance wltn legal 

requirements and any unque needs ol your organizat~on. 

For more informal:an, please contan us at 661 716 7600 

You nust l~rst ~ug~r :  before add~ng or reply~nq ro mmments 
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If you have quest!ons regarding any L~ghtspwd Systems product, 

please call 1.800.444.9267 or ernall support@~igMspeedsystems.com 
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