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An Internal Revenue Service (IRS) contractor has been charged with the unauthorized inspection or disclosure of
your tax return or return information, between 2018 and 2020."

What you need to know

o The Government's analysis of the material received from the contractor indicates that your information that was disclosed was narrow in scope
and limited to information returns (e.g., Forms 1099, Schedule K-1, etc.) issued by the business to a taxpayer, including issuer/recipient
Taxpayer Identification Numbers, (Social Security Number (SSN) and Employer Identification Number (EIN)), name, address, and other
information from the information returns. IRS is notifying all issuers and recipients of the information returns.

Where to find more information

o We have enclosed copies of Internal Revenue Code (IRC) Section 7431 and the criminal charge with this letter. IRC 7431(a) provides for civil
claims for unauthorized disclosure of return information.

The Department of Justice (DOJ) is prosecuting this matter and has provided information about the Crime Victims' Rights Act and the status of
this criminal case at Justice.gov/Criminal-VNS/Case/United-States-V-Charles-Littlejohn.

If you have any questions about your rights under the Crime Victims' Rights Act, please email DOJ at CRM-PIN. Victims@USDO.qov.

If you have questions about the law or any private right of action you may have, you should consult an attorney.

Visit IRS.gov/DataDisclosure to learn more about this notice.

If you have questions for IRS about this matter, you can email us at Notification.743 1@IRS.gov. Please do not email sensitive information (e.g.,
EINs, business addresses, bank routing and account numbers or other sensitive Business or Personally Identifiable Information).
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1. See 26 USC Sec. 7431, as amended by the Taxpayer Browsing Protection Act of 1997.
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26 1U.S. Code § 7431 - Civil damages for unauthorized inspection or disclosure of retums and retum information.
{a) IN GENERAL
(1) INSPECTION OR DISCLOSURE BY EMPLOYEE OF UNITED STATES
if any officer or employee of the United States knowingly, or by reason of negligence, inspects or discloses any return or
return information with respect to a taxpayer in violation of any provision of section 6103, such taxpayer may bring 2
civii action for damages against the United States in a district court of the United States.
{2) INSPECTION OR DISCLOSURE BY A PERSON WHO IS NOT AN EMPLOYEE OF UNITED STATES
If any person who is not an officer or employee of the United States knowingly, or by reason of negligence, inspects or
discloses any return or retum information with respect to a taxpayer in violation of any provision of section 6103 orin
violation of section 6104(c), such taxpayer may bring a civil action for damages against such person in a district court of
the United States.
{b) EXCEPTIONS
No liability shall arise under this section with respect to any inspection or disclosurg—
(1) which results from a good faith, but erreneous, interpretation of section 6103, or
(2) which is requested by the taxpayer.
{c) DAMAGES
In any action brought under subsection (a), upon a finding of liability on the part of the defendant, the defendant shall be
ligble to the plaintiff in an amount equal to the sum of—
(1) the greater of —
(A} $1,000 for each act of unauthorized inspection or disclosure of a return or return informatien with respect to
which such defendantis found liable, or
(Bythe sum of—
{1} the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure, plus
(ii) in the case of a willful inspection or disclosure or an inspection or disclosure which is the result of gross
negligence, punitive damages, plus
{2} the costs of the action, plus
{3} in the case of a plaintiff which is described in section 7430(c)(4)(A)(if), reasonable attorney fees, except that if the
defendant is the United States, reasanabie attorney fees may be awarded only if the plaintiff is the prevailing party (as
determined under section 7430(c){4)).
{d) PERIOD FOR BRINGING ACTION
Notwithstanding any other provision of law, an action to enforce any liability created under this section may be brought,
without regard to the amount in controversy, at any time within 2 years after the date of discovery by the plaintiff of the
unauthorized inspection or disclosure.
{e) NOTIFICATION OF UNLAWFUL INSPECTION AND DISCLOSURE
f any person is criminally charged by indictment or information with inspection or disclosure of a taxpayer's return or return
information in viotation of—
(1} paragraph (1) or (2) of section 7213(a),
(2) section 7213A(a), or
(3) subparagraph (B) of section 1030{a)(2) of title 18, United States Code,
the Secretary shall notify such taxpayer as soon as practicable of such inspection or disclosure. The Secretary shall
also notify such taxpayer if the Intemal Revenue Service or a Federal or State ageney (upon notice to the Secretary by
such Federal or State agency) proposes an administrative determination as to disciplinary or adverse action against an
employee arising from the employee’'s unauthorized inspection or disclosure of the taxpayer's return or return
information. The notice described in this subsection shali include the date of the unauthorized inspection or disclosure
and the rights of the taxpayer under such administrative determination.
(f) DEFINITIONS
For purposes of this section, the terms “inspect’, “inspection”, "return”, and ‘retumn information” have the respective
meanhings given such terms by section 6103(b).
(g) EXTENSION TO INFORMATION OBTAINED UNDER SECTION 34G6
For purposes of this section—
(1) any information obtained under section 3406 (inciuding infermation with respect to eny payee certification faflure
under subsection (d) thereof) shall be treated as return information, and
{2) any inspection ar use of such information other than for purposes of meeting any requirement under section 3406 or
(subject to the safeguards set forth in section 6103) for purposes permitted under section 6103 shall be treated as a
violation of section 8103, For purposes of subsection (b), the reference to section 61C3 shall be treated as including a
reference to section 3408.
(h) SPECIAL RULE FOR INFORMATION OBTAINED UNDER SECTION 6103(K)(9}
For purposes of this section, any reference to section 6103 shall be treated as inciuding a reference to saction 6311(e).
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UNITED STATES DISTRICT COURT
FORTHE DISTRICT OF COLUMBIA
UNITED STATES OF AMERICA, Case: 1:23-cr-00343
Assigned To: Reyes, Ana C.
Assign. Date: 9/29/2023

Description: INFORMATION (A)

VS,

CHARLES EDWARD LITTLEJOHN,
Defendant.

INFORNMATION
The United States charges:
GENERAL ALLEGATIONS

L. From in or about 2017 until in or about 2021, Defendant CHARLES EDWARD
LITTLEJOHN served as a contractor to Company A, a consulting firm that serviced public and
private clients.

2. During the relevant period, Defendant primarily worked on contracts Company A
had obtained with the U.S. Department of the Treasury's Internal Revenue Service ("IRS").
Pursuant to 26 U.S.C. § 6103(n), returns and return information were disclosed to Defendant for
purposes of tax administration.

3. From in or about 2018 until in or about 2020, while Defendant was working on an
IRS contract, he stole tax returns and return information associated with Public Official A and
thousancls of the nation's wealthiest people, including returns and return information dating back
more than 15 years. He thereafter disclosed the tax information associated with Public Official A
to News Organization | and the other tax information to News Organization 2. Both news
organizations published numerous articles describing the tax information they obtained from the
Defendant.

COUNT ONE
(Disclosure of Tax Return and Return Information-26 U.S.C, § 7213(a)(1))

4. The General Allegations of this Information are re-alleged and fully incorporated
here by reference.

5. From in or about August 2019 until in or about November 2020, in the Northern
District of West Virginia and elsewhere, Defendant,

CHARLES EDWARD LITTLEJOHN,

a person described in 26 U.S.C. § 6103(n), did willfully discloseto any person, without
authorization, any return or return information, as defined in 26 U.S.C. § 6103(b), to wit, the tax
returns and return information of Public Official A and thousands of other persons.

(In violation of Title 26, United States Code, Section 7213(a)(1))
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TAX FORFEITURE ALLEGATION
(28 U.S.C. § 2461(c); 26 U.S.C. § 7302)
6. Paragraphs 1 through 5 of this Information are re-alleged and fully incorporated
here by reference.
7. Pursuant to Title 28, United States Code, Section 2461(c) and Title 26, United
States Code, Section 7302, the United States gives notice to Defendant CHARLES EDWARD
LITTLEJOHN, that in the event of his conviction for the offense charged in this Information,
all property he has used in violating the provisions of the internal revenue laws is subject to
forfeiture.

Respectlfully submitted,

/S/M 2. Amanddon

COREY R. AMPNDSON

Chief, Public Integrity Section
Criminal Division

U.S. Department of Justice
Lauren Castaldi

Jonathan I3, Jacobson

Trial Attorneys

Public Integrity Secion
United States Department of Justice
1301 New York Ave. NW
Washington, DC 20530
Telephone: (202) 514-1412



