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District Security Procedures for State Test Materials

PREPERATION FOR TEST SECURITY DURING TEST ADMINISTRATION

1. The District Assessment Coordinator (DAC) (Carol Bacon (x2012)) will be responsible for
ensuring completion of Assurances of Test Security and Non-Disclosure each year by all staff
involved with test administration.

2. School Assessment Coordinators (SACs) will be responsible for reviewing the specific
requirements staff agreed to in the Assurance of Test Security and Non-Disclosure prior to
spring testing (especially if the assurance was completed in the fall).

3. SACs will be responsible for training the Test Monitors and Test Administrators prior to the
test administration. Annual training for Test Monitors and Test Administrators must include
training on test administration policies and procedures and test security and be documented and
kept on file at the district. Training documentation should be sent to Carol Bacon (x2012) for
retention.

o Review of Test Security Training, Test Monitor responsibilities, Test Monitor and Student
Directions, and any special instructions for a particular test given.

o Review of required test-specific trainings, such as the Online Test Monitor Certification
Course and MTAS Training for Test Administrators.

o Discuss what active monitoring of the test session involves and the district's
expectations for Test Monitors.

o Review of district policies and procedures for situations that may arise during test
administration in order to maintain test security, including:

e Who will answer questions from staff involved in test administration and how staff
will ask questions without leaving students unmonitored.

e What the process is for contacting others for assistance if a problem arises
during the testing so active monitoring can continue.

e Who Test Monitors should contact in case of emergency.

e Ensuring students get to the correct rooms for test administration.

e Ensuring students do not use cell phones or other electronic devices

e Breaks for use of the restroom or other interruptions during testing.

e What to do if a student reports an error or technical issue with a test item.

e What to do if an individual student or the Test Monitor become ill or needs to
leave during testing.

e What to do if an entire group of students needs to leave during testing (e.g.,
emergency situation, fire drill).

¢ \What individual students will do when finished testing.



o Remind staff that all test materials are secure and cannot be reproduced or shared in
any form.
4. Test Monitors and Test Administrators will ensure that students are reminded of the
importance of test security (including the expectation that students will keep test content secure
and act with honesty and integrity during test administration).

5. SACs will ensure that all guidelines referenced in Chapter 8 of this Procedures Manual are
followed in terms of what materials are allowed during test administration, calculator use
guidelines, what help a Test Monitor can give, covering instructional materials in the classroom,
and setup of computer labs and testing rooms.

6. Test Monitors and Test Administrators are responsible for tracking devices/computers used
by students.

7. SACs are responsible for conducting on-site monitoring of test administrations within the
district.

8. SACs are responsible for determining the process for how all secure test materials for online
and paper administrations will be kept secure before, during, and after testing, including when
and how all secure test materials are returned between testing sessions and once testing is
completed.

9. SACs are responsible for reminding staff of the district process for communicating potential
security breaches within the school and to the District Assessment Coordinator, as well as
providing information on the MDE tip line as an additional option for reporting security concerns.

BREACHES IN TEST SECURITY

If there is a concern that test security may have been breached, the District Assessment
Coordinator will notify MDE within 24 hours of the time of the alleged breach and submit the
Test Security Notification in Test WES within 48 hours.

CHAIN OF CUSTODY FOR SECURE TEST MATERIALS
Receipt and Organization of Secure Test Materials

1. Those who have access to the secured area, inventory materials and complete security
checklists are District and Building Administration, District Assessment Coordinator, School
Assessment Coordinators, and other staff as directed by those above. Those who have access
to secure online testing systems, student testing tickets, and student scratch paper are District
and Building Administration, District Assessment Coordinator, District Technology Coordinator,
School Assessment Coordinators, Test Monitors, Test Administrators, and other staff as
directed by those above.

2. Paper test materials are shipped to district or school as determined by the District
Assessment Coordinator (Carol Bacon x2012). If delivered to the district, the process for
distributing secure test materials to the school(s) will be completed by the District Assessment
Coordinator (Carol Bacon x2012).

3. Principals and/or SACs will be immediately informed that secure test materials have arrived
and will secure all materials in a pre-determined secure locked location.

4. SACs will inventory materials immediately using the security checklists. Any discrepancies
will be reported immediately to the District Assessment Coordinator (Carol Bacon x2012).
Security checklists are kept at the district for two years following testing.

5. SACs organize test materials for each Test Monitor and Test Administrator, including Test
Monitor Test Materials Security Checklists, student testing tickets, and scratch paper.



6. Test materials for online and paper administrations will be kept in a designated, secure
locked location, until the time of distribution.

7. If students are taking the tests on multiple days, your building’s plan for keeping test materials
(including student login information and any materials used as scratch paper) secure between
test sessions includes keeping the materials in a designated, secure locked location.

Distribution of Materials to Test Monitors or Test Administrators and Test administration

1. The procedure for the distribution of all test materials for online administrations to the Test
Monitors and Test Administrators will be completed by the building SAC. Discrepancies in
materials will be reported immediately to the building SAC.

2. The procedure for the distribution of any paper test materials to the Test Monitors and Test
Administrators will be completed by the building SAC. Discrepancies in materials will be
reported immediately to the building SAC.

3. Upon receipt of materials, the Test Monitor ensures that all the test materials listed on the
Test Monitor Test Materials Security Checklist and any other materials provided (e.g., student
testing tickets, scratch paper) are accounted for prior to handing out the test materials to the
students. Any discrepancies will be reported immediately to the building SAC.

4. The Test Monitor is responsible for the test materials during the test administration until their
return to the building SAC.

Return of Materials

1. The Test Monitor and Test Administrator will return all test materials (including student testing
tickets and any materials used as scratch paper) to the building SAC immediately after testing. If
Test Monitors and Test Administrators keep test materials in between testing sessions, they
must keep them in a designated, locked secure location.

2. If not kept by Test Monitors and Test Administrators, building SACs will keep all test materials
secure until distributed for the next test session.

3. Student testing tickets and any materials used as scratch paper will be securely destroyed at
the end of test administration by the building SAC no more than 48 hours after the close of the
testing window.

4. Test Monitor Test Materials Security Checklists for paper test materials will be signed by the
Test Monitor indicating that all materials have been returned once testing is completed. The
Test Monitor Test Materials Security Checklists will be returned to the building SACs.

5. When the test materials are returned to the building SACs, they will again be inventoried and
kept in a designated, secure locked location, until shipped back to the service provider.

6. The SAC will prepare the materials for shipment to the service provider according to return
instructions in the applicable Assessment Manual.

7. The SAC will follow instructions provided in the applicable Assessment Manual for the return
shipping of test materials.



Test Monitor Training
Training should include the following actions:

Read and sign Non-Disclosure Agreements.

Review of Test Monitor responsibilities, printed Test Monitor Directions and any
special instructions for a particular test given.

Review any accommodations to be given to students in the Test Monitor’s test
administration.

Review of policies and procedures for situations that may arise during testing,
including situations related to online tests. (*See Below)

Review procedures to follow if a discrepancy in the test material occurs.

Determine process to contact School Assessment Coordinator if a problem
arises during the testing without leaving students unattended.

Determine process for inventorying material upon receipt and return and
completing the Test Monitor Test Materials Security Checklist.

Determine process for when and how test materials are returned to SACs.
Situations That May Arise During Testing

When testing is finished, students should remain seated until all students are finished testing
and are all logged off or testing session has ended OR students should quietly log off and move
to a supervised area.

When a student finishes testing and time remains in the testing session, students are
allowed to read. Books should be kept out of reach during testing. Playing on the computer,
drawing, and other activities that may be distracting to test takers are not allowed.

Restroom use: only 1 student may leave the room at a time (restroom, illness, etc.), haliways
and restrooms should be monitored so test items are not discussed (only 1 student in a
restroom at a time is ideal)

*if a student leaves the room, the computer monitor should be turned off or the test exited. If the
student has a paper test book it should be closed.

Emergencies
Alarm (Fire, lockdown, tornado, etc.): Regular emergency procedures are followed,
leaving the computer lab or testing area as is. Please lock the computer lab/testing
room door if possible. Test Monitors should ensure that emergency procedures are
followed by everyone in the room. Please complete a Test Administration Report (TAR)

Student becomes ill: only 1 student may leave the room at a time (restroom, iliness,

etc.), if the nurse confirms student cannot finish testing session, that student’s test
should be “exited” and the rest of the class continues testing.

If the online test will not resume contact your SAC



If technology issues are encountered on testing day, contact the Technology Department
Jim Hering (x2237)
Deb Kaczorek (x2243)

Breaches in Test Security

If there is a concern that test security may have been breached, the District Assessment
Coordinator (Carol Bacon (x2012)) will notify MDE within 24 hours of the time of the alleged
breach and submit any documentation. The Test Security Notification Form is available in the
Testing Folders provided to each computer lab.



Wirineseia Department of

Educatlon

TEST MONITOR TEST MATERIALS SECURITY CHECKLIST

Test(s):

(FOR TEST MONITOR and ASSESSMENT COORDINATOR USE ONLY - Do Not Return to service provider.)
Test Monitor:
School Name: Grade:

Use this form to assign secure test materials to students. All secure test materials distributed must be collected
before students leave the testing room. Return ALL used and unused secure test materials to your District or
School Assessment Coordinator as soon as possible after the completion of testing.

SUBJECT: SUBJECT:
COMMENTS-INFO
TEST DATES: TEST DATES:
(Why student not tested, why
STUDENT NAME Security Security incomplete test, administration
Barcode Returned Barcode Returned | Problems, etc)

Report any missing secure testing materials and the circumstances surrounding missing items to the District or
School Assessment Coordinator immediately.

| certify that | have accounted for all secure materials and have thoroughly documented any missing materials. |
understand that if there is any discrepancy, this form may be used as a reference for investigation.

Test Monitor (Signature) Date Assessment Coordinator (Signature) Date
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Miirenesota Department of

Fducation

TEST ADMINISTRATION REPORT (TAR)

District Name/Number:
School Name/Number:
Date: Printed Name:
Signature:
Test:

Subject (if applicable): [ Mathematics [ Reading [ Science

The Test Administration Report is used for recording situations where something unusual or unexpected happened
during testing (see examples below). If an adult was involved (e.g., translator), include the adult's name, signature,
and relationship to the student. Attach additional sheets to this form as needed.

For all Minnesota Assessments, districts are not required to return a Test Administration Report. However,
districts must maintain records for one year after the end of the academic school year in which testing took place for
program audits or monitoring conducted by MDE or to answer questions when reports are received. If completed by
the School Assessment Coordinator, a copy of the report should be forwarded to the District Assessment
Coordinator.

Name of Student Gr. | MARSS# (13 digits) Explanation and/or Name and Signature

Examples of events to be documented in this report:
. A student engages in inappropriate behavior or action, including cheating, that results in the invalidation of
tests.
A student is administered the incorrect assessment or accommodation.
A student uses a calculator when a calculator is not allowed.
A student refuses to take an assessment, requiring the assessment to be invalidated.
The district uses a translator to translate test directions to an English learner.
District staff enters a student's MCA responses or a student's MTAS scores online.

L] L3 - - Ll

Districts may also choose to document any students who experienced technical issues during online testing that
affected their testing experience.

November 2015 2015-2016 Procedures Manual — Appendix A

614-17F



Minnesots Department of

Ed UcatIOﬂ ASSURANCE OF TEST SECURITY AND NON-DISCLOSURE

Effective for school year 2017-2018

The Minnesota Department of Education (MDE) is required by state statute to implement statewide testing
programs. Test security must be maintained to provide an equal opportunity to all students to demonstrate their
academic achievement and to ensure the validity of test scores and the integrity of state assessments. Failure to
maintain test security jeopardizes district and state accountability requirements and the accuracy of student,
school, district, and state data. Test scores are included in important decisions about students’ future success and
it is essential that they reflect the truth about what students know and can do. This form must be signed prior to
access to any secure test content or restricted material(s).

All test content and restricted material(s), whether in draft or final form, are considered secure, and only
authorized persons are permitted to have access to them. Authorized persons:

e Are administrators, educators, staff, or other persons designated by the district who have a role in storing,
distributing, coordinating, or administering tests.

e Have received appropriate training to fulfill their assigned roles
+ Have signed this agreement.

Responsibilities of authorized persons who may potentially interact with secure test content and data are outlined
in the Procedures Manual of the Minnesota Assessments (hereafter Procedures Manual). By signing this form,
you agree to the following assurances:

e As required for my role in the administration of the statewide testing program, | am responsible for
understanding relevant information contained in the current year's Procedures Manual and directions for test
administration. | will abide by policies and procedures detailed in the manuals for statewide test administration.

e As required for my role, | am or will be trained in the administration policies and procedures for statewide tests
before participating in any part of statewide test administration.

e As required for my role, | will instruct staff on state and district procedures for maintaining test security and will
not allow unauthorized persons to distribute, coordinate or administer tests, or have access to secure test
content and materials.

o | understand that MDE has the responsibility to oversee the administration of the statewide tests and | will
cooperate fully with MDE representatives conducting site visits.

¢ | understand that test data and documents that contain student-level information are considered confidential
and secure. | will follow all applicable federal and state data privacy laws related to student educational data,
including data within reports and data accessible in electronic systems provided by MDE or its service
provider(s).

e 1understand my responsibility to enforce proper testing procedures and to ensure the security and confidential
integrity of the test(s). | will apply and follow procedures designed to keep test content secure and to ensure the
validity of test results, including but not limited to:



o Recognizing the rights of students and families to accurate test resuits that reflect students’ individual,
unassisted achievement.

o Protecting the confidentiality of statewide assessments and ensuring the validity of students’ results by
safeguarding secure test content, keeping test materials in a secure area, and adhering to chain of
custody requirements.

o Never retaining secure test materials in my custody beyond the allowed times to process, distribute,
coordinate, administer, and return them, as appropriate for my role.

o Ensuring that no part of the paper or online tests are outlined, summarized, paraphrased, discussed,
released, distributed to unauthorized personnel, printed, reproduced, copied, photographed, recorded,
or retained in original or duplicated format, without the explicit permission of MDE or as authorized in
the Procedures Manual.

o Never permitting or engaging in the unauthorized use of a student's MARSS or Secure Student
Identification Number (SSID) to log in to the online testing system or access an online test.

o Never engaging in, or allowing others to engage in, unauthorized viewing, discussion, or analysis of
test items before, during, or after testing.

o Actively monitoring students during test administration for prohibited behavior.

o Never leaving students unattended during test administration or under the supervision of unauthorized
staff or volunteers.

o Never providing students with answers to secure test items, suggesting how to respond to secure test
items, or influencing student responses to secure test items. Prohibited actions include but are not
limited to providing clues or hints; providing reminders of content or testing strategies; prompting
students to correct or check/recheck specific responses; permitting access to curricular materials (e.g.,
textbooks, notes, review materials, bulletin boards, posters, charts, maps, timeiines, etc.); or using
voice inflection, facial gestures, pointing, gesturing, tapping, or other actions to indicate a response or
accuracy of a student’s response.

o Never formally or informally scoring secure tests or individual test items except as required by the test-
specific manuals and directions. Prohibited actions include but are not limited to creating an answer
key; reviewing or scoring a student’s item response or responses unless items are designed to be
scored by the test administrator using a rubric or script; retaining, reviewing, or scoring student scratch
paper or accommodated test materials; or tracking student performance on test items.

o Never altering or engaging in other prohibited involvement with student responses.

o Never inducing or encouraging others to violate the procedures outlined above or to engage in any
conduct that jeopardizes test security or the validity of test scores.

By accepting the terms of this agreement, you name yourseif as an employee of the Mahtomedi Public School
District or as an authorized person selected by the District, and affirm that you are authorized by the District
during the current academic school year to have access to secure test materials or student data related to
statewide test administrations and hereby agree to be bound by the terms of this agreement.

Failure to follow procedures can lead to the invalidation of students’ tests. Consequences for violating the terms
of this agreement may result in a complaint filed with the local School Board, the Board of Teaching or the Board
of School Administrators for evaluation and investigation. The findings of the appropriate Board may resuit in
disciplinary action up to and including termination and/or loss of license.

Click HERE to sign electronically.



