DeSoto ISD

057906

TECHNOLOGY RESOURCES CQB
CYBERSECURITY (LOCAL)
Plan The District shall develop a cybersecurity plan to secure the Dis-

Coordinator

Training

Security Breach
Notifications

trict’s cyberinfrastructure against a cyberattack or any other cyber-
security incidents, determine cybersecurity risk, and implement ap-
propriate mitigation planning.

The Superintendent shall designate a cybersecurity coordinator.
The cybersecurity coordinator shall serve as the liaison between
the District and the Texas Education Agency in cybersecurity mat-
ters.

The Board delegates to the Superintendent the authority to:

1. Determine the cybersecurity training program to be used in
the District;

2. Verify and report compliance with training requirements in ac-
cordance with guidance from the Department of Information
Resources; and

3.  Remove access to the District’'s computer systems and data-
bases for noncompliance with training requirements as appro-
priate.

The District shall complete periodic audits to ensure compliance
with the cybersecurity training requirements.

Upon discovering or receiving notification of a breach of system se-
curity or a security incident, as defined by law, the District shall dis-
close the breach or incident to affected persons or entities in ac-
cordance with the time frames established by law. The District shall
give notice by using one or more of the following methods:

1. Written notice.

2. Emaill, if the District has email addresses for the affected per-
sons.

3. Conspicuous posting on the District’s websites.
4. Publication through broadcast media.

The District shall disclose a breach or incident involving sensitive,
protected, or confidential student information as required by law.
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DeSoto ISD

057906
FACILITY STANDARDS CSA
SAFETY AND SECURITY (LOCAL)

Building
Access Control

Audits of building access control shall include weekly inspections
of instructional facilities during school hours to certify all exterior
doors are, by default, set to closed, latched, and locked status
and cannot be opened from the outside without a key.

The Superintendent shall ensure that the findings of the weekly
in-spections are:

1.  Reported to the District safety and security committee; and

2. Reported to the campus principal or lead administrator of the
instructional facility to ensure awareness of any deficiencies
identified.

The campus principal or lead administrator shall assign
appropriate staff to take action to reduce the likelihood of similar
deficiencies in the future.

The results of the weekly reports shall be kept for review as part of
the required safety and security audit.

The District’s building access control procedures shall not be inter-
preted as discouraging parents or guardians who have been
properly verified as authorized visitors from visiting their student’s
campus. [See GKC]
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DeSoto ISD
057906

STUDENT WELFARE
CRISIS INTERVENTION

Threat Assessment
and Safe and
Supportive Team

Training

Student Reports

Employee
Confidentiality

Imminent Threats or
Emergencies

Threat Assessment
Process

FFB
(LOCAL)

In compliance with law, the Superintendent shall ensure that a mul-
tidisciplinary threat assessment and safe and supportive team is
established to serve each campus. The Superintendent shall ap-
point team members. The team shall be responsible for developing
and implementing a safe and supportive school program at each
campus served by the team and shall support the District in imple-
menting its multi-hazard emergency operations plan.

Each team shall complete training provided by an approved pro-
vider on evidence-based threat assessment programs.

Each campus shall establish a clear procedure for a student to re-
port concerning behavior exhibited by another student for assess-
ment by the team or other appropriate District employee.

A District employee who reports a potential threat may elect for the
employee’s identity to remain confidential and not be subject to dis-
closure under the state’s public information law. The employee’s
identity shall only be revealed when necessary for the team, the
District, or law enforcement to investigate the reported threat.

The District shall maintain a record of the identity of a District em-
ployee who elects for the employee’s identity to remain confiden-
tial.

A member of the team or any District employee may act immedi-
ately to prevent an imminent threat or respond to an emergency, in-
cluding contacting law enforcement directly.

The District shall develop procedures as recommended by the
Texas School Safety Center. In accordance with those procedures,
the threat assessment and safe and supportive team shall conduct
threat assessments using a process that includes:

1. Identifying individuals, based on referrals, tips, or observa-
tions, whose behavior has raised concerns due to threats of
violence or exhibition of behavior that is harmful, threatening,
or violent.

2. Conducting an individualized assessment based on reasona-
bly available information to determine whether the individual
poses a threat of violence or poses a risk of harm to self or
others and the level of risk.

3. Implementing appropriate intervention and monitoring strate-
gies, if the team determines an individual poses a threat of
harm to self or others. These strategies may include referral
of a student for a mental health assessment and escalation
procedures as appropriate.
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DeSoto ISD
057906

STUDENT WELFARE
CRISIS INTERVENTION

Guidance to School

FFB
(LOCAL)

For a student or other individual the team determines poses a
serious risk of violence to self or others, the team shall imme-
diately report to the Superintendent, who shall immediately at-
tempt to contact the student’s parent or guardian. Additionally,
the Superintendent shall coordinate with law enforcement au-
thorities as necessary and take other appropriate action in ac-
cordance with the District’'s multihazard emergency opera-
tions plan.

For a student the team identifies as at risk of suicide, the
team shall follow the District’s suicide prevention program.

For a student the team identifies as having a substance
abuse issue, the team shall follow the District’'s substance
abuse program.

For a student whose conduct may constitute a violation of the
District’'s Student Code of Conduct, the team shall make a re-
ferral to the campus behavior coordinator or other appropriate
administrator to consider disciplinary action.

As appropriate, the team may refer a student:

1. To a local mental health authority or health-care provider for
evaluation or treatment; or

2. For afull individualized and initial evaluation for special edu-
cation services.

The team shall not provide any mental health-care services, except
as permitted by law.

The team shall provide guidance to students and District employ-

Community ees on recognizing harmful, threatening, or violent behavior that
may pose a threat to another person, the campus, or the commu-
nity and methods to report such behavior to the team, including
through anonymous reporting.

Reports The team shall provide reports to the Texas Education Agency as
required by law.
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