DATA SHARING AGREEMENT FOR RELEASE.
OF DATA UNDER “SCHOOL OFFICIAL” EXCEFTION

This Data Sharing Agreement (“Agreement”) between Independent School.
District No. 709, Duluth Public $chools (“Distriet™) and LUTHERAN SOCIAL
SER'VICES is entered into as of Tuly 1, 2019 {“Effectwe Date™). The District and.
LUTHERAN SOCIAL SERVICES are referred to collectively as the “Parties.”

WHEREAS, certain iridividuals affiligfed with LUTHERAN SOCIAL SERVICES
(hereinafter “Reguiesting Entity”) will provide EDUCATIONAL SUPPORT to'the Distrigt
for the, 2019-2020 school year;.and

WHEREAS, the services-to be provided by individuals affiliated with Reqpesting
Etitity are institutional servives and. functions for which the District would othetwise use

its owhemployees;.and

WHEREAS, the District anticipates individuals affiliated with Requesting Entity
will be required o access per sonally 1dentifiable information related to students-and
educational data in order to efféctively provide services to the District; and

WHEREAS, both the Family Educational Rights and Privacy Act (“FERPA™) anid
the Minnesots Governinenf Data Practicés Act ("MGDPA™) allow certain contracters,
consultants, volunteers, and othei parties to acoess infermation that wounld otlierwise be
protected from disclosure under a “schiool official” exception; and

WHEREAS, individuals affiliated with Requesting Extity will be providing
services in a mannet that meets the relevant requirements to qualify as a “school official”
under both FERPA and the MGDPA,; and

WHEREAS, the Parties wish to enter info this Agreement in order-to outline in
greater detail the terms and conditions upon whieh individualg affiliated with Regiiesting
Eatity will be granted access Yo cerfain protected student data as a “school official.”

NOW, THEREFORE, in consideration of the mutual piomises contdined i this.
Agresment, the parties agree to the following!

I Services Provided to District. Requesting Entity is a NON-PROFIT
ORGANIZATION whose STUDENT/FAMILY ADVOUATE will pfovide
EDUCATIONAL SUPPORT to the Distrief. The services to be provided to the
District are msfitutional servives and funetions for which the District-would
otherwise use its. own employees.

2. Protected Student Data Defined. “Protected Student Data™ means any data
defined as “personally identifiable information” contained in educational regords.
as the tefm is defined in FERPA and it$ ishplementing tégulations, 20U.8.C, §
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1232g dnd 34 C.ER, § 99.31, or:“educational data” as definéd in the MGDPA,
Mimn. Stat, § 13.32.

Types of Data to be Accessed. In the course of providing the services described
in Paragraph 1, individuals affiliated with Requesting Entity will have a.legitimate
need to access Protected Student Data in the forin of ATTENDANCE, GRADES,
GRADEBOOK, TRAN SC RIPTS, TEST SCORES AND SCHEDULES. The data
desctibed i this Paragiaph is-subject to disclosure restiictivnhs irposed by FERPA
and the MGDPA.,

District’s Control over Use and Maintenance of Data. The following terms and
conditions will govern the manngr in which individuals affiliated with Reqnesting
Entity will have access to Protected Student Data:

a, STUDENT/FAMILY ADVOCATES shall be the only representatives of
Requesting Entity granted access to. Protected Stadent Datain aesordance
with the terms:of this Agreement. Protected Student Data shall not be
shared with any employee, agent, volunteer, or other affiliate of Requesting
Entity who is not within the group of individuals defined in‘this Paragraph.
Prior to-being granted access to Pioteeted Studenit Data,:each
STUDENT/FAMILY ADVOCATE st review and. sigh the
acknowledgement and-consent form attached heteto as Exhibit A.

b Requesting Etity shall not attempt o use, dccess, or mafitain Protected
Student Data for any reason other than purposes legitimately nevgssary for
its Student Family Advocate to provide the services teferenced in
Paragraph 1. RequestingEntity shall npt maintain its own files, doctments,
or any other form of recerds containing Piotected Student Diata or attempt
to obtain access to Protected. Student Data for anyone other than ab
individual described Paragraph 4(a). '

c. The i;‘se,andmaintenmrcb;igf Protected Studént Data by STUDENT/EAMILY
ADVOCATES shall be at all times subject to the District’s divect-control.

d. Individuals providing setvices as STUDENT/FEAMILY ADVOGATES shall
be granted access to Piotected Student Data through the District’s Infinite
Campus system in a.nannér deemed. appropriate by the Distict.
Requesting Entity shall supply the District with 4 Tist of the names of the
individuais providing setvices.as STUDENT/AFAMILY ADVOUATES to the
principal of the building in which.each individual will be providing:
services. Upomn recdipt of the list of frames, the District will determine
using its. sole discretion the extent to which each individual will be granted
ageess to Protected Student Data through the Infinite Campus system.
Under no citcumstance will an individual be granted greater aécess to
Protected Student Data than what is legitimatély necessaty to effectively
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provide the services listed in Paragraph 1. The District iétains the right to
alter atany time and in its sole discretion the manner in which individuals
providing services.as Student/Family Advocates access Protected Student
Data. No individual will be granted access1o Protected Student Data unless
the person has stgned the forn attached as Exhibit-A and provided a copy
to the principal of the building in which the individual will be providing
$ervices.

e The ihdividuals providing services as STURENT/FAMILY ADVOCATES
shall not copy, duplicate, alter; modify; or otherwise make changes to or
reproductions of Protected Student Data unless legitimately necessary to
perform the services desotibed in Paragraph 1. If any individual who has
been granted access to data in accordance with this agreement has!
maintained copies or other reproductions of Protected Student Data for-
legitimate purposes; such copies or other reproductions-must be destroyed
within 30 days ofthe expiration of this Agreemeit,

£ The District reserves the right to restrict, modify, or discontinue the use and
maintenance of Protected Student Data authorized by this agréement for
any reason, Tfthe District exeircisés its.sole discretion to Testrict or cancel
access to data, Requestiig Entity and/or its.affeateci representatives shall
destroy any copies or réproductions of data which they so lohger have
access in ascordauce with the timeframe and requirements of Paragraph
4(f) of this.Agréement.

Redisclosure 6f Profected Student Data. In the course-of perforining the
services described in Paragraph 1, the Parties agree that individuals providing
services to the district as STUDENT/FAMILY ADVOCATES shall not redisélose
Protected Student Data to any representative of Requesting Entity not within the
class of individuals identified in Paragraph4({a} or: any person ot party otherthan a
school official with a legitimate need to agcess the data unless disclosure is
specifically authorized or required by law, Tn the event a Parent or eligible Student,
Tequests disclosute of Protected Student Data to a third party, Requesting Entity:
and its representatives shall direct the requesting parent or eligiblestiident to the
appropriate building prineipal, who will process each request to disclose Protected
Student Data in accordance with applicable Distriet policies and proceduies.

Data Related to Student/Faiily Advocate Evaluations. The Parties agree that
data maintained by the District with respect to individuals who peiform services
on-a voluntaty bagis for the District is defined as personnel data by the MGDPA,
Minn. Stat. § 13.43. In the event Requesting Entity requests information from the.
District that is not classified as public data putsuant to Minn. Stat. § 13,43, subd,
2, Requesting Fufity shall obtain a written consent.of the subject of'the data prier
10 requesting fhe data from the District.



7. Term,. This agreement shall be valid from the date duly approved by both Parties
through June-30, 2020. On July |, 2020, this agleement shall terminiate and the
Disgtrict will terminate the ability of the mdmduals described in Paragraph- 4(a) to.
access. Protected Student Data, '

8. Suecessors and Assigns: This Agreement will be binding wpon and iiwure to the
benefit of the Parties and their respective successors and fermitted assigns, No,
Party miay assign or fransfer this Agreemeﬂt or any of its rights, interésts.or
gbligations hereunder without the prior written consentof the other Party.

9, Amendment/Modification. This Agreement thiy be dmended or modified only
by a writing executed by the Parties. No custom or practice of the Parties:at
variance with the terms hereof will have any effect.

10.  Entire Agreement, This Agreement-constituies the enfire agreement and
understanding of the parties xelative to the subject matter heteof. The parties have
notrelied upon.any pramises repr esemaimns warranties, agreemenis povenants:
or imdertdakings, other than thoseexpressly set forth or referred to herein. This
Agreeinent iéplaces and supersedes any and all prior oral.or wiitten agreements,
representations and discussions relatihg to stich subject matter..

IN WITNESS HEREOF, the Pattics have exeouted this Agreetiient as of the-date first

w5t w (WA il

Dnec,tm of Abbes&%nt / Iiv,é}uatmn { Perforianee:

DATE: /3{//101 WWQQQMWLQ&U

Title: MQTOJ\J\ MOU\% "‘TA@
Phone: . /Z,\Q - R~ ekl

School Board Chair, Dukith Schosl District 709




