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Multimedia Liability
Liability resulting from claims related to media content and 
communications, including the creation, publication or 
dissemination of online or o�ine media material, including 
claims alleging copyright/trademark/domain name 
infringement, invasion of privacy, defamation, libel, slander, 
plagiarism or personal injury. 

Security and Privacy Liability 
Liability resulting from a security breach or privacy breach, 
including failure to prevent or hinder such breaches or failure 
to safeguard electronic or non-electronic confidential 
information.

Privacy Regulatory Defense and Penalties
Liability for regulatory fines and penalties and/or regulatory 
compensatory awards resulting from violations of various 
privacy regulations, such as the EU General Data Protection 
Regulation (“GDPR”) and the California Consumer Privacy 
Act, and privacy regulatory proceedings/investigations 
brought by federal, state, local or foreign governmental 
agencies.

PCI DSS Liability 
Liability for fines, assessments or penalties (including fraud 
recoveries and card reissuance costs) imposed by banks or 
credit card companies due to non-compliance with the 
Payment Card Industry Data Security Standard (PCI DSS) or 
payment card company rules. 

Bodily Injury Liability
Liability for damages and defense costs resulting from the 
failure to prevent or avoid bodily injury caused by a security 
breach or privacy breach.

Third Party Liability Insuring Agreements

Property Damage Liability
Liability for damages and defense costs resulting from the 
failure to prevent or avoid property damage caused by a 
security breach or privacy breach.

TCPA Defense
Defense-only coverage for claims alleging violation of the 
Telephone Consumer Protection Act, the Telemarketing and 
Consumer Fraud and Abuse Prevention Act, the CAN-SPAM 
Act, or any similar federal, state, local or foreign law regulating 
the use of telephonic or electronic communications for 
solicitation purposes.
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Cyber Liability
DESCRIPTION OF COVERAGE

Breach Event Costs 
Reasonable and necessary mitigation costs and expenses 
incurred as a result of a privacy breach, security breach or 
adverse media report, including initial breach consultation 
costs, public relations expenses, notification expenses and 24 
months of breach support costs (credit monitoring, identity 
theft assistance, credit/identity repair and restoration 
services).

Post Breach Remediation Costs 
Post-breach remediation costs incurred to mitigate the 
potential of a future security breach or privacy breach.

BrandGuard® 
(1) Loss of net profit incurred as a direct result of reputational 
damage stemming from an adverse media report and (2) 
notification (including voluntary notification) of a security 
breach or privacy breach to a�ected individuals.

System Failure 
Reasonable and necessary amounts incurred to recover 
and/or replace electronic data that is compromised, damaged, 
lost, erased, corrupted or stolen, and business income loss 
and interruption expenses incurred, due to an unplanned 
outage, interruption, failure, suspension or degradation of 
service of an insured computer system, including any such 
incident caused by a hacking attack. 

Dependent System Failure 
Reasonable and necessary amounts incurred to recover 
and/or electronic data that is compromised, damaged, lost, 
erased, corrupted or stolen, and business income loss and 
extra expenses incurred, due to an unplanned outage, 
interruption, failure, suspension or degradation of service of a 
service provider computer system that is caused by specified 
cyber perils, including a denial of service attack, malicious 
code, and acts of cyber terrorism.

Cyber Extortion 
Extortion expenses incurred and extortion monies paid as a 
direct result of a credible cyber extortion threat.

Cyber Crime 
Coverage for (1) loss of money or securities due to Financial 
Fraud; (2) loss related to Telecommunications and Utilities 
Fraud, including charges stemming from the fraudulent use of 
an insured’s telephone system, electricity, water, internet 
access and cloud computing; and (3) loss related to Phishing 
Fraud, including loss incurred by your client, customer or 
vendor, which was paid to an unintended third party due to a 
phishing scheme.

Bricking Loss 
Losses incurred to replace computer hardware or electronic 
equipment that becomes nonfunctional or useless for its 
intended purpose (but not physically damaged) due to a 
hacking attack, up to 125% of replacement value.

Property Damage Loss
Physical damage to your property caused by or resulting from 
a hacking attack.

Reward Expenses 
Reasonable amounts paid to an informant for information not 
otherwise available, which leads to the arrest and conviction 
of a person or group responsible for a privacy breach, security 
breach, system failure, cyber extortion threat, financial fraud, 
telecommunications fraud or phishing attack. 

Court Attendance Costs
Reasonable costs incurred to attend mediation, arbitration 
proceedings, hearings, depositions and trials as a witness 
relating to the defense of a claim.

First Party Liability Insuring Agreements
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CYBER PRE-BREACH & POST BREACH
RESPONSE SERVICES

Premier Protection Available to You

Rapid Response and Continuous Support

TMHCC_CPL_NGP PRE-POST_BREACH_2025

When it comes to providing exceptional service and rapid expert breach response to your policyholders, Tokio Marine HCC – 
Cyber & Professional Lines Group’s in-house Cyber Incident Management Team and experienced Cyber & Tech Claims Team 
give careful consideration to the needs of each insured. Our goal is to get your insured back up and running, and reach a 
successful resolution. How do we do it?

Our policyholders will work with an in-house Cyber Incident Management Specialist 24/7/365

Our policyholders 
work with an in-house 
Cyber Incident 
Management 
Specialist 24/7/365
or a claims team 
member who makes 
recommendations 
and guides through 
every step of the 
claims process.

Policyholders are 
advised about the 
best recovery path 
and leading recovery 
experts to assist with 
technical expertise 
and support.

In the event
of a breach, we 
recommend outside 
experienced counsel 
to advise on 
notification and 
defense during 
litigation.

We recommend 
certain controls, 
including risk 
mitigation services, 
to improve the 
insured’s posture 
post event.

Incidents or claims
are reported to:

888.627.8995

CyberClaims
@tmhcc.com

2  Respond1  Report 3  Recover 4  Defend 5  Strengthen

*free for qualifying applicants

Intelligence Driven
Monitoring and Alerting Cyber Risk Report

Phishing Simulations Preferred Rates and partnerships
with security control vendors

Cyber Security Trainings 24/7/365 expert claims handling and
incident response cyber security experts

Dark Web Security Scans Tabletop exercises and
cyber-attack simulations*

With CyberNet®, you get access to:

Click here to watch
our CyberNet® video! 



Strength in strategy. Security in partnerships.

TWO-FACTOR
AUTHENTICATION
(2FA)

Duo Security

youroneit.com
614-603-0103
kim.gerhart@youroneit.com

CLOUD BACKUP
PROVIDER

Datto powered by OneIT

youroneit.com
614-603-0103
kim.gerhart@youroneit.com

TABLE TOP READINESS
ASSESSMENT

ePlace Solutions
eplacesolutions.com
800.387.4468
efalke@eplaceinc.com

Wilson Elser

wilsonelser.com
504.372.6698
dominick.cvitanovic@wilsonelser.com

Constangy

constangy.com
720.536.3234
awatzman@constangy.com

Entara

entaracorp.com
312.351.1405
deniz.sagnaklar@entaracorp.com

Arete Advisors

areteir.com
818.632.2366
jpasker@areteir.com

Lewis Brisbois

lewisbrisbois.com
601.499.8126
robert.f.walker@lewisbrisbois.com

SECURITY AWARENESS/
PHISHING SIMULATION

Wizer

wizer-training.com
586.601.4698
support@wizer-training.com

ePlace Solutions

eplacesolutions.com
800.387.4468
efalke@eplaceinc.com

Kroll

kroll.com
877.300.6816
cyberresponse@kroll.com

Proofpoint

proofpoint.com
408.517.4710
sales@proofpoint.com

PCI COMPLIANCE
 REVIEW

ePlace Solutions

eplacesolutions.com
800.387.4468
efalke@eplaceinc.com

Kroll

kroll.com
877.300.6816
cyberresponse@kroll.com

NETWORK SECURITY/
PENETRATION TESTING

Evolve Security

evolvesecurity.com
708.296.6990
maronson@evolvesecurity.com

Ankura

ankura.com
800.496.0089
ankuracyber@ankura.com

Arete Advisors

areteir.com
818.632.2366
jpasker@areteir.com

We’ve negotiated steep discounts with cyber threat prevention vendors to protect our policyholders from a cyber-attack. 
Insureds gain access to a curated list of service providers who o�er a variety of risk mitigation services, ranging from 
antivirus software to penetration testing to PCI compliance review.

It’s not a matter of if, but when.
With us, you’re prepared.
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Your Claims Team’s Awards

Excellence in Action.

Meet Your 
Award-Winning Cyber Claims Team

Tokio Marine HCC is the marketing name used to describe the a�liated companies under the common ownership of HCC 

Insurance Holdings, Inc., a Delaware-incorporated insurance holding company. Headquartered in Houston, Texas, Tokio Marine 

HCC is a leading specialty insurance group with o�ces in the United States, the United Kingdom and Continental Europe. 

Cyber Claims Team of the Year

CYBER & TECH
CLAIMS & LITIGATION

CYBER INCIDENT
MANAGEMENT

RICHARD SAVAGE
Senior Director, 
Cyber Incident
Management

rsavage@tmhcc.com

CATHERINE LYLE
SVP, Head of Cyber & Tech

Claims and Threat Management
clyle@tmhcc.com

KRITI MAHEY

Claims Manager,
Cyber & Tech

kmahey@tmhcc.com

ROBERT HERSHKOWITZ
Claims Manager,

Cyber & Tech
rhershkowitz@tmhcc.com

ERIN HENDRIX

Sr. Manager, Cyber &
Tech Claims & Litigation

ehendrix@tmhcc.com

Our insureds say it best:
“Trusted, responsive, and
there when it matters most.”


