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Cybersecurity Agenda

• Definition of  Cybersecurity

• Requirements

• Prevention Methods

• K-12 Cybersecurity Initiative

• Recommendations from TEA

• CIPA Compliance and Campus Reporting Tools

• Devices Monitored and Supported by KISD

• Prevention Partners



Cybersecurity

• The practice of  defending computers, 
servers, mobile devices, electronic 
systems, networks, and data from 
malicious attacks.



CQB Technology Resources 
Cybersecurity Requirements

• Designate a Cybersecurity Coordinator

• Develop a Cybersecurity Plan

• Complete Yearly Cybersecurity Training

• Cybersecurity Coordinator

• Board Members 

• Districts must report incidents to TEA



CQB Technology Resources
Cybersecurity Update 122

• CQB Technology Resources: Cybersecurity
• Updated based on SB 271 which uses “security incident” 

rather than the term “breach of  system security.”



Cybersecurity 
Prevention Methods

• FILTERS & ANTIVIRUS – All Internet traffic is filtered and 
monitored.

• FIREWALL – Network is protected from outside intruders.



Cybersecurity 
Prevention Methods

• INTERNET SERVICES BLOCKING

• DISASTER RECOVERY 

• GEO-BLOCKING 



Cybersecurity 
Prevention Methods

• INTRUSION PROTECTION 
• Monthly assessment and yearly penetration test.



Cybersecurity 
Prevention Methods

• SIS is Cloud Hosted and Provides:
• Enhanced Security and Data Protection

• Continuous Updates and Maintenance

• Relieves the Burden for district



K-12 Cybersecurity Initiative

• Free Resources available to schools.

• Received licenses for Endpoint Detection and 
Response (EDR).



Highly Encouraged 
Recommendations from TEA

• Endpoint Detection and Response (EDR) 

• Implement Multi-Factor Authentication (MFA)

• Restrict Admin Access

• Update Servers and Workstations.

• Segment Network



 KISD is CIPA Compliant 
Cybersecurity includes the Children’s Internet Protection Act

• Internet traffic is monitored and filtered. 

• Student created content is monitored.

• Searches for violence and mental health are monitored

• Students complete Internet Safety training on campus.



Campus Reporting Tools
Chromebook Monitor Program



Campus Reporting Tools
Monitoring Program for Computer Labs



Campus Reporting Tools
Relay Filter for Chromebooks



Campus Reporting Tools
Safety Alerts for Principals



We Support & Monitor

• 4,000+ Chromebooks 

• 600+ Laptops

• 222 Printers

• 200 iPads

• 75+ Programs



We Support & Monitor

• Online textbooks for all grade levels.
• Flat Panel or Interactive Board with Document Camera in 

each classroom.
• 174 Wireless Access Points with 2500 clients daily with the 

capacity of  10,000 clients.
• 20 Computer Labs with 24 desktops each lab.
• All IoT (Internet of  Things) – Phones, Access control, Vape 

Detectors, Cameras, Air Conditioning Control, etc.



Cybersecurity Prevention 
Partners

• KISD partners with TEA, and other parties not listed, 
to protect, detect and respond to threats.




