Technology Board Report - October 2024
Sam Rigby

Update your card information
Cybersecurity - Hackers and other bad actors have been for PayPal (inbox
leveraging Al to initiate more sophisticated and convincing
cyber attacks. Gone are the days when your Nigerian @ Paypal 2:48P\ “
prince charming wanted to share his fortune with you. @ tome
Today’s most common cyber attacks come in the form of
phishing emails, often disguised as password reset
notifications or other everyday notifications. Replrlo N Ra SIEPYOEERI ColReTRISo e BIY

From Paypal noreply@mail.corporateoffers.org

To srigby@I|psd.com
| received this phishing email in my inbox last week. A
quick peek at who sent it revealed that it did not come
from an @paypal.com email address. This is a phishing

attempt.
P PayPal

| also regularly see direct cyber attack attempts against

Oct 7, 2024 at 2:48 PM

our district-wide infrastructure (accounting, student data, YOUF Ga rd iS about
HVAC, and more). These attacks originate from all over )
the world. We receive regular updates from the Multi-State to expire

Information Sharing and Analysis Center (MS-ISAC),
which we use to audit and refine our security policies on all
systems.

Dear Sam Rigby,

We noticed your card ending in 3011 is about
to expire. Please update your card expiration
date and the card security code (CSC) as

OneWeb Removal - DRS is scheduled to remove the soon as possible so you can continue using it

unused OneWeb terminals and old ground-mounted with PayPal. Be sure to activate your new
satellite dishes from 8 of our locations. They are R et

responsible for removing this hardware from the school
property.

Internet - This article by KYUK highlights many of the same
challenges and questions we have faced when choosing
internet service providers.

Travel
e Sam -10/1-10/5 - NON, IGlI, LAG
e Schyler - 10/23/-10/26 - PTH and NEW

OneWeb terminal, to be removed


https://www.cisecurity.org/ms-isac
https://www.kyuk.org/education/2024-09-30/as-satellite-internet-shakes-up-the-rural-school-internet-system-rising-costs-throw-its-future-into-question

