Board of Education
Mr. Zeke Greer—President 4 Heather Gutierrez Superintendent
Mr. Dennis Rich—Vice-President Capitan Municipal Schools

Mr. Weston Hacker — Secretary 519 Smokey Bear Blvd.
Ms. Cynthia Black—Member Capitan, NM 88316
Mr. Brett Mcinnes—Member 575-354-8500

www.capitantigers.org

CAPITAN MUNICIPAL SCHOOLS BOARD OF EDUCATION

AGENDA ITEM EXECUTIVE SUMMARY

1. Board Meeting Date: October 19, 2026

2. Item Title: V.B.4 Consideration and possible approval of the purchase of cybersecurity

software from Abnormal through the existing MOU with Region 9, with costs shared among

six participating school districts and agencies and Capitan Municipal Schools’ share billed
monthly by Region 9 in the amount of $10,985.00

3. Name of Presenter: H. Gutierrez, Superintendent

4. Thisitemis for: _XX Action ___Consent Agenda Discussion Report/Information

5. Proposed Motion (Action Items Only): | move that we approve of
consideration and possible approval of the purchase of cybersecurity
software from Abnormal through the existing MOU with Region 9, with costs
shared among six participating school districts and agencies and Capitan
Municipal Schools’ share billed monthly by Region 9 in the amount of
$10,985.00

6. Executive Summary: Please see attached.



Abnormal for K-12 School Systems

Discover the Al-based email security platform that protects educational organizations from
the full spectrum of attacks.
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[] Sophisticated Email Attacks

Abnormal Overview Put Schools at Risk
« Cloud-native email security platform that protects
against the full spectrum of attacks and unwanted mail. K-12 schools are home to student information, intellectual property,
and sensitive research data. They also have large email attack
+ APl-based solution mtegrnte.s with Microsoft 365 surfaces, including staff, faculty, students, board members, vendors,
and Google Workspace in minutes. A i : ;
partner institutions, and more. That’s why schools are increasingly
. Behavioral Al baselines normal behavior to block popular targets for advanced email attacks that can cost millions
deviations from known good. to remediate.

47 Advanced Attackers Know How to

What Sets Abnormal Apart Evade Defenses

+ No disruption to mal flow and no changes to MX Modern credential phishing, ransomware, business email
FREGREC . compromise, and account takeover attacks get past legacy
- Protection against internal and external defenses. Every threat that reaches the inbox puts school
account compromise. systems at risk for data breaches, FERPA violations, IP theft,
financial losses, reputational damage, and loss of public trust.
And while security awareness training is beneficial, ensuring that
thousands of students, staff, board members, and others know
how to spot an attack can be exceedingly difficult.

» Al-driven triage, investigation, and auto-remediation
for more efficient SOC workflows.

Abnormal Integrates Quickly With w12 Modern Email Security for
+ Secure email gateways and existing security layers @ Educational Orgo nizations
for advanced protection.
Abnormal’s cloud-native solution integrates with Microsoft

+ SIEM, SOAR, and other SOC solutions for fully 365 and Google Workspace in minutes and uses thousands
KX W . of signals across identity, behavior, and content to separate
« Email security solution dashboards for single-source legitimate messages from dangerous threats. Abnormal quickly
visibility into email threats, investigations, and trends. learns to recognize anomalies in messages to immediately
detect and remediate threats that are targeting your faculty,
staff, students, and others.

Criminals Target K-12 School Systems

82% $3.5M 45%

of K-12 schools experienced average cost of a data breach in the of attacks on K-12 schools
a recent cyber incident. education sector. target human behavior.
Source: K-12 Dive Source: IBM Cost of a Data Breach Report 2024 Source: 2025 CIS MS-ISAC K-12

Cybersecurity Report



Abnormal for K-12 School Systems

Stop the most dangerous attacks that bypass your existing defenses.
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Supply Chain Compromise

When your vendors are compromised, you can be compromised
too. Attackers who breach trusted vendor email accounts can
send fraudulent invoices and credential phishing attacks that
bypass your security systems.

How Abnormal Stops Supply Chain Compromise:
Automatically knows your vendors

VVendorBase™ auto-identifies suppliers, vendors, and partners
via past email conversations and other signals gathered across
the entire ecosystem.

Continuously monitors vendor risk and reputation

Assigns each vendor a risk score based on domains spoofed,
accounts compromised, and suspicious messages.
Examines message content, tone, and attachments

Uses Al and ML to inspect emails and attachments for
suspicious signals that can indicate vendor fraud and block
the threat from reaching inboxes.

Ransomware

Ransomware can disrupt classes, expose student data, and even
cause schools to permanently close. Socially-engineered
emails can trick students or staffers into giving credentials

to attackers, who then access and encrypt critical systems.

How Abnormal Stops Ransomware:

Analyzes message content and other signals for
credential phishing

Utilizes identity detection and NLP to spot first-stage attacks
like phishing, even when messages come from trusted senders.
Blocks malicious attachments and links

Reviews all attachments and links for safety, including links
that redirect upon clicking.

Gives security teams explainable insights and

malware forensics

Automatically prepares detailed analyses of ransomware
attempts, enabling teams to preview attachment content
and link targets.

N\bnormal

Credential Phishing

Attackers can spoof the internal email addresses of
instructors or administrators to steal login IDs and passwords
from students or staff, which they can then leverage to launch
more damaging attacks.

How Abnormal Stops Credential Phishing:
Inspects email headers to expose impersonations
Determines when an email domain has been spoofed by
analyzing header information.

Detects suspicious language, tone, and style
Recognizes the language that indicates phishing attacks,
even in messages with no malicious links or attachments.
Understands communication patterns

Applies natural language processing (NLP) to learn people’s
typical tone, behavior, and communication patterns to detect
changes that may indicate phishing.

o

Account Takeover

The FBI has consistently warned education systems about
a growing number of stolen academic credentials for sale
online. Similar to this, criminals can use these credentials to
access internal systems and steal or ransom sensitive data.

How Abnormal Stops Account Takeover:
Determines good sender behavior with multichannel analysis

Leverages APl integration with Microsoft 365 and Google
Workspace to analyze end-user behavior across devices,
browsers, and apps.

Actively monitors user behavior and identity

Detects changes in content and tone, attempts to bypass
multi-factor authentication, and shifts in normal login signals
and then auto-remediates suspect accounts.

Includes unique VendorBase™ analysis and monitoring

Baselines known-good interactions with your vendors and
evaluates vendor risk scores across the federated database
of all customers to understand when a vendor may be
compromised and block suspicious emails.

Request Your Abnormal Demo Nowv:



[ WHAT IS IN YOUR ENVIRONMENT TODAY? ]

Advanced Attack Trends from 8/25/26 to 9/23/26

woice/Payment Fraud (BEC)

Social Engineeri




Abnormal Cyber Security Monitoring Software

Participating Agency Cost Share

Email Monitoring Solution 6 members
Total Proposed Cost
$35,438.35
District Staff
Capitan
Carrizozo
Cloudcroft
Corona
Hondo
Region 9

104
39
77
35
49

251

Students

494
171
452
117
141

%
0.31
0.11
0.27
0.08

0.1
0.13

1

Cost Share
$10,985.89

$35,438.35



