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CAPITAN MUNICIPAL SCHOOLS BOARD OF EDUCATION

AGENDA ITEM EXECUTIVE SUMMARY

1. Board Meeting Date: October L9,2026

2. ltem Title: V.8.4 Consideration and possible approval of the purchase of cybersecurity
software from Abnormal through the existing MOU with Region 9, with costs shared among
six participating school districts and agencies and Capitan Municipal Schools'share billed
monthly by Region 9 in the amount of 510,985.00

This item is for: XX Action 

-Consent 
Agenda 

-Discussion -Report/lnformation
Proposed Motion (Action ltems Only): I move that we approve of
consideration and possible approval of the purchase of cybersecurity

software from Abnormal through the existing MOU with Region 9, with costs

shared among six participating school districts and agencies and Capitan

Municipal Schools'share billed monthly by Region 9 in the amount of
s10,985.00

6. Executive Summary: Please see attached.
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Name of Presenter: H. Gutierrez, Superintendent3.

4.



Abnormol

Abnormo I for K-12 School Systems
Discover the Al-bosed emoil securitv plotform thot protects educotionol orgonizotions from
the full spectrum of ottocks.

$soon t
in losses prevented
by stopping occou
toksovers.

reduction in
investigotions ond
rosponsetimes.

hours soved tor socuritv
'l [1 t.o-".o"hweekthrouihlv t Aloutomotion.

45o/o

95%

ffi-- Sophisticoted Emoil Attocks
l"LoJ9 Put Schools ot RiskAbnomrol Overuiew

. Cloud-notive emoil socurity plodorm thol protects
ogoinst the tull sp€cuum o{ ottocts o.!d unwonted moil.

. APi-bosed solution integrotes with Microsoft 365
ond GoogleWorkspoce in minutes.

. BehoviomlAl boselines normol behovior to block
deviotions Irom known good.

Whot Sets Abnormol Aport
. No disruptionto moilflowond no chonges to MX

records required.

' Protectioo ogoinst int€rnolond extemol
occouftt compaomis€.

. Al-driven trioge, investigotion, ond outo-.emediotion
tor more effcient SOC worHlows.

Abnormol lntegmtes Gluicldy Wlth
. S€cure €moil gotewovs ond existing securitv lovers

for odvonced protection.

' SIEM, SOAR, ond other SOC solutions fortulV
outomdted workf,ows,

. Emoil securitysolutiondoshboordsforsingle-source
visibility into emoil threots, investigotions, ond trends-

Criminols Torget K-l2 School Svstems

82o/o
ol K-12 schools experienced
o recent cvber incident

K-l2 schools ore home to student informqtion, intellectuol propertv,

ond sensitive reseorch doto.They olso hove lorge emqil ottock
surfoces, including stqfi, foculty, students, boord rnembers, vendors,
po rtner institutions, ond more. Thot's why schools ore increosinglv
populortorgets for odvonced emoil ottocks thqt con cost millions
to remediqte.

Advonced Attockers Know How to
Evode Defenses

Modern credentiol phishing, ronsomwore, business emoil
compromise. ond occount tokeover ottocks get post legocy
defenses. Everythreotthot reochesthe inbox puts school
systems qt riskfor dqto breoches, FERPA violqtions, lP theft,
finonciollosses, reputotionol domoge. ond loss ofpublic trust.
And while security oworeness troining is beneficiol, ensuring thot
thousonds ofstudents, stoff, boord members, ond others know
howto spol on ottock con be exceedingly difficult.

ll/lodern Emoil Security for
Educotionol Orgonizotions

Abnormol's cloud-notive solution integrotes with Microsoft
365 qnd Google Workspoce in minutes ond uses thousonds
of signols ocross identity, behqvior, ond content to sepqrote
legitimotemessogesfrom dongerousthreots.Abnormol quickly

leorns to recognize onomolies in messogesto immediotely
detect qnd remediote threots thot ore torgeting yourfoculty,

stoff, students, ond others.

overoge cost of o doto breoch in the
educqtion sector.

of ottocks on K-l2 schools
torget humon bohovior.

Source:2025 CIS MS-ISAC Kl2Soirrce K-12 Di@ So',,c6. !!U!9!!9!!9t9!I!9$j9p9c29?1
SegE€s!4q-89P94

+

$s.sn l



Abnormol for K-12 Schoo! Systems
Stopthe most dongerous ottocks that byposs your existing defunses.

l^l

When yourvendors ore compromised, you con be compromised
too. Attocke6 who brcoch trusted vendor emoil occounts con
send froudulent invoices ond credentiol phishing ottocks thot
bvposs your security systems.

How Abnormol Stops Supply Choln Compromisei

Automoticolly knows your vendoE

VgndorBoser outo-identifies suppliers, vendors, ond portne.s
vio post emoil conwrsotions ond olher signols gothered ocross
the entire ecosystem.

Coirtinuouslv monhors vendor risk ond reputation

Assigns eoch vendor o riskscore bos6d on domoins spoofed,
occounts compromised, ond suspicious messoges.

Exomines anossoga cont6nq tono, ond qttochments

Uses Al ond MLto inspect emoils ond qttochmentstor
suspicious signols thot con indicote vendorfroud ond block
the threot rrom reoching inboxes.

Credentio! Phishing
Attockers con spoofthe internolemoil oddresses of
iostructors or odministrqtors to steol login lDs ond posswords
from students or stoff, which they con then leveroge to lounch
more domoging ottocks.

How Abnormol Stops Credentiol Phishing:

lnspocts emoil heoders to expose impc.sonqdons

Determines when on emoil domoin hos been spoofud by
qnotyzing heoder infomqtion.

Detscts suspicious longuoge, tone, ond sMe

Recognizes the longuoge thot indicotes phishing onocks,
even in messoges with no molicious links or ottochments.

Understonds communicotion potteans

Applies noturol longuoge processing (NLP)to l6om peoplet
typicol tone, behovior, ond communicotion pottems to detect
chongesthot moy indicole phishing-

Account Tokeover

Activglv monhoE user bghovior qnd identity

Detects chonges in content ond tone, ottempts to bypqss
multi-foctor outhenticotion, ond shifts in normol login signols
ond then outo-remediotes suspect occounts.

lncjudes unique VendoiBose- onqlysis ond monhoring

Boselines known-good interoctions with yourvendors ond
evoluotes vendor risk scores ocross the federoted dotobose
of ollcustomeasto understond when o vendor moy be
compromised ond block suspicious emoils.

Ronsomwqre

How Abnormol Stops Ronsomwore:
Anqtyzes rnessogs content ond other signols fol
credentiol phishlng

Utilizes identitv detection ond NLPto spot first-stoge ottock
like phishing, ev€n when messoges come ftom tusted senders.

Blocks mqlicious ottochments ond links

Reviews ollottochments ond linksfor sofety, including links
thqt redirect upon clicking.

Glves secudty teoms exploinoble insights ond
moh.rore forenslG

Automqticollv prepores detqiled onolyses of ronsomworc
ottempts. enobling teomsto preview ottochment content
ond link torgets.

Abnormol Request Your Abnormol Demo Now:

oe\ .&
l8=l

Supply Choin Compromise

Ronsomlt oae con disrupt chsse6, expose studem dqto, ond even

couse eglggElgtgIEg!9!@. Sociolly-engineered
emoils con trick students or stofiers into giving credentiols
to ottockers, who lhen occess ond encrypt criticol svstems.

The FBlhos consistendv worned educotion systems obout
o growing number of g!9!9!ggg9!!i9lI9!9q!ig!g for sole

online. Similorto this, criminols con use these crgdentiqls to
qccess intemol systems ond steol or ronsom ssnsitive dqto.

How Abnormol Stops Account Tokeover:
Detomlnes good sender behovlor with muldchonnel onotysls

Leveroges API integrotion with Microsoft 365 ond Google
Workspoce to onotyze end-user behovior ocross devices,
browse6, qnd opps.

q

obnormol.oildemo )
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Abnormal Cyber Security Monitoring Software

Participating Agency Cost Share

Email Monitoring Solution 6 members

Total Proposed Cost

$35,438.35

Dlstrict Statr

Capitan

Catfuozo

Cloudcroft

Corona

Hondo

Regaon 9

104

39

77

35

49

251

494

171

452

117

141

o/o

0.31

0.11

0.27

0.08

0.1

0.13

Students Cost Share

$10,985.89

I $35,438.35


