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Information Security 

Texas Southern University 

Internal Audit Risk Assessment 

Operations Activities Process Areas - Risk Map Legend 

July 2026 

Activfty Tyjpe 

Operations Activities 

Information Technology General Controls Operations Activities 

Disaster Recovery/ Business Continuity Planning Operations Activities 

Campus Operations Operations Activities 

Law Enforcement and Security Operations Activities 

Environmental Health and Safety Operations Activities 

Communications and Marketing Operations Activities 

Database Administration / ERP Operations Activities 

Construction Management Operations Activities 

Youth Protection Operations Activities 

Grounds and Maintenance Operations Activities 

Fleet Management Operations Activities 

Facilities Rental Operations Activities 

Application Selection / Development Operations Activities 
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Texas Southern University

Proposed Internal Audit Plan

Fiscal Year 2027

Audit Area Risk Rating Summary Procedures Audit Focus

2027 New Audits

Information Security High Internal audit will include an evaluation of the processes and internal controls in place related to the University's Security Incident Response processes. Internal Audit

Information Technology 

Services
High Internal audit will include an evaluation of the processes and internal controls in place related to the University's Access Administration processes. Internal Audit

Contract Administration High
Internal audit will include an evaluation of the processes and internal controls in place related to the University's Contract Administration processes. Activities to 

be evaluated will include contract ownership, monitoring, and services evaluation.
Internal Audit

Public Funds Investment 

Act (PFIA)
High

Internal audit will include an evaluation of the University's compliance with the Public Funds Investment Act (PFIA). Activities to be evaluated will include 

investment policies, internal controls over investments, and investment reporting.
Biennial Requirement

Construction 

Management
Moderate

Internal audit will include an evaluation of the processes and internal controls in place related to the University's Construction Management processes. Activities 

to be evaluated will include construction administration, construction plan approval and contract, change management, and project reporting.
Internal Audit

Grant Management Moderate

Internal audit will include an evaluation of the processes and internal controls in place related to the University's Grant Management processes. Activities to be 

evaluated will include grant administration, grant monitoring, grant funds reconciliaiton, and grant reporting and compliance. The audit will assess whether grant 

funds are appropriately administered, monitored, and expended in accordance with grant agreements, approved budgets, performance requirements, and 

applicable regulations to ensure the University achieves the objectives and commitments established in grant applications and award documents.

Internal Audit

SB 17 NA
Internal Audit will include an evaluation of the University's compliance with SB 17 requirements and the design and effectiveness of controls supporting required 

Board certification and readiness for periodic State Auditor compliance audits. 
Internal Audit

HB 127 NA
Internal Audit will include an evaluation of the University's compliance with HB 127 requirements and the design and effectiveness of controls supporting 

required Board certification and readiness for periodic State Auditor compliance audits. 
Internal Audit

2027 Recurring Engagements

Continuous Monitoring Develop and conduct periodic monitoring over key controls. Ongoing Monitoring

Purchasing Conduct annual assessment over whether the institution has adopted the rules and policies required by TEC §51.9337. Annual Requirement

Fraud, Waste and Abuse 

Investigations
Conduct investigations of fraud, waste, and abuse reports as well as monitoring of the Ethics Point hotline system. Compliance

Internal Audit Follow Ups Internal Audit will include follow-up procedures to verify that corrective action has been performed on the outstanding open findings.
Internal Audit Follow-

Up

2027 Annual Requirements

Project Management Track overall audit procedures, coordinate audit activities, risk committee participation, and report to management (bi-weekly status to President). Project Management

Risk Assessment Update 

and IA Plan
Internal audit will facilitate a University-wide risk assessment refresh to update the strategic, multi-year internal audit plan. Policy Compliance

Annual and Board 

Reporting
Prepare and submit required Annual Audit Report and quarterly reports of audit activities to the Audit Committee and Board. Policy Compliance

N/A

N/A
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